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General
When sending a Diameter Request Command (xxR) the sending node starts a timer to supervise the receipt of the corresponding Answer Command (xxA). The value for the supervision timer needs to be carefully selected: If too long, loss of message (xxR or xxA) is detected late; if too short, risk of wrongly assumed message loss rises. Furthermore, when Diameter Agents are in the path, supervision timer values in request-sending-node and agent should be aligned.
Currently no guidance on timer values could be found in IETF or 3GPP specs.

Examples

The following example flows show that different scenarios may have different requirements with regard to supervision timer values:

A) Simple request-answer with minimal time consuming processing at the receiving node
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An example for this scenario is S6a-IDR/IDA to retrieve T-ADS info.
B) Simple request-answer with potentially time consuming processing at the receiving node
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An example of this scenario is S6a-AIR/AIA.
C) Cascading request-answer
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An example of this scenario is Sh-UDR/UDA to retrieve T-ADS Info (including S6a-IDR/IDA)
D) Simple request-answer with potentially time consuming non-Diameter signalling at the receiving node
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An example of this scenario is S6a-IDR/IDA to retrieve current location information (including paging).
Another example is SGd-TFR/TFA to deliver MT-SMS (including paging and SMS transmission).
E) Complex scenario
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This is an example of MT-SMS delivery via SMS-Router. It must be noted that TFR allows the sending node to indicate to the receiving node the timer value used at the sending node.
Conclusion
The example scenarios show that depending on the use case an appropriate timer value should be chosen.

While the specific use case is known by the sending node, it may not be known by Diameter agents in the path or by the receiving node .

Solution alternatives
1. Standardize timer values (or ranges) per 3GPP Diameter application and command.
The standardized value shall be long enough to cover worst case scenarios.
2. Introduce immediate, preliminary response (trying), indicating that the request has been successfully receiced but has not yet been processed, followed by real response.

3. Add new AVPs (Originating-Time-Stamp and MaxWaitTime) to xxR commands indicating the point in time when the request was sent and the duration  the sending node is prepared to wait for the xxA command. Agents on the path could use this information to align with the sending node. Receiving nodes could use this information to decide whether the received request is stale (max wait time already expired, no answer to be sent), or whether the remaining time is not sufficient to fully process the request (immediate negative response to be sent). Consequently sending nodes never wrongly assume message loss.
Evaluation

With solution 2 the number of messages exchanged increases; furthermore it still does not fully solve the problem as it leaves it open how long the sending node should wait for the “real” response after having received the preliminary response. Also, solution 2 has major protocol impacts and it may not be easy to migrate towards solution 2 in a backward compatible way.

Solution 3 is most flexible and follows the approach taken in GTP, Gx and S6b; AVPs Origination-Time-Stamp and Maximum-Wait-Time already exist in 3GPP and can be reused by other 3GPP Diameter applications. It allows sending node, receiving node and agents on the path to have an exact common understanding on the timing requirements for the answer command. However, in order to be most efficient it requires nodes to be time-synchronized.

Solution 1 does not add or change any information exchanged between nodes, however, it is static and inflexible and does not cover cases where receiving nodes and agents do not know the exact context and thus do not have a common understanding with the sending node on timing requirements for the answer.

Proposal

Based on the evaluation above it is proposed to go for solution 3, but also recommend timer values (or ranges) to be used (solution 1) in specific use cases as guidance for sending nodes and fall-back-solution for receiving nodes.
_1533631515.vsd
Sending Node


Receiving Node


xxR


Start Timer (e.g. 5 sec)


Processing (time consuming)


xxA


Stopp Timer



_1533635540.vsd
Sending Node


Receiving and Sending Node


xxR


Start Timer (e.g. 8 sec)


Processing (minimal time consuming)


xxA


Stopp Timer


...


Start Timer (e.g. 5 sec)


Stopp Timer


Processing (minimal time consuming)


Non-Diameter Node


request


answer



_1534058585.vsd
SMS-SC


SMS ROUTER


TFR


Start Timer


TFA


Stopp Timer


start


stopp


UE


Paging request


failure


Start Timer


Stopp Timer


Start Timer 


Stopp Timer


MME


TFR


TFA


SGSN


TFR


TFA


start


stopp


UE


Paging request


response



_1533633721.vsd
Sending Node


Receiving and Sending Node


xxR


Start Timer (e.g. 6 sec)


Processing (minimal time consuming)


xxA


Stopp Timer


Processing (minimal time consuming)


Start Timer (e.g. 3 sec)


Stopp Timer


Processing (minimal time consuming)


Receiving Node


xxR


xxA



_1533629438.vsd
Sending Node


Receiving Node


xxR


Start Timer (e.g. 3 sec)


Processing (minimal time consuming)


xxA


Stopp Timer



