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1. Introduction
As part of the specification of the Cellular IoT functionality, it is required that a non-IP APN, whose Non-IP Data Delivery (NIDD) mechanism is set to “SCEF-based”, must include a way to identify the specific SCEF instance that the MME will use to establish the corresponding PDN connection, in order to be able to send/receive MO/MT non-IP data.

Stage-2 currently indicates that the SCEF must be identified by its SCEF-ID (i.e., an FQDN) and, optionally, an SCEF IP address.

During CT4#72 meeting, CT4 discussed the need to have the SCEF IP address included as part of the non-IP APN data stored in HSS, sent an LS to SA2 (C4-161535) asking for feedback about the need, and its potential use, of this IP address.

SA2 has sent a reply LS (C4-162016), to be discussed by CT4 during CT4#72bis. In this LS, the following text is included:
Q3:
Given that an SCEF FQDN (Diameter Identity) is necessary for routing T6a Diameter messages towards the SCEF, CT4 asks SA2 to clarify whether there is any requirement to be able to provision an SCEF IP address in the user subscription, and if so, to explain for which purpose. 

SA2 Response: 

From a system design perspective, SA2's requirement is that the SCEF selected by the MME is the same SCEF which gets selected by an SCS/AS.

Since, how an SCS/AS selects a particular SCEF is out of 3GPP scope, SA2 believes that a flexible mechanism for SCEF selection by 3GPP nodes is required to ensure that SCS/AS deployments aren't restricted by mechanisms which are chosen in 3GPP.  Eg, an SCS/AS may select an SCEF by having a configuration that’s IP address based. Because T6a is DIAMETER-based, SA2 understands that an SCEF FQDN may be mandatory for allowing proper T6a message routing. So, provisioning only SCEF FQDN in HSS subscription may suffice. However, for this to work the underlying assumption is that either the SCEF must implement different "interfaces" (eg T6a, Rx, SCS/AS interface etc) using the same IP address but different port numbers OR if the requests are received on different IP interfaces (denoted by different IP addresses) by the SCEF then SCEF needs to correlate the requests across interfaces. Whilst such an assumption can be valid for nodes strictly under 3GPP definition, it may not apply to nodes out of 3GPP purview eg SCS/AS, SCEF etc.

In other words, because 3GPP nodes can't make assumptions on how SCS/AS will select a particular SCEF, an additional input in the subscription about the selected SCEF's IP address would be helpful for the MME to select the same SCEF as the SCS/AS.

Hence, SA2 would like to allow user subscription, on a per APN basis, to contain either:

· SCEF Identity OR

· SCEF IP address OR

· Both

Whether the SCEF Identity is an FQDN or a hostname is left up to CT4. 

If CT4 believes that the above requirement would make SCEF Identity as being mandatory for Non-IP PDN connection to SCEF, and SCEF IP address to be an optional parameter, then SA2 can update its specifications accordingly.

The present document discusses the answer given by SA2, taking into account additional email discussions that took place before the CT4#72-bis meeting.

2. Discussion
The considerations presented by SA2 in their reply LS, address different issues, that are not necessarily related to each other:
SCEF addressing
It is assumed that there may be a number of SCEF entities, or instances, in the system. Given that T6a is specified as a Diameter application, a number of requirements, or constraints, must be followed in order to achieve a correct diameter message routing between MME and SCEF: each SCEF instance must have a unique FQDN, so it can be used as Destination-Host by the originating MME. An MME cannot use an IP address as the target of a Diameter command.

Failing to do that (i.e., if all SCEF instances share a single FQDN), would require the presence of additional system entities (e.g. DRAs) in charge of doing the correct routing towards the destination entity of the T6a messages. Those DRAs would have the task to implement certain application-logic functions, and inspect application-layer AVPs, to route the request to the right SCEF.

Given that those DRAs are not specified, defined, or required, by the current system architecture, it must be concluded that the only entities expected to be found in the routing path are standard diameter agents (relays, proxies, …), with no specific requirements to handle T6a-specific functionality.

During email discussions, it was hinted at the possibility that the MME could send the T6a requests towards a common Destination-Host (FQDN), while adding the SCEF IP address as a T6a application AVP that could be used by an intermediate Diameter agent to forward the request to the target SCEF. This possibility is seen by the authors of this paper as non-feasible, given that it deviates from standard routing principles in Diameter, and it mandates the presence of T6a-specifc routing nodes, capable of handling the T6a-specifc AVPs. If this option is pursued, it would imply to specify at stage-2 level the required system entities to achieve this system behavior.
The conclusion is that, as long as T6a is Diameter-based, it has to be decided whether the SCEF consists of one or several independently addressable and routable entities. If there are several, each SCEF entity needs to have its own FQDN. On the other hand, if only one FQDN is used (for a number of SCEF nodes), this is equivalent as having just one SCEF, as far a T6a traffic is concerned (and this is assumed to be a non-desirable deployment option).

SCS/AS selection of a certain SCEF instance, and selection of the same SCEF instance by the MME

The text in the LS states that 3GPP cannot make assumptions on how the SCS/AS will select a particular SCEF. However, during email discussions, it was suggested that the SCS/AS could make such selection based on criteria related to the user identity (e.g., a given SCEF instance handles users whose external identifier belongs to a certain realm). This is an excerpt of some discussions held in SA2 about this issue:

(…) SA2 discussed the following mechanism:
1. SCS/AS uses external identifier of UE to select an SCEF.

2. SCEF internally maps an external identifier realm (note that the external identifier has a username part which identifies a UE and a realm part which identifies an application domain) to an APN

3. HSS is pre-provisioned with an SCEF address per APN in the subscription profile

4. MME is informed of the SCEF address through APN configuration profile in the subscription record

5. MME chooses that SCEF for the SCEF PDN of that APN

Now let’s say APN#1 is mapped to SCEF#1 in HSS provisioning. In SCEF#1, the external ID realm#1 is mapped to APN#1. If an SCS/AS selects SCEF#2 for an external ID realm#1, then it is expected that SCEF#2 maps realm#1 to some other APN (say APN#2). The HSS would have been pre-provisioned with SCEF#2’s address for APN#2.

So, under this scenario, it seems that there is an impact on how the subscription data in HSS is defined. For example, if all users whose external identifier belongs to a certain realm are handled by a given SCEF instance, then, the Non-IP APN data included in the subscription for all those users in that realm must necessarily “point” to that specific SCEF instance, to let the MME make the correct mapping between user identifiers and APNs.

The conclusion is that, keeping in mind the necessary co-ordination between SCEF logic and the organization of HSS subscription data, the 3GPP architecture does not impose any restriction on how the SCS/AS selects a particular SCEF, and there are already mechanisms that allow the MME to reach the same SCEF instance as the one selected by the SCS/AS. 
3. Conclusions

With the above considerations in mind, the authors of this paper conclude that it is required by the Diameter protocol routing principles to identify each SCEF instance by a distinct FQDN, which must be used as destination of the requests sent by MME. Therefore, there is no real use for a potential SCEF IP address parameter as part of the non-IP APN data.
Additionally, this requirement does not contradict the fact that an SCS/AS is free to apply any selection logic to pick a certain SCEF for a given user, as long as the HSS subscription data and the SCEF behavior are correctly configured by the operator.

4. Proposal

It is proposed to send a reply to SA2 indicating these conclusions, and suggesting to not including the SCEF IP address as part of the non-IP configuration data.
