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1. Introduction
This PCR specifies the Diameter protocol used to support the Non-IP Data procedures and related to the CIoT-CT work item over the T6a, T6ai and T7 interfaces.
2. Reason for Change
Stage 2 has defined the Non-IP Data solution with SCEF. This PCR relies on the stage 2 CR160 r2 (S2-160832) to TS 23.682 agreed in SA2#113.

Some considerations:
-
Reuse of command pairs

It can be discussed if the existingT6a/b command pair Configuration-Information-Request/Answer (CIR/CIA) and Reporting-Information-Request/Answer (RIR/RIA) defined for MONTE can be used. In theory it would be possible as, at protocol level, there is no specific issue (e.g. no mandatory AVPs). 
Within the Non-IP-Data, it is also intended to use the same command pair for different procedures (Non-IP data transfer, T6a connection creation, T6a connection release) from MME to SCEF. To do an additional  sharing of the same Diameter commands between Non-IP Data and MONTE purposes seems to bring complexity as Non-IP Data and MONTE are handled independently with the observation that there can  be T6a deployments with MONTE without Non-IP Data via SCEF or Non-IP data without MONTE.
It is also considered that the transfer of data is quite different from the management of the connection. So it is proposed to define:

- a command pair MO-Data Request/Answer (ODR/ODA) to transfer data from the MME to the SCEF

- a command pair MT-Data Request/Answer (TDR/TDA) to transfer data from the MME to the SCEF

- a command pair MO-Submit Request/Answer (OSR/OSA) to handle T6a Connection Management (T6a connection,, T6a connection release) requested by the MME and aimed to also support T6a connection update (not covered in this PCR).

There is no command pair MT-Submit Request/Answer (TSR/TSA) as stage 2 has currently not defined connection management procedures requested by the SCEF. 

A T6a-Connection-Action AVP is added in the MO-Submit Request (OSR) to indicate that the action is a T6a connection creation, T6a connection release. This adds a new AVP to be processed, but it avoids to create other commands; it can allow the request to convey other signalling actions, or to introduce new functionalities in the future without having to create a new Diameter command pair and a new Diameter application ID.
It is proposed to introduce a T6a-Connection-Action AVP (bit mask); it could be discussed to use OSR-flags. 

- 
Routing aspects are still FFS. Hereafter some first considerations: 

-
a main one is on how the MME obtains the SCEF Diameter address to populate Diameter realm /host destination AVPs in its requests. For this, the SCEF Diameter address is included in the APN configuration profile within the subscription data of the user.

-
for roaming case, the IWK-SCEF can behave as a Proxy Diameter Agent. To have the IWK-SCEF in the path can be ensured by a routing based on the realm and the T6a/b application ID;
-
for requests from SCEF to MME, the SCEF is informed of the MME Diameter realm/host address at the T6a connection establishment or at a T6a connection update and can use it for MT Non-IP Data procedures.
- 
Error codes:

It is proposed to introduce DIAMETER_ERROR_INVALID_EPS_BEARER e.g. when the EPS bearer does not exist in SCEF or is not valid, and DIAMETER_ERROR_ NIDD_CONFIGURATION_NOT_AVAILABLE.

3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.128 v1.1.0.
* * * First Change * * * *
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* * * Next Change * * * *

6.1.6
Routing Considerations

Editor’s Note: It is to identify the routing impacts linked to Non-IP Data over T6a compared to the hereafter existing statements.
Editor’s Note: Regarding routing aspects for Non-IP-Data, it is to be investigated if the IWK-SCEF can behave as Proxy Diameter Agent.
This clause specifies the use of the Diameter routing AVPs Destination-Realm and Destination-Host.

The MME shall use the SCEFID it receives for a monitoring event configuration as the Destination-Host AVP in the Reporting-Information-Request for the monitoring event reports sent on the T6a/T6b interface. 

The MME/SGSN shall use the pre-configured IWK-SCEF identifier as the Destination-Host AVP in the Reporting-Information-Request for the monitoring event reports and the Configuration-Information-Request for the monitoring event configuration sent on the T6ai/bi interface. 

The IWK-SCEF shall use the SCEF-ID received from the MME/SGSN in the Monitoring-Event-Report AVP of the Reporting-Information-Request for deriving the Destination-Host AVP to be included in the Reporting-Information-Request from the IWK-SCEF to the SCEF on the T7 interface.

For monitoring events directly configured at the MME/SGSN by the SCEF, if the SCEF knows the address/name of the MME/SGSN or the IWK-SCEF, both the Destination-Realm AVP and the Destination-Host AVP shall be present in the request. Otherwise, only the Destination-Realm AVP shall be present and the command shall be routed to the next Diameter node. Consequently, the Destination-Host AVP is declared as optional in the ABNF for all requests initiated by the SCEF.

Destination-Realm AVP is declared as mandatory in the ABNF for all requests.

If the Vendor-Specific-Application-ID AVP is received in any of the commands, it may be ignored by the receiving node, and it shall not be used for routing purposes.

NOTE:
The Vendor-Specific-Application-ID can be included as an optional AVP in all commands in order to ensure interoperability with diameter agents following a strict implementation of IETF RFC 3588 [3], by which messages not including this AVP will be rejected. IETF RFC 3588 [3] indicates that the AVP shall be present in all proxiable commands, such as those defined in this specification, despite the fact that the contents of this AVP are redundant since the Application ID is already present in the command header. This AVP may be removed in subsequent revisions of this specification, once the diameter base protocol is updated accordingly.
* * * Next Change * * * *

6.2.2
Command-Code values

This section defines Command-Code values for the T6a/T6b interface application as allocated by IANA.
Every command is defined by means of the ABNF syntax IETF RFC 5234 [8], according to the rules in IETF RFC 3588 [3]. When the definition and use of an AVP is not specified in this document, the guidelines in IETF RFC 3588 [3] shall apply.

The following Command Codes are defined in this specification for T6a/T6b:

Table 6.2.2-1: Command-Code values for T6a/T6b
	Command-Name
	Abbreviation
	Code
	Section

	Configuration-Information-Request
	CIR
	8388718
	3GPP TS 29.336 [5] sub-clause 8.2.3 and sub-clause 6.2.3 below 

	Configuration-Information-Answer
	CIA
	8388718
	3GPP TS 29.336 [5] sub-clause 8.2.4 and sub-clause 6.2.4 below

	Reporting-Information-Request
	RIR
	8388719
	3GPP TS 29.336 [5] sub-clause 8.2.5 and sub-clause 6.2.5 below

	Reporting-Information-Answer
	RIA
	8388719
	3GPP TS 29.336 [5] sub-clause 8.2.6 and sub-clause 6.2.6 below

	MO-Submit-Request
	OSR
	xxxxxxx
	6.2.a

	MO-Submit-Answer
	OSA
	xxxxxxx
	6.2.b

	MO-Data-Request
	ODR
	xxxxxxx
	6.2.c

	MO-Data-Answer
	ODA
	xxxxxxx
	6.2.d

	MT-Data-Request
	TDR
	xxxxxxx
	6.2.e

	MT-Data-Answer
	TDA
	xxxxxxx
	6.2.f


For these commands, the Application-ID field shall be set to 16777346 (application identifier of the T6a/T6b interface application, allocated by IANA).

* * * Next Change * * * *

6.2.a
MO-Submit-Request (OSR) Command

The MO-Submit-Request (OSR) command, indicated by the Command-Code field set to xxxx and the "R" bit cleared in the Command Flags field, is sent from:

-
the MME to the SCEF;

-
the MME to the IWK-SCEF; and

-
the IWK-SCEF to the SCEF.

For the T6a, T6ai, T7 interfaces, the MO-Submit-Request command format is specified as following:

Message Format:

< MO-Submit-Request > ::=   < Diameter Header: xxxxx, PXY, 16777346 >

< Session-Id >
< User-Identifier >
< Bearer-Identifier >
[ DRMP ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]
{ Destination-Realm } 

[ OC-Supported-Features ]

*[ Supported-Features ]

[ T6a-Connection-Action ]
*[ Failed-AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

*[AVP]
6.2.b
MO-Submit-Answer (OSA) Command

The MO-Submit-Answer (OSA) command, indicated by the Command-Code field set to xxxxxx and the "R" bit cleared in the Command Flags field, is sent from: 

-
the SCEF to the MME;

-
the SCEF to the IWK-SCEF and

-
the IWK-SCEF to the MME.

For the T6a, T6ai and T7 interfaces, the MO-Submit-Answer command format is specified as following:

Message Format:

< MO-Submit-Answer > ::=  
< Diameter Header: xxxxx, PXY, 16777346 >

< Session-Id >

[ DRMP ]

[ Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features ]

[ OC-OLR ]

*[ Supported-Features ]

*[ Failed-AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

*[AVP]

6.2.c
MO-Data-Request (ODR) Command

The MO-Data-Request (DSR) command, indicated by the Command-Code field set to xxxx and the "R" bit cleared in the Command Flags field, is sent from:

-
the MME to the SCEF;

-
the MME to the IWK-SCEF and

-
the IWK-SCEF to the SCEF.

For the T6a, T6ai, T7 interfaces, the MO-Data-Request command format is specified as following:

Message Format:

< MO-Data-Request > ::=   < Diameter Header: xxxxx, PXY, 16777346 >

< Session-Id >

< User-Identifier >
< Bearer-Identifier >
[ DRMP ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]
{ Destination-Realm } 

[ OC-Supported-Features ]

*[ Supported-Features ]

[ Non-IP-Data ]
*[ Failed-AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

*[AVP]
6.2.d
MO-Data-Answer (ODA) Command

The MO-Data-Answer (ODA) command, indicated by the Command-Code field set to xxxxxx and the "R" bit cleared in the Command Flags field, is sent from: 

-
the SCEF to the MME;

-
the SCEF to the IWK-SCEF and

-
the IWK-SCEF to the MME.

For the T6a, T6ai and T7 interfaces, the MO-Data-Answer command format is specified as following:

Message Format:

< MO-Data-Answer > ::=  
< Diameter Header: xxxxx, PXY, 16777346 >

< Session-Id >

[ DRMP ]

[ Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features ]

[ OC-OLR ]

*[ Supported-Features ]

*[ Failed-AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

*[AVP]

6.2.e
MT-Data-Request (TDR) Command

The MT-Data-Request (TDR) command, indicated by the Command-Code field set to xxxx and the "R" bit cleared in the Command Flags field, is sent from:

-
the SCEF to the MME;

-
the SCEF to the IWK-SCEF and

-
the IWK-SCEF to the MME.
For the T6a, T6ai, T7 interfaces, the MT-Data-Request command format is specified as following:
Message Format:

< MT-Data-Request > ::=   < Diameter Header: xxxxxx, PXY, 16777346 >

< Session-Id >

< User-Identifier >
< Bearer-Identifier >
[ DRMP ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Host }
{ Destination-Realm }

[ OC-Supported-Features ]

*[ Supported-Features ]

[ Non-IP-Data ]
*[ Failed-AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

*[AVP]
6.2.f
MT-Data-Answer (TDA) Command

The MT-Data-Answer (OSA) command, indicated by the Command-Code field set to xxxxxx and the "R" bit cleared in the Command Flags field, is sent from: 
-
the MME to the SCEF;

-
the MME to the IWK-SCEF and

-
the IWK-SCEF to the SCEF.

For the T6a, T6ai and T7 interfaces, the MT-Data-Answer command format is specified as following:
Message Format:

< MT-Data-Answer > ::=  
< Diameter Header: xxxxx, PXY, 16777346 >

< Session-Id >

[ DRMP ]

[ Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features ]

[ OC-OLR ]
*[ Supported-Features ]

*[ Failed-AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

*[AVP]
* * * Next Change * * * *

6.3.3.xa
DIAMETER_ERROR_USER_UNKNOWN (5001)

This result code shall be sent by the SCEF to indicate that the user identified by the IMSI, MSISDN, or External-Identifier is unknown. This error code is defined in 3GPP TS 29.229 [4].

6.3.3.xb
DIAMETER_ERROR_OPERATION_NOT_ALLOWED (5101)

This result code shall be sent by the SCEF to indicate that te operation is not allowed when  an existing EPS bearer context for the user. This error code is defined in 3GPP TS 29.329 [yy].
6.3.3.xc
DIAMETER_ERROR_INVALID_EPS_BEARER (5xxx)

This result code shall be sent by the SCEF to indicate that there is no valid EPS bearer context for the user.
6.3.3.xc
DIAMETER_ERROR_ NIDD_CONFIGURATION_NOT_AVAILABLE (5yyy)
This result code shall be sent by the SCEF to indicate that there is no valid NIDD configuration available.
* * * Next Change * * * *

6.4.1
General

The following table specifies the Diameter AVPs defined for the T6a/T6b interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).

Table 6.4.1-1: T6a/T6b specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	Communication-Failure-Information
	Xxxx
	6.4.3
	Grouped
	M,V
	
	
	
	No

	Cause-Type
	Xxxx
	6.4.4
	Unsigned32
	M,V
	
	
	
	No

	S1AP-Cause
	Xxxx
	6.4.5
	Unsigned32
	M,V
	
	
	
	No

	RANAP-Cause
	Xxxx
	6.4.6
	Unsigned32
	M,V
	
	
	
	No

	BSSGP-Cause
	Xxxx
	6.4.7
	Unsigned32
	M,V
	
	
	
	No

	GMM-Cause
	Xxxx
	6.4.8
	Unsigned32
	M,V
	
	
	
	No

	SM-Cause
	Xxxx
	6.4.9
	Unsigned32
	M,V
	
	
	
	No

	Number-Of-UE-Per-Location-Configuration
	Xxxx
	6.4.10
	Grouped
	M,V
	
	
	
	No

	Number-Of-UE-Per-Location-Report
	Xxxx
	6.4.11
	Grouped
	M,V
	
	
	
	No

	UE-Count
	Xxxx
	6.4.12
	Unsigned32
	M,V
	
	
	
	No

	T6a-Connection-Action
	Xxxx
	6.4.w
	Unsigned32
	M,V
	
	
	
	No

	Non-IP-Data
	Xxx
	6.4.v
	Octetstring
	M,V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as "M" indicates whether support of the AVP is required. The AVP header bit denoted as "V" indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [3].

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table specifies the Diameter AVPs re-used by the T6a/T6b interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within T6a/T6b. 

Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 6.4.1-2, but they may be re-used for the T6a/T6b protocol.

Table 6.4.1-2: T6a/T6b re-used Diameter AVPs

	Attribute Name
	Reference
	Comments

	Monitoring-Event-Configuration
	3GPP TS 29.336 [5]
	This AVP shall contain the monitoring event to be configured at the MME/SGSN or the IWK-SCEF.

	Monitoring-Event-Report
	3GPP TS 29.336 [5]
	This AVP shall contain the monitoring event reported by the MME/SGSN or the IWK-SCEF.

	SCEF-Reference-ID
	3GPP TS 29.336 [5]
	

	SCEF-ID
	3GPP TS 29.336 [5]
	

	SCEF-Reference-ID-for-Deletion
	3GPP TS 29.336 [5]
	

	Supported-Features
	3GPP TS 29.229 [4]
	

	Feature-List-ID
	3GPP TS 29.229 [4]
	

	Feature-List
	3GPP TS 29.229 [4]
	

	OC-Supported-Features
	IETF RFC 7683 [9] 
	

	OC-OLR
	IETF RFC 7683 [9]
	

	Monitoring-Event-Config-Status
	3GPP TS 29.336 [5]
	This AVP shall contain the status of configuration of each monitoring event identified by an SCEF-ID and SCEF-Reference-ID.

	User-Identifier
	3GPP TS 29.336 [5]
	See 6.4.t

	DRMP
	IETF draft-ietf-dime-drmp-03 [aa]
	

	Bearer-Identity
	3GPP TS 29.212 [zz] 
	See 6.4.u


* * * Next Change * * * *

6.4.13
Feature-List AVP

6.4.13.1
Feature-List AVP for the T6a/T6b application

The syntax of this AVP is defined in 3GPP TS 29.229 [4].

For the S6t application, the meaning of the bits shall be as defined in table 6.4.13.1
-1 for the Feature-List-ID. 

Table 6.4.13.1-1: Features of Feature-List-ID used in S6t

	Feature bit
	Feature
	M/O
	Description

	0
	MONTE
	O
	Configuration and reporting of monitoring events

This feature is applicable to from an SCEF with CIR/CIA command pair and the reporting of events to the SCEF with RIR/RIA command pair.

If the MME/SGSN does not support this feature, the SCEF shall not send monitoring event configurations to the HSS within CIR. 

	1
	NIDD
	O
	Support of Non-IP Data service over T6a 

This feature is applicable to OSR/OSA, ODR/ODA and TDR/TDA command pairs.
If the SCEF does not indicate support of this feature in an OSA, the MME may store this information and not send any further OSR commands to that SCEF.

	Feature bit: The order number of the bit within the Supported-Features AVP, e.g. "1".

Feature: A short name that can be used to refer to the bit and to the feature, e.g. "MONTE".

M/O: Defines if the implementation of the feature is mandatory ("M") or optional ("O"). 

Description: A clear textual description of the feature.




* * * Next Change * * * *

6.4.t
User-Identifier

The User-Identifier AVP is of type Grouped and it contains the different identifiers used by the UE.
It is originally defined in 3GPP TS 29.336 [5]
AVP format:

User-Identifier ::= <AVP header: 3102 10415>

[ User-Name ] 
*[AVP]

This AVP shall contain the User-Name AVP, i.e. it shall not be empty. The IMSI of the UE shall be included in the User-Name AVP.
6.4.u
Bearer-Identifier
The Bearer-Identifier AVP contains the identity of the EPS bearer used to identify the T6a connection between the MME and the SCEF. It is defined in 3GPP TS 29.212 [zz].
6.4.v
T6a-Connection-Action
The T6a-Connection-Action AVP is of type Unsigned32 and it shall contain a bit mask. The meaning of the bits shall be as defined in table 6.4.v-1:

Table 6.4.v-1: T6a-Connection-Action
	Bit
	Name
	Description

	0
	T6a Connection establishment
	This bit shall be set if the request applies to a T6a Connection establishment.

	1
	T6a Connection release
	This bit shall be set if the request applies to a T6a Connection release.

	NOTE:
Bits not defined in this table shall be cleared by the sender and discarded by the receiver of the command.


6.4.w
Non-IP-Data

The Non-IP-Data AVP is of type OctetString and it contains the Non-IP data conveyed between the MME and the SCEF.
* * * End of Changes * * * *

