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1. Introduction

This paper analyzes the impacts on the changes in some Diameter base protocol command's CCF specifications done in IETF RFC 6733.
2. Proposal

It is proposed to agree the following changes to 3GPP TR 29.819 v1.0.0.

*******
* * * First Change * * * *

5.3.X
Changes in the Command's CCF specifications
5.3.X.1
Description of the change

Some command's CCF specifications have been changed from IETF RFC 3588 [2] to IETF RFC 6733 [3]. The corresponding changes are indicated hereafter:
a)
*[AVP] is added in the CCF specification of the DPA, DWR and DWA commands in IETF RFC 6733 [3] to indicate that the commands could be extended by the inclusion of optional AVPs;
b)
 Only one Failed-AVP AVP can be present in the command answer whereas it was indicated that multiple instance could be present using the notation "*[Failed-AVP]". 
c)
The Error-Message AVP and the Failed-AVP AVP are added in ACA command's CCF specification.
d)
 The Destination-Host AVP is added as optional AVP in the ACR command's CCF specification in IETF RFC 6733 [3].

e)
The CCF specification of answer command when the E bit is set is clarified in section 7.2 of IETF RFC 6733 [3].
5.3.X.2
Backward compatibility with IETF RFC 3588
Regarding the changes in IETF RFC 6733 [3] described in subclause 5.3.X.1, there is no backward compatibility with IETF RFC 3588 [2]. Most of the corrections made in the IETF RFC 6733 [3] are either clarification or corrections of issues already discovered with IETF RFC 3588 [2].
The addition of the *[AVP] in the CCF specifications of the DPA, DWR and DWA commands is just to correct documentation issue. From the Diameter base protocol point of view, any command can be extended with optional AVP, since the IETF RFC 3588 [2], as stated below:

   An implementation MAY add arbitrary non-mandatory AVPs to any command

   defined in an application, including vendor-specific AVPs without needing to
   define a new application.

It is part of the extensibility mechanism provided by Diameter. This correction is for alignment of the CCF specifications and is not changing the definition of the commands as defined by IETF.

The same principle of documentation clean-up applies for the addition the Error-Message AVP and the Failed-AVP AVP are added in ACA command's CCF specification. Both AVPs have been defined to be present in any answer command. Therefore, any answer command must support these AVPs and the corresponding CCF specifications should include these AVPs, at least in the Diameter base protocol specification. However, it is not strictly required to do it in all defined CCF specifications as any command are defined to include any AVP defined by the application using the commands. 
The Destination-Host AVP added in the ACR command's CCF specification is clearly an omission in a Diameter request. This AVP must be present in the request command if the request needs to be sent to a specific server in a given domain. It is part of the overall request routing mechanism defined by the Diameter base protocol.
The correction of the generic CCF specification of answer command when the E bit is set is due to the clarification given above on the possible presence of the Error-Message AVP.
The only potential concern would be about the change that only one Failed-AVP AVP has to present in an error message. This change is based on the definition of the Failed-AVP AVP that is an AVP of type Grouped as illustrated below:
         <Failed-AVP> ::= < AVP Header: 279 >

                       1* {AVP}

This format was selected to allow conveying one or more offending or missing AVPs in the same Grouped AVP. There is therefore no reason to have more than one Failed-AVP AVP in an error message.
It was acknowledged that the description of the use of the Failed-AVP AVP was not consistent all across the IETF RFC 3588 [2]. And it was intended to correct this inconsistency in the IETF RFC 6733 [3].

NOTE:
There is still an error in the IETF RFC 6733 [3] in the definition of the DIAMETER_CONTRADICTING_AVPS where it was said that "One or more Failed-AVP AVPs MUST be present (in the error message)". An erratum has been submitted and agreed to indicate that only one Failed-AVP AVP must be present in error message, the Failed-AVP AVP containing all the contradicting AVPs.
Assuming that some existing implementations would send back multiple Failed-AVP AVP, the receiving entity complying with the IETF RFC 6733 [3] could detect that there are more instances Failed-AVP AVP than expected. However, the primary information for the receiving entity would remain the error code value used in the Result-Code AVP or Experimental-Result AVP included in the error message. The Failed-AVP AVP is only provided as debugging information as already defined in the IETF RFC 3588 [2] and reinforced in the IETF RFC 6733 [3]. Multiple instances of the failed-AVP AVP should not cause an error at the application level as the Failed-AVP AVP is primarily used at the Diameter base protocol level. If this Failed-AVP AVP is used at the application and only one is now expected due to alignment with IETF RFC 6733 [3], only one Failed-AVP from the available AVPs will be used by the application. There is therefore no backward compatibility issue regarding the correction on the presence of the Failed-AVP AVP in the error messages.
5.3.X.3
Impacts on 3GPP specifications

Based on the clarifications given in subclause 5.3.X.3, it is clear that the following corrections have no impact on the 3GPP specification.
-
*[AVP] added in the CCF specification of the DPA, DWR and DWA commands;

-
The Error-Message AVP and the Failed-AVP AVP added in ACA command's CCF specification.

-
 The Destination-Host AVP added as optional AVP in the ACR command's CCF specification.

-
The Error-Message AVP added to the generic CCF specification of answer command when the E bit is set.
Based on the examples given in the IETF RFC 3588 [2] for Diameter base protocol commands, some answer commands defined in existing 3GPP applications may indicate in the corresponding specifications that multiple Failed-AVP AVP can be present in the answer.
Even if the cardinality of the Failed-AVP AVP has been updated for Diameter base protocol answer commands, there is no reason to change the existing CCF specifications for 3GPP commands. Even if one Failed-AVP AVP is enough to convey the offending/missing AVPs, answer commands received with multiple Failed-AVP AVPs (if any) will remain valid according to the 3GPP specifications defining the commands. The principle is valid even if the normative reference for the Diameter base protocol is updated to IETF RFC 6733 [3]. 

New applications reusing exiting 3GPP commands should not modify the command's CCF specification to avoid the need for the allocation of a new command code.

When reusing Diameter base protocol answer commands, existing 3GPP specifications that use the IETF RFC 3588 [2] as normative reference will still allow multiple Failed-AVP AVPs in the answers. Existing applications for which it would be decided to update the normative reference for the Diameter base protocol using IETF RFC 6733 [3] would have to clarify that only one Failed-AVP AVP is expected in the Diameter base protocol answer commands. However, this change will not cause backward interoperability issue as described in subclause 5.3.X.2.
Whatever the reference used for the Diameter base protocol (IETF RFC 3588 [2] or IETF RFC 6733 [3]), new 3GPP Diameter applications defining new commands should indicate that only one Failed-AVP AVP is expected in answer commands.
New applications reusing Diameter base protocol command should comply with command's CCF specification given in the normative reference used for the Diameter base protocol i.e. IETF RFC 3588 [2] or IETF RFC 6733 [3].
5.3.X.4
Conclusion

Regarding the changes on Diameter commands in subclause subclause 5.3.X.1, the reference to the IETF RFC 3588 [2] can be seamlessly updated to IETF RFC 6733 [3] for 3GPP specifications with the precautions and recommendations given in subclause 5.3.X.3.
* * * End of Changes * * * *

