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* * * First Change * * * *

1
Scope

The present document specifies the stage 3 of the Ud interface between the Front-Ends (FEs) and the User Data Repository (UDR) in the User Data Convergence (UDC architecture).

This 3GPP Technical Specification (TS) specifies the protocol and interactions between the FE and the UDR for Ud reference point, in particular: 
· The details of the LDAP protocol that are to be considered

· The details of the SOAP envelope that provides support for subscriptions to notifications and notifications about data changes service (S/N operations).

The User Data Convergence Stage 2 description (architecture and information flows) is specified in 3GPP TS 23.335 [10].

The UDR data model used with LDAP (i.e. attributes, object classes and directory information tree) for legacy Front End’s data, is implementation specific and is left outside the scope of 3GPP specifications. In this case, for multivendor interoperability between FEs and UDR specific integration projects are needed. Some examples of Ud data models are described in 3GPP TR 29.935 [19]. 
* * * Next Change * * * *
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".

[3]
3GPP TR 21 912 (V3.1.0): "Example 2, using fixed text".

[4]
IETF RFC 4510: "Lightweight Directory Access Protocol (v3)".

[5]
IETF RFC 5805: "Lightweight Directory Access Protocol (LDAP) Transactions".

[6]
W3C Recommendation "Simple Object Access Protocol (SOAP) 1.2" (27 April 2007). http://www.w3.org/TR/.

[7]
IETF RFC 2616 (June 1999): "Hypertext Transfer Protocol – HTTP/1.1".

[8]
IETF RFC 4511: "Lightweight Directory Access Protocol (LDAP): The Protocol".
[9]

IETF RFC 4528: "Lightweight Directory Access Protocol (LDAP) Assertion Control".

[10]
3GPP TS 23.335: "User Data Convergence (UDC); Technical realization and information flows".
[11]
IETF RFC 4512: "Lightweight Directory Access Protocol (LDAP): Directory Information Models".

[12].
3GPP TS 32.182: "Telecommunication management; User Data Convergence (UDC); Common Baseline Information Model".
[13]
Void

[14]
Void

[15]
3GPP TS 33.210: "3G Security; Network Domain Security; IP network layer security". 

[16]
IETF RFC 4513: "Lightweight Directory Access Protocol (LDAP): Authentication Methods and Security Mechanisms".

[17]
National Institute of Standards and Technology, FIPS Pub 197: Advanced Encryption Standard (AES), 26 November 2001. .
[18]
OASIS "Directory Services Markup Language v2.0" (30 April 2002) http://www.oasis-open.org/.
[19]
3GPP TR 29.935: "Study on UDC Data Model".

[X]
3GPP TS 23.179: "Functional architecture and information flows to support mission critical communication services".

[Y]
3GPP TS 24.384: "Mission Critical Push To Talk (MCPTT) configuration management; Protocol specification".

[Z]
IETF RFC 4517: "Lightweight Directory Access Protocol (LDAP): Syntaxes and Matching Rules".

* * * Next Change * * * *
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

DIT
Directory Information Tree
DN
Distinguished Name
FE
Front End


LDAP
Lightweight Directory Access Protocol
MCPTT
Mission Critical Push To Talk
NDS
Network Domain Security
RDN
Relative Distinguished Name
UDC
User Data Convergence
UDR
User Data Repository

* * * Next Change * * * *
8
Security

Ud interface shall provide security with the methods specified in 3GPP TS 33.210 [15]

Application sensitive data (e.g. permanent authentication keys K/Ki) shall be stored encrypted in the UDR and transferred encrypted over Ud. All FEs (e.g. HLR/HSS/AuC) handling sensitive data, accessing the same UDR and handling the same users (e.g. belonging to the same FE cluster) shall use the same mechanism and key for decrypting these data. The Application FEs shall support at least AES [17] as a common algorithm, and may support additional algorithms. The key for encryption/decryption is not subscriber-specific.


* * * Next Change * * * *
X
UDR Data Model Description

X.1
Introduction 
This clause describes the data model for the data maintained in the UDR. 

Data model for application FE’s legacy data is out of the scope of 3GPP.
Apart from the Object Classes and attributes defined for each set of data, auxiliary Object Classes and/or optional attributes may be defined (e.g. in order to accommodate standardized data model to existing DITs).
Prefix "MCPTT-" should be used for any Object Class or attribute name in order to avoid collisions with non stardardized existing Object Classes or attributes.
X.2
MCPTT data

X.2.1
Introduction

The MCPTT Server and Configuration Management Server as described in 3GPP TS 23.179 [X] are considered as UDR Application FEs. 

MCPTT data maintained in the UDR is MCPTT User configuration data, as described in 3GPP TS 23.179 [X] Annex B.3, and 3GPP TS 24.384 [Y]. 

Editor’s note: 
Contents of this clause and corresponding subclauses remain open and preliminar until 3GPP TS 24.384 [Y] is finalized.

X.2.2
Relative Directory Information Tree

Figure X.2.2-1 describes the tree structure of the MCPTT data in UDR.
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Figure X.2.2-1: MCPTT data relative DIT

This tree structure is included in the UDR DIT under a configurable base DN for MCPTT. 

Each MCPTT-User entry shall have one or several MCPTT-UserProfile child entries. Each MCPTT-UserProfile entry shall be associated to only one MCPTT-User entry.

Each MCPTT-UserProf shall have at least one of the following child entries:

-
MCPTT-UserConf-General

-
MCPTT-UserConf-OnNet

-
MCPTT-UserConf-OffNet

Each MCPTT-UserConf-General, MCPTT-UserConf-OnNet or MCPTT-UserConf-OffNet entry shall be associated to only one MCPTT-UserProf entry.

X.2.3
Entries description
Table X.2.3-1 describes the MCPTT data entries description.

Table X.2.3-1: MCPTT data entries description
	Entry name (RDN)
	Contained Object Class(es)

	
	Name
	Type

	MCPTT-Id=<VariableId>
	MCPTT-User
	S or A

	MCPTT-UserProfId=<VariableId>
	MCPTT-UserProfile
	S or A

	MCPTT-UserConf-Type=General
	MCPTT-UserConf-General
	S or A

	MCPTT-UserConf-Type =OnNet
	MCPTT-UserConf-OnNet
	S or A

	MCPTT-UserConf-Type =OffNet
	MCPTT-UserConf-OffNet
	S or A


The Object Class type is one of the following values, as defined in IETF RFC 4512 [11]:

-
S:
Structural.

-
A:
Auxiliary

X.2.4
Object Classes description
Table X.2.4-1 describes the MCPTT data Object Classes description.

Table X.2.4-1: MCPTT Object Classes description
	Object Class name
	Description
	Attributes

	
	
	Name
	Type

	MCPTT-User
	This Object Class contains attributes at the MCPTT User level.
	MCPTT-Id
	M

	MCPTT-UserProfile
	This Object Class contains attributes at the MCPTT User Profile level.
	MCPTT-UserProfId
	M

	MCPTT-UserConf-General
	This ObjectClass contains attributes for one specific MCPTT User Profile, related to general user configuration
	MCPTT-UserConf-Type
	M

	
	
	MCPTT-UserConf-General
	M

	MCPTT-UserConf-OnNet
	This Object Class contains attributes for one specific MCPTT User Profile, related to on-network user configuration
	MCPTT-UserConf-Type
	M

	
	
	MCPTT-UserConf-OnNet
	M

	MCPTT-UserConf-OffNet
	This Object Class contains attributes for one specific MCPTT User Profile, related to off-network user configuration
	MCPTT-UserConf-Type
	M

	
	
	MCPTT-UserConf-OffNet
	M


The attribute type is one of the following values:

-
M:
mandatory to be present in the Object Class

-
O:
optional to be present in the Object Class.
X.2.5
Attributes description
X.2.5.1
General

This clause includes attributes information.

All attributes are defined as SINGLE-VALUE, otherwise it is indicated in the Syntax column.
Refer to IETF RFC 4517 [Z] for more information about LDAP syntaxes.
Table X.2.5.1-1 describes the MCPTT data attributes information.

Table X.2.5.1-1: MCPTT data attributes 

	Attribute name
	Description
	Syntax

	MCPTT-Id
	Identifier of the MCPTT User

Editor’s note: add reference to 23.003 or to 23.179?
	Directory String

	MCPTT-UserProfId
	Identifier of the MCPTT User Profile

Editor’s note: add reference to 23.003 or to 23.179?
	Directory String

	MCPTT-UserConf-Type
	Identifier of the type of User configuration data.

It can be either “General" or "OnNet" or "OffNet"
	Directory String

	MCPTT-UserConf-General
	MCPTT User general configuration data. 

Refer to 3GPP TS 23.179 [X] table B.3-1
	Octet String

	MCPTT-UserConf-OnNet
	MCPTT User configuration data that is modified while the User is on-network. 

Refer to 3GPP TS 23.179 [X] table B.3-2
	Octet String

	MCPTT-UserConf-OffNet
	MCPTT User configuration data that can be modified using off-network MCPTT service.

Refer to 3GPP TS 23.179 [X] table B.3-3
	Octet String


X.2.6
Access Rights

Table X.2.6-1 includes the operations (as described in subclause 6) that are restricted by the UDR for each MCPTT FEs.

Table X.2.6-1: Restricted operation for MCPTT FEs 

	Object Class name
	Attributes
	Restricted operations

	
	Name
	MCPTT Server
	Configuration Management Server

	MCPTT-User
	MCPTT-Id
	Create, Delete, Update
	Create, Delete

	MCPTT-UserProfile
	MCPTT-UserProfId
	Create, Delete, Update
	None 

See Note 1

	MCPTT-UserConf-General
	All in Object Class
	Create, Delete, Update
	None 

See Note 1

	MCPTT-UserConf-OnNet
	All in Object Class
	Create, Delete, Update
	None 

See Note 1

	MCPTT-UserConf-OffNet
	All in Object Class
	Create, Delete, Update
	None 

See Note 1


NOTE 1: 
MCPTT User creation or deletion is out of the scope of 3GPP. An MCPTT User is created with at least one MCPTT-UserProfile entry, that contains at least one of the following child entries: MCPTT-UserConf-General, MCPTT-UserConf-OnNet or MCPTT-UserConf-OffNet. The Configuration Management Server is not allowed to neither Create nor Delete an MCPTT User, but it may create/delete/update MCPTT-UserProfile(s).

* * * End of Changes * * * *
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