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Abstract
The document attempts a wrap-up of the achieved IMS-WebRTC solution with focus on WebRTC services only which require an IMS-WebRTC gateway in the IP bearer path. The supported IMS-WebRTC capabilities with 3GPP Rel-13 represents still a subset in comparison to the IETF RTCWEB defined service capabilities. The existing 3GPP IMS architecture had also a certain impact on the introduction of WebRTC in 3GPP IMS.
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[bookmark: _Toc433962908][bookmark: _Toc441657382]1	Status of 3GPP ReI-13 IMS-WebRTC solution
Briefly, the 3GPP ReI-13 IMS-WebRTC solution supports following characteristics from WebRTC call type perspective:

[image: ]

It could be roughly concluded that the Rel-13 state-of-the-art is mainly limited by current NAT traversal support and WebRTC signalling plane support concerning data channels. A more detailed picture is provided in the next clause.

[bookmark: _Toc441657383]2	IMS-WebRTC Rel-14: potential enhancements for IMS-WebRTC access gateways
Figure 1 provides a table of potential enhancements for IMS-WebRTC access gateways in Rel-14. The WebRTC gateway control (Iq) is basically dependent on signalled information at WebRTC call control level (W2), there are therefor separate columns. Furthermore, some capabilities are dependent on specifications from other SDOs, which are IETF and ITU-T (but not W3C) in case of the H.248 WebRTC gateway.

[image: ]
Figure 1: 3GPP Rel-12/13 IMS-WebRTC service solution
We'd like to elaborate on some items in more detail, see following subclauses.

[bookmark: _Toc441657384]2.1	ICE topics
Topic "ICE for TCP" (1):
Supported (by SA2) for audio and video, but not yet for WebRTC data. Looks odd because a UDP-blocking NAT/FW device would then lead to a WebRTC audio/video call only, which might be immediately released again by the user when observing that WebRTC data will not come into service. Hence, there might be a large number of unsuccessful WebRTC calls in worst case situations (in case of such user behaviour).
If ICE for TCP is supported for some WebRTC service components, then it should be supported for all! We fail to see any counter argument here, given also by the fact that IETF RTCWEB considers ICE for TCP for all service components as well.

Topic "ICE "multiple (host) candidates" (2):
"ICE for UDP" and "ICE for TCP" are significantly different concerning the "STUN address gathering" phase and "STUN connectivity check" phase from WebRTC gateway perspective (see also Appendix II/H.248.50).
There might be basically a triplication of address candidates (active, passive, simulataneous open).
And there might be a further multiplication in case of multiple possible IP bearer routes between the UE and the WebRTC media gateway.
The theoretical number of candidates might be reduced in real deployments. Figure 2 provides an example reference model which matches the majority of network solutions. The STUN/TURN media relay function (if required at all) is here embedded in the H.248 media gateway (which is often feasible from IP bearer path routing perspective). There are then not any candidates related to such a media relay entity. Furthermore, an additional NAT/FW "bypass path" could be excluded: either there is a NAT/FW device between the UE and network access or not. Such an assumption leads to a further reduction of candidate options.
Moreover, we exclude multihomed IP host type of UEs (e.g., WLAN access besides mobile access) (to be confirmed).
Moreover, an alternate IP connectivity capable UE (i.e., parallel support of IPv4 and IPv6) is excluded as well, under the assumption that the IP version selection is subject of an IMS-WebRTC operator policy.
The distinction between ICE-lite only or additional ICE-full support affects also the number of TCP candidates.

All that assumptions would lead to a significant reduction of possible address candidates for TCP.
However, there might be in the end still multiple address candidates, perhaps at least two (or three) host candidates.
The STUN connectivity checks needs to be basically executed for all candidates, which might lead to a significant, temporary consumption of resources in the H.248 MG. There are considerations for artificially reducing the number of connectivity checks (from gateway side), given the knowledge about the "terminal-to-network" ICE model (see also clause 6.1.7/H.248.50), the possible focus on the "top priority candidate" only (due to underlying success probability behind 'priority') and the "TCP simulatenous open" candidate type only (due to its robust establishment behaviour). 

Our understanding: the 29.334 IMS-WebRTC gateway needs to check out connectivity for multiple TCP address candidates if requested. Any optimization, in order to minimize WebRTC call establishment delay, by reducing the number of candidates (by the ePSCF (IMS-ALG)) and subsequent connectivity checks (eIMS-AGW) needs firstly further evaluations and discussions.

Follow-up question: usage of a single or multiple local transport connection endpoint(s) in case of multiple TCP candidates?
[bookmark: _GoBack]Understanding: a single reserved and allocated local TCP transport address (in the IMS-AGW) is sufficient to execute connectivity checks for multiple TCP candidates (because all potential TCP transport connections could be unambiguously identified by their different remote transport address information).




Figure 2: ICE/STUN/TURN reference model used for IMS-WebRTC gateway

Topic "ICE restarts" (3):
A WebRTC client supports basically ICE restarts, i.e., there might be mid-call situations where parallel ICE procedures are initiated.
Potential impact of ICE restarts on the eIMS-AGW is not yet studied (see also clause L.5.6/H.248.50).
One concern of ICE restarts is there possible impact and interaction with the active DTLS connection  …

[bookmark: _Toc441657385]2.2	Additional WebRTC service components
Topic "Support of data applications T.140 or BFCP" (4, 5):
Progress primarily dependent on WebRTC call control signaling (CT1). Status already discussed at last meeting (2015-11), see C1-154072 "Future IMS-WebRTC calls with data applications T.140 or BFCP" and IETF MMUSIC draft proposals:
http://tools.ietf.org/id/draft-schwarz-mmusic-t140-usage-data-channel-02.txt 
http://tools.ietf.org/id/draft-schwarz-mmusic-bfcp-usage-data-channel-01.txt 

[bookmark: _Toc441657386]2.3	Additional multiplexing support for WebRTC bearer plane traffic
Topic "RTP transport multiplexing" (6):
The CT1 discussions within work item [RTCP_MUX] at the last meeting (2015-11) came to the conclusion that there seems to be in the meanwhile wide acceptance for support of RTP/RTCP transport multiplexing, particularily for WebRTC.  Primarily due to the fact that the IETF is going to propose "transport multiplexed RTCP" as a kind of "default" or/and mandatory support for RTP endsystems.[footnoteRef:1] [1:  	see e.g. https://webrtcstandards.info/webrtc-standard-work-highlights-from-w3c-sapporo-japan-and-ietf-94-yokohama-japan-meetings/ :
"IETF - Support for non-mux RTCP no longer required
Before today one could decide whether to support multiplexing of RTP and RTCP on the same port; this is no longer an option. Since support for non multiplexing is not mandatory anymore, an application not supporting RTCP multiplexing will suffer from interoperability issues."] 

24.229 would need a correspondent update …

Topic "RTP media multiplexing" (7):
Bundling of WebRTC audio and WebRTC video is integral part of the IETF WebRTC service, but is yet open whether RTP media multiplexing will be introduced in 3GPP IMS-WebRTC.

[bookmark: _Toc441657387]2.4	WebRTC service control procedures
Topic "WebRTC data channel closure" (8):
This item is intended to be finalized at this meeting, see C4-161007 CR "Release of WebRTC Data Channels".

Topic "WebRTC "individual DTLS connection" control" (9):
The WebRTC data service uses a "SCTP Association over a DTLS connetion" as tunnel for multiple, SCTP Stream based Data Channels. The SDP Offer/Answer (for SCTP-over-DTLS) is so far primarily based on IETF draft-ietf-mmusic-sctp-sdp. However, there are efforts (by IETF MMUSIC) to extend SDP for "explicit DTLS control", given by the well-known issue concerning the semantical overloading of the SDP "a=setup" / "a=connection" attributes, see IETF draft-ietf-mmusic-dtls-sdp.
It is still open whether WebRTC call control signaling will be updated in order to support more flexibility in SDP Offer/Answer signalling.


[bookmark: _Toc441657388]2.5	WebRTC bearer plane specific aspects
Topic "SRTP key management schemes" (10):
The explicit discrimination between SDES and DTLS-SRTP based key management schemes, as required for SRTP encrypted audio and video (for non-WebRTC and WebRTC media), is still pending for Iq (because also dependent on the ongoing revision of ITU-T H.248.77).

Topic " WebRTC "T.140" data service" (11):
When thiat service would be requested to be supported by Iq (dependent on (4)), then the 3GPP eIMS-AGW would be required to support a T.140 interworking function as outlined in Appendix II of ITU-T H.248.94.

[bookmark: _Toc441657389]3	Peering between 3GPP IMS-WebRTC and non-3GPP WebRTC domains
Figure 3 provides a copy from the extended model as already discussed by 3GPP C4-150423 (2015-04), an end-to-end WebRTC call between a 3GPP WebRTC IMS client (WIC) and a non-3GPP WebRTC client.
The scope of Rel-13 work item [eWebRTCi_CT] is solely on end-to-end WebRTC calls between 3GPP WICs, i.e., non-3GPP WebRTC domains are excluded.
The additional consideration of end-to-end WebRTC calls with non-3GPP WebRTC clients would introduce the IBCF / TrGW as additional 3GPP WebRTC gateway function due to its peering position with other, non-3GPP IP core network domains.
WebRTC gateway support is basically expected in the end-to-end IP bearer path between a 3GPP WIC and a non-3GPP WebRTC client because both WebRTC client capability sets might not be 100% identical. Both capability sets may largely overlapping or the 3GPP WIC might be even a pure subset of an IETF WebRTC client, but there isn't any functional parity expected. For instance due to 3GPP specific codec preferences, IMS architectural aspects, etc.
Following interworking behaviour of an IBCF / TrGW (as peering WebRTC gateway) is expected for a WebRTC call between a 3GPP WIC and a non-3GPP WebRTC client:
1. End-to-end WebRTC call control signalling: the IBCF-embedded SIP B2BUA tries to negotiate identical "service capabilities" as best as possible, in order to minimize IP bearer plane interworking for WebRTC traffic.
2. The TrGW provides WebRTC bearer interworking support for the remaining differences.
Such differences between the 3GPP IMS-WebRTC domain and non-3GPP WebRTC domains might be e.g.
· different multiplexing levels for RTP;
· different DTLS protocol versions;
· different cipher suites for DTLS or/and SRTP;
· different RTCP support for WebRTC;
· etc.
We are excluding application-level interworking support such as possible audio transcoding, which could be still provided by the eIMS-AGW.



Figure 3: Extended reference model for "H.248 IMS WebRTC gateways"
Peering support between 3GPP IMS-WebRTC and non-3GPP WebRTC clients might be a candidate feature for a future 3GPP Release.

[bookmark: _Toc441657390]3.	Summary
The document is motivated by an "inventory" at the end of Rel-13 and provides a rough, subjective summary of items, which might be considered for a future, enhanced IMS-WebRTC service solution. Primary focus here is the WebRTC gateway function.

No actions are requested.

-------------------
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3ICE restarts Missing Missing No? rev H.248.50
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5WebRTC data service "BFCP-based floor control" Missing Missing Yes (MMUSIC drafts) No

6RTP transport multiplexing Missing (-> condition 

WebRTC)
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impact)
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7RTP media multiplexing ("Bundling") Missing Missing No No (= H.248.96 

"BUNDLE")
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H.248.97)

10SRTP key management schemes ("explicit 
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Supported Missing No Yes (= rev H.248.77)

11WebRTC "T.140" data service "T.140 IWF" - Missing ? ("rtcweb-gateway") No (= H.248.94, 

Appendix II)

Compliance of 3GPP IMS WICs with IETF WICs:

WebRTC bearer plane:

WebRTC service control procedures:

3GPP Rel-12/13 IMS-WebRTC service solution: Dependencies to other SDOs:

Unsupported service items:

End-to-end IP connectivity (L3/L4 NAT traversal support):

WebRTC service components:
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III) H.248 context creation

ADD.req[with SDP-based ICE credentials]
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STUN Binding Request/Response

VII) Optional address reporting

(H.248.37 adr package)

V) H.248 MG: STUN authentication
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NOTE 1 –The STUN/TURN server could be 

also located at core network level

NOTE 2 –The STUN/TURN media relay function could be provided 

by the H.248 media gateway ("when media path routed via MG")
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