
3GPP TSG CT4 Meeting #71ah
C4-160005
Nashville, USA; 11th – 15th January 2016
Source:
Ericsson
Title:
MCPTT-2 access control
Agenda item:
7.2.11
Document for:
DISCUSSION
1. Scope
This paper focusses on the analysis of the need for MCPTT user data access control using MCPTT-2 interface between MCPTT Server and MCPTT user database.
2. Introduction
2.1 Sh existing access control 

In 3GPP TS 29.228 access control is performed based on an AS permission list (see subclause 6.2):
To manage whether an AS may request each element of Data-AVP with a specific command, the HSS shall maintain a list of AS permissions (the ‘AS Permissions List’). AS permissions are identified by AS identity and Data Reference with the possible permissions associated with each Data Reference being Sh-Pull, Sh-Update, Sh-Subs-Notif or any combination of these permissions (see table 7.6.1 for details of which permissions are allowed for each Data Reference). The permissions apply to all users served by the HSS, they are not user specific. 
Therefore, access control granularity is per AS identity + DataReference.

When DataReference is RepositoryData, this means that access is either granted or not for all Service Indications defined in 3GPP TS 29.364. i.e. all or none. That is, nowadays it is not standardized any means to allow different services to have a different access restriction. 

Therefore, having AS identity + DataReference as access control granularity is considered as enough, the possible reason behind may be that the HSS takes as granted that the AS is a trusted network element, i.e. both the HSS and the AS are in a trusted network, then it is reasonable to consider that a trusted AS is not going to access DataReference that is not meant to.

Anyway, certain flexibility to include some more required access restrictions is already standardized, what could be used to consider e.g. Service Indication, however this is left to implementation, see 3GPP TS 29.228 subclause 7.6:

Table 7.6.1 defines the data reference values and tags, access key and recommended AS permissions (as described in section 6.2) for the operation(s) on data accessible via the Sh interface, i.e. the listed operation(s) in the Operations column are the only ones allowed to be used with this Data Ref value. It is a matter of operator policy to further restrict the AS permission rights defined in table 7.6.1.
2.2 MCPTT user data access control needs 

The following assumption is used for this analysis: MCPTT user data is considered to be sensitive data that should not be accessed by any other AS except the MCPTT Server.

However, MCPTT-2 is considered an inter-domain reference point, therefore MCPTT Server (and any other AS) are deployed within a trusted network.
3. Conclusion
Being MCPTT-2 inter-domain and this domain is a trusted network, then MCPTT user data access control is sufficient based on Sh AS permission list (i.e. AS identity + RepositoryData), and optionally enhanced by operator policies. 

That is, regardless whether MCPTT-2 is implemented using Sh or an Sh* interface, the data access control principles followed by Sh are sufficient.

