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7.2.1.1
General

This procedure is used between the SCEF and the HSS for:

-
the configuration of Monitoring events.
-
the configuration of Communication Patterns
The following events may be configured for monitoring:

-
the association of the UE and UICC and/or new IMSI-IMEI-SV association;
-
the UE reachability;
-
location of the UE, and change in location of the UE;
-
loss of connectivity;
-
Communication failure;
-
Roaming status (i.e. Roaming or No Roaming, VPLMN-ID) of the UE, and change in roaming status of the UE.
This procedure is mapped to the commands Configuration-Information-Request/Answer in the Diameter application specified in clause 8. The tables 7.2.1.1-1 and 7.2.1.1-2 detail the involved information elements.

Table 7.2.1.1-1: Configuration Information Request

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity

(see 6.4.2)
	User-Identifier 
	M
	This Information Element shall contain the identity of the UE. This is a grouped AVP containing either an External Identifier or an MSISDN (exactly one, and only one, of those identifiers shall be included in the request).

	Supported Features

(See 3GPP TS 29.229 [7])
	Supported-Features
	O
	If present, this Information Element shall contain the list of features supported by the origin host.

	Monitoring Event Configuration

(see 8.4.2)
	Monitoring-Event-Configuration
	O
	If present, this Information Element shall contain the details of Monitoring event(s). Multiples instances covering different monitoring events may be present.

	AESE-Communication-Pattern
(see 8.4.25)
	AESE-Communication-Pattern
	O
	If present, this Information Element shall contain the details of Communication Pattern(s). Multiples instances covering different communication patterns may be present.


Table 7.2.1.1-2: Configuration Information Answer

	Information Element Name
	Mapping to Diameter AVP
	Cat
	Description

	Result

(See 6.3)
	Result-Code / Experimental-Result
	M
	Result of the request.

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for S6t errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	User Identity

(see 6.4.2)
	User-Identifier 
	C
	This information element shall contain the User Identity of the UE. This is a grouped AVP containing an External Identifier or an MSISDN.

This IE shall be present only when the Result-Code is DIAMETER_SUCCESS.

	Supported Features

(See 3GPP TS 29.229 [7])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Monitoring Event Report

(see 8.4.3)
	Monitoring-Event-Report
	O
	If an immediate report is available this information element shall contain the requested data available in the HSS.

	AESE-Communication-Pattern Config-Status
(see 8.4.32)
	AESE-Communication-Pattern-Config-Status
	O
	If present, this Information Element shall contain the details of Communication Pattern-Config-Status (s). Multiples instances covering different communication patterns configuration statuses may be present.


Editor’s note:
to further investigate the case and the text of the CIA table when multiple instances of monitoring events in the CIR

7.2.1.2
Detailed Behaviour of the HSS

When the Configuration Information Request is received from the SCEF, the HSS shall, in the following order:

1.
Check that the User Identity for whom data is asked exists in HSS. If not, Experimental-Result shall be set to DIAMETER_ERROR_USER_UNKNOWN in the Configuration Information Answer.

2.
Check whether the requesting SCEF is authorized to request the specified service (e.g. presence of Monitoring Event Configuration AVP indicates the service). If not, Experimental-Result shall be set to DIAMETER_ERROR_UNAUTHORIZED_REQUESTING_ENTITY (5510) in the Configuration Information Answer.
3.
Check that the requested service (e.g. Monitoring Event Configuration AVP) is authorized for the UE. If not, Experimental-Result shall be set to DIAMETER_ERROR_UNAUTHORIZED_SERVICE (5511) in the Configuration Information Answer.
Editor'snote:
Do we have a subscription for MONTE in HSS or a subscription for each MONTE event, or isMONTE allowed for all subscribers?
Editor'snote:
If there is a SCEF Id for deletion in the CIR command, the HSS shall delete the corresponding monitoring event if stored. If the SCEF reference ID is present, the HSS shall store the configuration event. If a service node is registered and is involved for the Monitoring event, the HSS shall forward the configuration event to the serving node and wait for the answer before sending the Configuration Event answer to the SCEF.

4.
If the user is not registered in any serving node, the HSS shall answer successfully and stores the configuration data related to the service; also, it shall indicate to the SCEF that the user is absent, in the Configuration Information Answer, by setting the relevant bit in the HSS-Cause IE.
5.
For Monitoring if the data related to an immediate reporting is available in the HSS, the HSS (e.g. as being received from the MME/SGSN in the Insert Subscriber Data answer) shall include this data in the Configuration Information Answer. 

If there is an error in any of the above steps then the HSS shall stop processing and shall return the error code specified in the respective step.

If the configuration data in the CIR command are out of the allowed range, the HSS shall set the Experimental-Result-Code to DIAMETER_ERROR_REQUESTED_RANGE_IS_NOT ALLOWED.

If the received SCEF Reference ID for Deletion does not exist, the HSS shall set the Experimental-Result-Code to DIAMETER_ERROR_CONFIGURATION_EVENT_NON_EXISTANT.

If the SCEF Reference ID exists and the old configuration data could not be replaced by new Configuration event data, the HSS shall set the Experimental-Result-Code to DIAMETER_ERROR_CONFIGURATION_EVENT_STORAGE_NOT_SUCCESSFUL.

Editor's Note:
Do we want to report such details or do we want to combine this error case with UNABLE_TO_COMPLY)?
If the HSS receives a CIR command with CP sets for a Subscriber who has already stored CP sets but from a different SCEF than the received one it shall reject the command with DIAMETER_ERROR_UNAUTHORIZED_REQUESTING_ENTITY.
If the HSS cannot fulfil the received request for reasons not stated in the above steps (e.g. due to a database error), it shall stop processing the request and set Result-Code to DIAMETER_UNABLE_TO_COMPLY.

If the HSS needs to report loss of connectivity it shall include the Monitoring-Type AVP set to "LOSS_OF_CONNECTIVITY" in the Monitoring Event Report.
If CIR message includes multiple SCEF Reference ID and for a SCEF Reference ID Monitoring events cannot be handled, the HSS shall report the failed SCEF-Reference-ID to the SCEF with an appropriate Experimental-Result-Code or Result-Code.
If a CIR message includes multiple SCEF Reference ID and for a SCEF Reference ID at least one CP parameter set cannot be handled, the HSS shall reply within the AESE-Communication-Pattern-Config-Status the failed SCEF Reference ID to the SCEF with an appropriate Experimental-Result-Code or Result-Code.
If an SCEF Reference ID received in a CIR command match with an SCEF Reference ID stored in the HSS and both SCEF Reference ID are provided by the same SCEF ID, the HSS shall delete the stored CP sets associated with the SCEF reference Id and store the new CP set(s).
If CIR message contains combinations of monitoring events and CP parameter set it shall handle each set belonging to an SCEF Reference ID separately and shall send a combined answer to the SCEF.  
7.2.1.3
Detailed Behaviour of the SCEF

When the SCEF receives Monitoring Event Report AVP from the HSS in CIA command, it shall handle it according to the procedures defined in 3GPP TS 23.682 [2].


When the SCEF receives an AESE-Communication-Pattern-Config-Status AVP from the HSS in a CIA command, it shall handle it according to the procedures defined in 3GPP TS 23.682 [2]. If the SCEF has included a number of CP pattern sets with several SCEF reference IDs in the request, it shall handle each AESE-Communication-Pattern-Config-Status AVP separately according to the procedures defined in 3GPP TS 23.682 [2].

* * * next Change * * * *

8.2.3
Configuration Information Request (CIR) Command

The Configuration Information Request (CIR) command, indicated by the Command-Code field set to xxxxxxx and the "R" bit set in the Command Flags field, is sent from the SCEF to the HSS.

Message Format:

< Configuration-Information-Request > ::=
< Diameter Header: xxxxxxx, REQ, PXY, yyyyyyy >

< Session-Id >

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]

{ Destination-Realm }

{ User-Identifier }

[ OC-Supported-Features ]

*[ Supported-Features ]
*[ Monitoring-Event-Configuration ] 
*[ AESE-Communication-Pattern ]
*[ Proxy-Info ]

*[ Route-Record ]

*[AVP]

8.2.4
Configuration-Information-Answer (CIA) Command

The Configuration-Information-Answer (CIA) command, indicated by the Command-Code field set to xxxxxxx and the "R" bit cleared in the Command Flags field, is sent from the HSS to the SCEF.

Message Format:

< Configuration-Information-Answer > ::=
< Diameter Header: xxxxxxx, PXY, yyyyyyy >

< Session-Id >

[ Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features ]

[ OC-OLR ]
*[ Supported-Features ]

[ User-Identifier ]

*[ Monitoring-Event-Report ]

*[ Monitoring-Event-Config-Status ]
*[ AESE-Communication-Pattern-Config-Status ]
*[ Failed-AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

*[AVP]
* * * next Change * * * *

8.4.1
General

The following table specifies the Diameter AVPs defined for the S6t interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).

Table 8.4.1-1: S6t specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	Monitoring-Event-Configuration
	3122
	8.4.2
	Grouped
	M,V
	
	
	
	No

	Monitoring-Event-Report
	3123
	8.4.3
	Grouped
	M,V
	
	
	
	No

	SCEF-Reference-ID
	3124
	8.4.4
	OctetString
	M,V
	
	
	
	No

	SCEF-ID
	3125
	8.4.5
	OctetString
	M,V
	
	
	
	No

	SCEF-Reference-ID-for-Deletion
	3126
	8.4.6
	Grouped
	M,V
	
	
	
	No

	Monitoring-Type
	3127
	8.4.7
	Unsigned32
	M,V
	
	
	
	No

	Maximum-Number-of-Reports
	3128
	8.4.8
	Unsigned32
	M,V
	
	
	
	No

	UE-Reachability-Configuration
	3129
	8.4.9
	Grouped
	M,V
	
	
	
	No

	Monitoring-Duration
	3130
	8.4.10
	Unsigned32
	M,V
	
	
	
	No

	Maximum-Detection-Time
	3131
	8.4.11
	Unsigned32
	M,V
	
	
	
	No

	Reachability-Type
	3132
	8.4.12
	Unsigned32
	M,V
	
	
	
	No

	Maximum Latency
	3133
	8.4.13
	Unsigned32
	M,V
	
	
	
	No

	Maximum Response Time
	3134
	8.4.14
	Unsigned32
	M,V
	
	
	
	No

	Location-Information-Configuration
	3135
	8.4.15
	Grouped
	M,V
	
	
	
	No

	Location-Type
	3136
	8.4.16
	Unsigned32
	M,V
	
	
	
	No

	Accuracy
	3137
	8.4.17
	Unsigned32
	M,V
	
	
	
	No

	Association-Type
	3138
	8.4.18
	Unsigned32
	M,V
	
	
	
	No

	Roaming-Information
	3139
	8.4.19
	Unsigned32
	M,V
	
	
	
	No

	Reachability-Information
	3140
	8.4.20
	Unsigned32
	M,V
	
	
	
	No

	IMEI-Change
	3141
	8.4.22
	Unsigned32
	M,V
	
	
	
	No

	Monitoring-Event-Config-Status
	3142
	8.4.24
	Grouped
	M,V
	
	
	
	No

	AESE-Communication-Pattern
	3113
	8.4.25
	Grouped
	M,V
	
	
	
	No

	Communication-Pattern-Set
	3114
	8.4.26
	Grouped
	M,V
	
	
	
	No

	Periodic-Communication-Indicator
	3115
	8.4.27
	Unsigned32
	M,V
	
	
	
	No

	Communication-Duration-time
	3116
	8.4.28
	Unsigned32
	M,V
	
	
	
	No

	Periodic-time
	3117
	8.4.29
	Unsigned32
	M,V
	
	
	
	No

	Scheduled-Communication-Time
	3118
	8.4.30
	Grouped
	M,V
	
	
	
	No

	Stationary-Indication
	3119
	8.4.31
	Unsigned32
	M,V
	
	
	
	No

	AESE-Communication-Pattern-Config-Status
	3120
	8.4.32
	Grouped
	M,V
	
	
	
	No

	AESE-Error-Report
	3121
	8.4.33
	Grouped
	M,V
	
	
	
	No

	Validity-Time
	xxxx
	8.4.xx
	Time
	M,V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as "M" indicates whether support of the AVP is required. The AVP header bit denoted as "V" indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [3].

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table specifies the Diameter AVPs re-used by the S6t interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within S6t. 

Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 8.4.1-2, but they may be re-used for the S6t protocol.

Table 8.4.1-2: S6t re-used Diameter AVPs

	Attribute Name
	Reference
	Comments

	User-Name
	IETF RFC 3588 [3]
	This AVP shall contain the IMSI of the UE, in the User-Identifier AVP.

	User-Identity
	6.4.2
	

	External-Identifier
	6.4.11
	

	MSISDN
	3GPP TS 29.329 [10]
	

	Serving-Node
	3GPP TS 29.173 [8]
	see 6.4.12

	Additional-Serving-Node
	3GPP TS 29.173 [8]
	see 6.4.13

	Supported-Features
	3GPP TS 29.229 [7]
	see 8.4.23 

	Feature-List-ID
	3GPP TS 29.229 [7]
	

	Feature-List
	3GPP TS 29.229 [7]
	

	SM-RP-SMEA
	3GPP TS 29.338 [12]
	

	Priority-Indication
	3GPP TS 29.368 [13]
	

	MME-Number-for-MT-SMS
	3GPP TS 29.272 [14]
	

	OC-Supported-Features
	IETF draft-ietf-dime-ovli-02 [15]
	See 6.4.16

	OC-OLR
	IETF draft-ietf-dime-ovli-02 [15]
	See 6.4.17

	Visited PLMN Id
	3GPP TS 29.272 [14]
	

	Charged-Party
	3GPP TS 32.299 [16]
	

	EPS-Location-Information
	3GPP TS 29.272 [14]
	see 8.4.21

	MME-Location-Information
	3GPP TS 29.272 [14]
	

	SGSN-Location-Information
	3GPP TS 29.272 [14]
	

	Day-Of-Week-Mask
	IETF RFC 5777 [yy]
	

	Time-Of-Day-Start
	IETF RFC 5777 [yy]
	

	Time-Of-Day-End
	IETF RFC 5777 [yy]
	


NOTE:
MME-Location-Information and SGSN-Location-Information are enhanced for Monitoring event location reporting by eNodeB-ID AVP (defined in 3GPP TS 29.217 [17]) and PRA AVP (defined in 3GPP TS 29.272 [14])
* * * next Change * * * *

8.4.25
AESE-Communication-Pattern

The AESE-Communication-Pattern AVP is of type Grouped, and it shall contain the details of the Communication-Pattern from the SCEF.

AVP format

AESE-Communication-Pattern ::= <AVP header: 3113 10415>

[ SCEF-Reference-ID ]
{ SCEF-ID }
*[ SCEF-Reference-ID-for-Deletion ]
*[ Communication-Pattern-Set ]

 *[ AVP ] 


At least one SCEF-Reference-ID or SCEF-Reference-ID-for-deletion shall be present.
* * * next Change * * * *

8.4.26
Communication-Pattern-Set
The Communication-Pattern-Set AVP is of type Grouped, and it shall contain a set of Communication-Pattern.

AVP format
Communication-Pattern-Set::= <AVP header: 3114 10415>

[ Periodic-Communication-Indicator ]

[ Communication-Duration-Time ]

[ Periodic-Time ]

*[ Scheduled-Communication-Time ]

[ Stationary-Indication ]
[ Validity-Time ]
*[ AVP ] 

Communication-duration-time and Periodic-Time shall be only provided when the Periodic-Communication-Indicator is set to PERIODICALLY.

* * * next Change * * * *

8.4.23
Feature-List AVP

8.4.23.1
Feature-List AVP for the S6t application

The syntax of this AVP is defined in 3GPP TS 29.229 [7].

For the S6t application, the meaning of the bits shall be as defined in table 8.4.23-1 for the Feature-List-ID. 

Table 8.4.23-1: Features of Feature-List-ID used in S6t

	Feature bit
	Feature
	M/O
	Description

	0
	MONTE
	O
	Configuration and reporting of monitoring events

This feature is applicable to from an SCEF with CIR/CIA command pair and the reporting of events to the SCEF with RIR/RIA command pair.

If the HSS does not support this feature, the SCEF shall not send monitoring event configurations to the HSS within CIR. 

	1
	AESE-Communication-Pattern
	O
	Configuration of CP parameter sets

This feature is applicable to from an SCEF with CIR/CIA command pair.

If the HSS does not support this feature, the SCEF shall not send CP parameter set to the HSS within CIR.

	Feature bit: The order number of the bit within the Supported-Features AVP, e.g. "1".

Feature: A short name that can be used to refer to the bit and to the feature, e.g. "ODB-HPLMN-APN".

M/O: Defines if the implementation of the feature is mandatory ("M") or optional ("O"). 

Description: A clear textual description of the feature.




Editor's Note:
It is open if we need a bitmask indicating the supported for the different monitoring events.

* * * next Change * * * *

8.4.32
AESE-Communication-Pattern-Config-Status
The AESE-Communication-Pattern-Config-Status AVP is of type Grouped, and it shall contain the details of the outcome of Communication-Pattern handling from the HSS.

AVP format

 AESE-Communication-Pattern-Config-Status ::= <AVP header: 3120 10415>

{ SCEF-Reference-ID }

[ SCEF-ID ] 

[ AESE-Error-Report ]

*[AVP] 

* * * next Change * * * *

8.4.33
AESE-Error-Report
The AESE-Error-Report AVP is of type Grouped, and it contains the details of the Error occurred during handling of the Requested action for the Communication-Pattern-Set.

AVP format

 AESE-Error-Report::= <AVP header: 3121 10415>

[ Vendor-ID ]

[ Service-Result ]

*[AVP] 



If a CIR command contains several CP sets with an SCEF reference ID assigned, and the result is different for the different SCEF-Reference-IDs the HSS shall include the result code per SCEF reference ID in the AESE-Error-Report AVP. If the Result is the same for all SCEF-Reference-IDs, the HSS may include the Result-Code or Experimental-Result-Code only once in the lower level of the command.
If the Vendor-ID is  set to 10415 the Service 
Text to be added to add release cause separate differet AVP..
* * * next Change * * * *

8.4.xx
Validity-Time
The Validity-Time AVP is of type Time (see IETF RFC 3588 [xx]), and contains the point of time when the CP sets associated to an SCEF-Reference-ID (in combination with an SCEF-ID) becoming invalid and shall be deleted.
* * * End of Changes * * * *

