
3GPP TSG CT4 Meeting #71
C4-152126
Anaheim, USA; 16th – 20th November 2015

Source:
Orange

Title:
Pseudo-CR on the deprecation of the exchange of CER/CEA messages in OPEN state

Spec:
3GPP TR 29.819 v0.0.0

Agenda item:
6.1.19
Document for:
Approval

1. Reason for Change
This P-CR provides clarifications on the deprecation of the exchange of CER/CEA messages.
2. Proposal

It is proposed to agree the following changes to 3GPP TR 29.819.
* * * First Change * * * *
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* * * Next Change * * * *

5.2.x
Deprecated the exchange of CER/CEA messages in the open state
5.2.x.1
Description of the change
When two Diameter peers establish a transport connection, they exchange Capabilities Exchange messages (CER/CEA commands). These messages allow the discovery of a peer's identity and its supported capabilities (protocol version number, the identifiers of supported Diameter applications, etc.).

The section 5.6 of IETF RFC 3588 [2] describes the peer state machine that must be supported by all diameter implementations. 
Hereafter is an excerpt of the table describing the peer state machine:
	State
	Event
	Comment
	Action
	Next State

	R-Open
	R-Rcv-CER
	A CER message from the peer was received
	R-Snd-CEA
	R-Open

	
	R-Rcv-CEA
	A CEA message from the peer was received
	Process-CEA
	

	I-Open
	I-Rcv-CER
	A CER message from the peer was received
	I-Snd-CEA
	I-Open

	
	I-Rcv-CEA
	A CEA message from the peer was received
	Process-CEA
	


This table was implying that CER/CEA could have been received when the connection was in "Open" state i.e. exchanging CER/CEA commands when both ends have established a transport connection and therefore after the initial CER/CEA exchange has been already completed.
However, this possibility of capability exchange in open state is not described anywhere else in the specification. At the contrary, it is assumed all over the document that the capabilities exchange process takes place only once, at the set-up of a transport connection between a given pair of peers.
Moreover, even if it was assumed somehow that this capability exchange in "Open" state was actually permitted by IETF RFC 3588, this would trigger interoperability issue regarding the handling of successive CER/CEA messages with possible different sets of supported application identifiers, which is neither documented in the IETF RFC 3588 [2].
Along the revision of the IETF RFC 3588 [xx], it appears that the possibility of capability exchange in "Open" state was at worst an error in the peer state machine, at least an under specified option. It was then agreed to correct the peer state machine and then formally deprecate the exchange of CER/CEA messages in "Open" state in the IETF RFC 6733 [3].
If the use of CER/CEA was meant to allow the dynamic update of certain Diameter peer capabilities while the peer-to-peer connection is in the open state, the new Diameter Capabilities Update Application (see IETF RFC 6737 [zz]) has been defined by the IETF DIME working group for this purpose.
5.2.x.2
Backward compatibility with IETF RFC 3588
As indicated in the subclause 5.2.x.1, the use of CER/CEA commands in "Open" state was either an error or at least an underspecified feature. Interoperability issues were discovered on the field when nodes were sending CER/CEA in open state to node accepting only CER/CEA commands the initiation of the transport connections. The correction made in the IETF RFC 6733 [3] has been done to actually solve this kind of issues. It is therefore recommended to correct the implementation of any Diameter node that would send CER/CEA commands in "Open" state. If required, this correction can be done as a defect correction of Diameter implementations compliant to IETF RFC 3588 [2]. Obviously, this correction can also be part of a more general upgrade to support IETF RFC 6733 [2].
5.2.x.3
Impacts on 3GPP specifications
For all 3GPP applications, CER/CEA commands are obviously used for advertising peer capabilities, in particular supported applications and vendor-ids. In the 3GPP specification, it is in particular clarified the values of application identifiers and supported vendor identifiers to advertised over the different 3GPP Diameter-based interfaces. 
However, the use of these CER/CEA commands is either explicitly described as performed at the initiation of the transport connection (e.g. see subclause 5.2 of 3GPP TS 29.214 [yy]) or a simple reference to the Diameter base protocol specification is given for more details on the use of CER/CEA messages. There is no mention of the exchange of CER/CEA commands in "Open" state. It is therefore assumed that there is no such functional requirement for the support of this feature over 3GPP interfaces.
Based on the above considerations, the deprecation of CER/CEA exchange in the "Open" state in IETF RFC 6733 [2] has no impact on 3GPP specifications. For Diameter nodes supporting 3GPP applications, the same (unlikely) potential issues and proposed solutions discussed in subclause 5.2.x.2 apply. If there are existing nodes deployed in 3GPP networks sending CER commands in "Open" state, these nodes can be safely modified without introducing backward compatibility issues regarding 3GPP specifications.
5.2.x.4
Conclusion

Regarding the enhancement of the deprecation of CER/CEA exchange in "Open" state, the reference to the IETF RFC 3588 [2] can be seamlessly updated to IETF RFC 6733 [3].
In future releases, if there is a specific functional requirements for dynamic update of Diameter peer capabilities, the support of the Diameter Capabilities Update Application (see IETF RFC 6737 [zz]) is recommended.
* * * End of Changes * * * *

