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5.20.2
WebRTC data channel

5.20.2.1
General

In the WebRTC framework, non-media data communication between UEs is handled by using data channels according to IETF draft-ietf-rtcweb-data-channel [61]; within SCTP (see IETF RFC 4960 [63]), encapsulated in DTLS (see IETF RFC 6347 [32]). The related SDP signalling is described in IETF draft-ietf-mmusic-sctp-sdp [64] and IETF draft-ietf-mmusic-data-channel-sdpneg [65].
5.20.2.2
Data Channel Establishment

NOTE 1:
Data channels could use either a SCTP/DTLS/UDP or SCTP/DTLS/TCP based transport. This subclause considers only the UDP based option for WebRTC terminations, as only this transport is required according to the stage 2 in 3GPP TS 23.228 [2].

Upon receipt of an SDP offer containing SDP attributes for new SCTP associations and/or new data channels according to IETF draft-ietf-mmusic-sctp-sdp [64] and IETF draft-ietf-mmusic-data-channel-sdpneg [65] from the WebRTC access network, the IMS-ALG:

-
shall check if a new DTLS connection and SCTP association is to be set up or an existing connection and association is to be reused according to the SDP "a=connection" attribute;
-
if a new DTLS connection and SCTP association is to be set up:

1)
shall request a new termination from the eIMS-AGW;


2)
shall request a deaggregation stream to handle the SCTP association and DTLS connection, and for the deaggregation stream:
a)
shall send the remote UDP port and SCTP port to the eIMS-AGW;

b)
shall request the local UDP port and SCTP port from the eIMS-AGW;
c)
shall insert the local UDP port and SCTP port received from the eIMS-AGW into the SDP answer towards the WebRTC access network;
d)
shall provide the remote SCTP maximum message size, as received within the "a=max-message-size" SDP attribute, to the eIMS-AGW;

e)
shall request the eIMS-AGW to provide its own local SCTP maximum message size
f)
shall insert the SCTP maximum message size received from the eIMS-AGW into the SDP answer towards the WebRTC access network;
g)
shall check the received value of the "a=setup" SDP attribute to determine if the eIMS-AGW needs to act as DTLS client or DTLS server. When the received value is equal to:

i)
"active" the eIMS-AGW needs to act as DTLS server;

ii)
"passive" the eIMS-AGW needs to act as DTLS client; or

iii)
"actpass" the IMS-ALG shall decide if the eIMS-AGW needs to act as DTLS client or DTLS server;
h)
if the eIMS-AGW needs to act as DTLS client, shall include the Establish (D)TLS session information element to request the eIMS-AGW to start the DTLS session setup;

i)
shall indicate to the eIMS-AGW "UDP/DTLS/SCTP" as transport protocol;

j)
shall provide to the eIMS-AGW the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute from the WIC; 
i)
shall include the Local certificate fingerprint Request information element to request the certificate fingerprint of the eIMS-AGW; and
j)
shall indicate to the IMS-AGW the stream IDs of component stream(s) (i.e. streams corresponding to data channels) to be de-multiplexed; and
3)
shall indicate the grouping of the deaggregation stream and the component stream(s) with SCTP semantics to the IMS-AGW; and
-
if an existing DTLS connection and SCTP association is to be reused, shall modify the existing termination for that SCTP association by:

1)
indicating to the IMS-AGW the stream IDs of component stream(s) (i.e. streams corresponding to data channels) to be de-multiplexed; and

2)
indicating the grouping of the deaggregation stream and the component stream(s) with SCTP semantics to the IMS-AGW; and;
-
for each data channel to be eststablished:
1)
shall reserve a seperate stream at the termination towards the WebRTC access network
2)
shall provide the SCTP stream ID to the eIMS-AGW
3)
if application aware handling of the contents within the data channel is required, or if non-default values for data channel parameters described in the dcmap attribute apply, shall provide the information received in the SDP "a=dcmap" attribute to the eIMS-AGW;
NOTE 2:
For MSRP within data channels, the default values of the "max-retr" parameter, the "max-time" parameter and the "ordered" parameter apply and those parameters are not included.

4)
if application aware handling of the contents within the data channel is required, may provide the information received in SDP "a=dcsa" attributes to the eIMS-AGW as "remote dcsa" information elements, taking into account the specific procedures defined for the subprotocols within the data channel;
5)
if the first data channel is to be established, shall reserve a termination towards the core network;

6)
shall reserve a stream towards the core network;
7)
shall indicate to the eIMS-AGW how to interwork the information send or received in data channels with information send or received on streams towards the IMS core network by using the same stream ID for the stream towards the WebRTC access network and towards the core network;

8
shall indicate to the eIMS-AGW an appropriate transport protocol towards the IMS core network (e.g. "TCP" for MSRP) for the media described in the dcmap attribute for the data channel when reserving the transport addresses/resources towards the IMS core network;

9)
shall provide an appropriate media line for the media described in the dcmap attribute in the SDP offer towards the IMS core network;
10)
should de-encapsulate SDP attributes within the received SDP "a=dcsa" attributes in the SDP offer and include the de-encapsualted SDP attributes in the SDP offer towards the IMS core network as media attributes for the media line corresponding to the data channel, taking into account specific procedures defined for the subprotocol within the data channel; and
-
shall remove the "a=setup", "a=connection" "a=dcmap" and possible "a=dcsa" SDP attributes and fingerprint information from the SDP offer towards the IMS core network
.
Upon receipt of a corresponding SDP answer from the IMS core network, the IMS-ALG:

-
instead of the media line(s) describing media that are to be transported within data channel(s), shall provide an "m=" line with the transport protocol "UDP/DTLS/SCTP";
-
shall insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the eIMS-AGW;
-
shall insert the "a=setup" SDP attribute with the value:

1) "active" if the IMS-ALG requested the eIMS-AGW to act as DTLS client; or

2) "passive" if the eIMS-AGW shall take the DTLS server role; and
-
for each received media line describing media that are to be transported within a data channel:

1)
 shall insert an "a=dcmap" attribute with the same values for the SCTP stream id, "subprotocol" and "label" parameters as received in the SDP offer, and with possible values for the "max-retr", "max-time", and "ordered" parameters according to the requirements of the transported data flow and capabilities of the eIMS-AGW;
NOTE 3:
For MSRP within data channels, the default values of the "max-retr" parameter, the "max-time" parameter and the "ordered" parameter apply and those parameters are not included.

2)
should insert SDP "a=dcsa" attributes into the SDP answer towards the WebRTC access network encapsulating subprotocol specific SDP attributes received in the SDP answer, taking into account specific procedures defined for the subprotocol within the data channel; and
3)
may provide the information within the sent SDP "a=dcsa" attributes to the eIMS-AGW as "local dcsa" information elements, taking into account specific procedures defined for the subprotocol within the data channel.
Upon receipt of an SDP offer from the IMS core network for new media streams that need to be transported within an WebRTC data channel on the WebRTC access network, the IMS-ALG:

-
shall determine if it can reuse an existing DTLS connection and SCTP association or if it needs to set up a new DTLS connection and SCTP association;
-
if a new DTLS connection and SCTP association is to be set up:

1)
shall request a new termination from the eIMS-AGW;


2)
shall request a deaggregation stream to handle the SCTP association and DTLS connection, and for the deaggregation stream:

a)
shall request the local UDP port and SCTP port from the eIMS-AGW;

b)
shall insert the local UDP port and SCTP port received from the eIMS-AGW into the SDP answer towards the WebRTC access network;
c)
shall request the eIMS-AGW to provide its own local SCTP maximum message size;
d)
shall insert the SCTP maximum message size received from the eIMS-AGW into the SDP answer towards the WebRTC access network;
e)
shall add an SDP "a=setup" attribute with value "actpass" into the SDP offer;

f)
shall indicate to the eIMS-AGW "UDP/DTLS/SCTP" as transport protocol;

g)
shall include the Local certificate fingerprint Request information element to request the certificate fingerprint of the eIMS-AGW; 
h
shall insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the eIMS-AGW into the SDP offer towards the WebRTC access network; and
i)
shall indicate to the IMS-AGW the stream IDs of component stream(s) (i.e. streams corresponding to data channels) to be de-multiplexed; and

3)
shall indicate the grouping of the deaggregation stream and the component stream(s) with SCTP semantics to the IMS-AGW; and

-
if an existing DTLS connection and SCTP association is to be reused, shall modify the existing termination for that SCTP association by:

1)
indicating to the IMS-AGW the stream IDs of component stream(s) (i.e. streams corresponding to data channels) to be de-multiplexed; and

2)
indicating the grouping of the deaggregation stream and the component stream(s) with SCTP semantics to the IMS-AGW; and;
-
instead of the media line(s) describing media that are to be transported within data channel(s), shall provide an "m=" line with the transport protocol "UDP/DTLS/SCTP";
-
shall insert an "a=connection" SDP attribute in the SDP offer indicating whether to reuse an existing DTLS connection and SCTP association;
-
for each received media line describing media that are to be transported within a data channel:

1)
shall reserve a seperate stream at the termination towards the WebRTC access network
2)
shall insert an "a=dcmap" attribute with an unused SCTP stream id, and with "subprotocol" and "label" parameters according to the requirements of the transported data flow, and with possible values for the "max-retr", "max-time", and "ordered" parameters according to the requirements of the transported data flow and capabilities of the eIMS-AGW;
NOTE 4:
For MSRP within data channels, the default values of the "max-retr" parameter, the "max-time" parameter and the "ordered" parameter apply and those parameters are not included.

3)
shall provide the SCTP stream ID to the eIMS-AGW

4)
if application aware handling of the contents within the data channel is required, or if non-default values for data channel parameters described in the dcmap attribute apply, shall provide the information in the sent SDP "a=dcmap" attribute to the eIMS-AGW;
5)
should insert SDP "a=dcsa" attributes into the SDP offer towards the WebRTC access network encapsulating any subprotocol specific SDP attributes received in the SDP offer, taking into account specific procedures defined for the subprotocol within the data channel;
6)
if application aware handling of the contents within the data channel is required, may provide the information within the sent SDP "a=dcsa" attributes to the eIMS-AGW as "local dcsa" information elements, taking into account specific procedures defined for the subprotocol within the data channel; and
7)
if the first data channel is to be established, shall reserve a termination towards the core network;

8)
shall reserve a stream towards the core network;

9)
shall indicate to the eIMS-AGW how to interwork the information sent or received in data channels with information sent or received on terminations and/or streams towards the IMS core network by using the same stream ID for the stream towards the WebRTC access network and towards the core network.

Upon receipt of a corresponding SDP answer from the WebRTC access network, the IMS-ALG:

-
if a new DTLS connection and SCTP association is to be set up, for the deaggregation stream to handle the SCTP association and DTLS connection:

1)
shall send the received remote UDP port and SCTP port to the eIMS-AGW;

2)
shall include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute from the WebRTC access network;

3)
shall check the received value of the "a=setup" SDP attribute to determine if the eIMS-AGW needs to act as DTLS client or DTLS server. When the received value is equal to:

a) "active" the eIMS-AGW needs to act as DTLS server;

b) "passive" the eIMS-AGW needs to act as DTLS client; or

c) "actpass" the IMS-ALG shall decide if the eIMS-AGW needs to act as DTLS client or DTLS server;

4)
if the eIMS-AGW needs to act as DTLS client, shall include the Establish (D)TLS session information element to request the eIMS-AGW to start the DTLS session setup; and
5)
shall provide the remote SCTP maximum message size, as received within the "a=max-message-size" SDP attribute, to the eIMS-AGW;


-
shall remove the "a=setup", "a=connection" "a=dcmap" and possible "a=dcsa" SDP attributes and fingerprint information from the SDP answer and indicate the transport protocol "TCP" in the SDP answer towards the IMS core network;
-
for each data channel:

1)
if application aware handling of the contents within the data channel is required, may provide the information within the received SDP "a=dcsa" attributes in the SDP answer to the eIMS-AGW as "remote dcsa" information elements, taking into account specific procedures defined for the subprotocol within the data channel; and
2)
should de-encapsulate SDP attributes within the received SDP "a=dcsa" attributes in the SDP answer and include the de-encapsualted SDP attributes in the SDP answer towards the IMS core network, taking into account specific procedures defined for the subprotocol within the data channel.
If requested to set up a new DTLS connection and SCTP association, the eIMS-AGW shall:

-
allocate the local UDP port and SCTP port, and send them to the IMS-ALG;

-
when being instructed to start the DTLS bearer session setup, act as a DTLS client and establish the DTLS bearer session;
-
upon request from the IMS-ALG, pride the SCTP maximum message size.
-
upon request from the IMS-ALG, select an own certificate, and send the fingerprint of the own certificate to the IMS-ALG;

-
uniquely associate the certificate fingerprint received from the IMS-ALG with the corresponding DTLS connection, and subsequently use the certificate fingerprint to verify the establishment of the DTLS bearer session;

-
if the verification of the remote certificate fingerprint during the DTLS bearer session establishment fails, regard the remote DTLS endpoint as not authenticated, terminate the DTLS bearer session and report the unsuccessful DTLS bearer session setup to the IMS-ALG; 
-
upon completion of the DTLS connection establishment, set up the SCTP association according to IETF RFC 4960 [63]; and
-
deaggregate component streams upon request from the IMS-ALG..

If the IMS-ALG requests that a termination with an existing SCTP association is being modified, the eIMS-AGW shall reuse an existing DTLS connection and SCTP association.

If the IMS-ALG requests that a new component stream with a stream group related to an SCTP association is being reserved, the eIMS-AGW shall set up the data channel according to IETF draft-ietf-rtcweb-data-channel [61] procedures. The eIMS-AGW shall also interwork the information sent or received in data channels with information sent or received on terminations and/or streams towards the IMS core network according to the configuration received by the IMS-ALG.
