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* * * First Change * * * *
6.2.10.x
End-to-access-edge security for WebRTC data channels using DTLS-SCTP
6.2.10.x.1
General
The requirements on eP-CSCF (IMS-ALG) and eIMS-AGW for the procedures to establish WebRTC data channels are specified in subclause 5.20.2.
The following subclauses describe extensions to the Iq signalling procedures and their interactions with SIP signalling in the control plane and with user plane procedures if the e2ae security for the WebRTC data channels using "DTLS over SCTP" is supported by the eP-CSCF (IMS-ALG) and the eIMS-AGW.

All message sequence charts in this clause are examples. The H.248 context model is defined in figure 6.2.1.1.
6.2.10.x.2
Call flow for data channel establishment from WIC towards IMS access network and MSRP stream establishment
Figure 6.2.10.x.2.1 shows the message sequence chart example for the WIC originated procedure to establish a WebRTC MSRP data channel using DTLS-SCTP before any WebRTC media stream was established.
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3. Create outgoing termination T

2

1. SDP offer (

c=IP1o,

m=application P1o UDP/DTLS/SCTP webrtc-

datachannel,

a=max-message-size:UE-Sa,

a=sctp-port:UE-Pa, a=setup:actpass, 

a=connection:new; a=fingerprint:UE-a,

a=dcmap:SCTPstreamID-a subprotocol=MSRP, 

a=dcsa:SCTPstreamID-a setup=actpass,

a=dcsa:

SCTPstreamID-a

path:path-a)

2. H.248 ADD req (

C=?, T=?, Stream=2 ( 

Local(LAddr=?, LPort=?m=TCP

)) )

4. H.248 ADD resp (C=C1, T=T

2

, Stream=2 ( 

Local(LAddr=IP2o, LPort=P2o)) )

 

5. Modify SDP offer 

6. SDP offer (

c=IP2o, m=P2oTCP/MSRP, 

a=setup:actpass, a=msrp-cema, a=path;path-a

)

7. SDP answer (

c=IP1a, m=P1aTCP/MSRP,

a=setup:active, a=msrp-cema, a=path:path-b

)

9. Configure outgoing termination T

2

8. H.248 MOD req (C=C1, T=T

2

, Stream=2 ( 

Remote(RAddr=IP1a, RPort=P1a)) )

10. H.248 MOD resp (C=C1, T=T

2

)

 

14. Modify SDP answer 

15. SDP answer (

c=IP2a,

m=application P2a UDP/DTLS/SCTP webrtc-

datachannel,

a=max-message-size:IMS-AGW-Sa,

a=sctp-port:IMS-AGW-Pa,

a=setup:active, a=connection:new; 

a=fingerprint:IMS-AGW-a, 

a=dcmap:SCTPstreamID-a subprotocol=MSRP

a=dcsa:

SCTPstreamID-a

setup:active

a=dcsa:

SCTPstreamID-a

path:path-b )

16. DTLS ClientHello

Reserve IMS 

Resources

Configure IMS 

Resources

17. Remaining messages of DTLS handshake

12. Create incoming termination T

1

11. H.248 ADD req (

C=C1, T=?,groupse = ["SCTP 2"]

Stream=1 ( strdeagg=[2]

Remote (RAddr=IP1o, RPort=P1o, m=UDP/DTLS/SCTP 

webrtc-datachannel, a=max-message-size:UE-Sa, 

a=sctp-port:UE-Pa, a=fingerprint:UE-a,)

Local(Est_DTLS, Notify_DTLS_Est_failure, LAddr=?, 

LPort=?, a=fingerprint?, m=UDP/DTLS/SCTP, a=sctp-

port?, a=max-message-size?) 

)

Stream=2 (

sctpid=SCTPstreamID-a) )

13. H.248 ADD resp (

C=C1, T=T

1

,Stream=1 (

Local( LAddr=IP2a, LPort=P2a,

a=fingerprint:IMS-AGW-a,a=sctp-port:IMS-AGW-Pa,

a=max-message-size:IMS-AGW-SA)

))

 

Reserve and Configure 

IMS Resources

18. SCTP association estabilish

WIC-A


Figure 6.2.10.x.2.1: WIC originated procedure for WebRTC data channel establishment and MSRP stream establishment
_1508278951.vsd
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3. Create outgoing termination T2 


1. SDP offer (c=IP1o,
m= application P1o UDP/DTLS/SCTP webrtc-datachannel,
a=max-message-size:UE-Sa,
a=sctp-port:UE-Pa, a=setup:actpass, a=connection:new; a=fingerprint:UE‑a,
a=dcmap:SCTPstreamID-a subprotocol=MSRP, a=dcsa:SCTPstreamID-a  setup=actpass,
a=dcsa:SCTPstreamID-a path:path-a)


2. H.248 ADD req (C=?, T=?, Stream=2 ( Local(LAddr=?, LPort=? m=TCP) ) )


4. H.248 ADD resp (C=C1, T=T2, Stream=2 ( Local(LAddr=IP2o, LPort=P2o) ) )


5. Modify SDP offer 


6. SDP offer (c=IP2o, m=P2o TCP/MSRP, a=setup:actpass, a=msrp-cema, a=path;path-a)


7. SDP answer (c=IP1a, m=P1a TCP/MSRP,
 a=setup:active, a=msrp-cema, a=path:path-b)


9. Configure outgoing termination T2 


8. H.248 MOD req (C=C1, T=T2, Stream=2 ( Remote(RAddr=IP1a, RPort=P1a) ) )


10. H.248 MOD resp (C=C1, T=T2)


14. Modify SDP answer 


15. SDP answer (c=IP2a, m=application P2a UDP/DTLS/SCTP webrtc-datachannel,
a=max-message-size:IMS-AGW-Sa,
a=sctp-port:IMS-AGW-Pa,
a=setup:active, a=connection:new; a=fingerprint:IMS-AGW‑a, a=dcmap:SCTPstreamID-a subprotocol=MSRP
a=dcsa:SCTPstreamID-a setup:active
a=dcsa:SCTPstreamID-a path:path-b )


16. DTLS ClientHello


Reserve IMS Resources


Configure IMS Resources


17. Remaining messages of DTLS handshake


12. Create incoming termination T1 


11. H.248 ADD req (C=C1, T=?, groupse = ["SCTP 2"]
Stream=1 ( strdeagg=[2] Remote ( RAddr=IP1o, RPort=P1o, m=UDP/DTLS/SCTP webrtc-datachannel, a=max-message-size:UE-Sa, a=sctp-port:UE-Pa, a=fingerprint:UE‑a,) Local(Est_DTLS, Notify_DTLS_Est_failure, LAddr=?, LPort=?, a=fingerprint?, m=UDP/DTLS/SCTP, a=sctp-port?, a=max-message-size?) )
Stream=2 (sctpid=SCTPstreamID-a) )


13. H.248 ADD resp (C=C1, T=T1, Stream=1 ( 
Local( LAddr=IP2a, LPort=P2a,
a=fingerprint:IMS-AGW-a, a=sctp-port:IMS-AGW-Pa,
a=max-message-size:IMS-AGW-SA) ) )


Reserve and Configure IMS Resources


18. SCTP association estabilish


WIC-A



