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Abstract
New WebRTC-related work item "Enhancements to WEBRTC interoperability stage 3" concerns primarily WebRTC call control signalling aspects. Whether H.248-based WebRTC gateway control signalling would be also impacted is still unclear. This DISC paper tries to progress this pending question.
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[bookmark: _Toc433962908][bookmark: _Toc434594463]1.	Background
Status WI [eWebRTCi_CT]:

	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments

	…
	1. 
	
	
	

	23.334
	2. 
	Potential IMS-ALG/IMS-AGW procedures to support eWebRTCi
	CT#70 (Dec 2015)
	CT4 responsibility

	29.334
	3. 
	Potential Iq interface impacts to support eWebRTCi
	CT#70 (Dec 2015)
	CT4 responsibility



The WI scopes following three objectives:
1. WebRTC support of IMS subscriptions corresponding to users managed by third parties;
2. interworking of Rel-12 or earlier IMS services with WebRTC, including but not limited to:
a. avoiding SRVCC;
b. WebRTC related IMS service control;
c. WebRTC with Inter-UE Transfer (IUT);
3. minimizing the need for bearer level protocol conversion for communication between WICs.
On a first glance could be concluded that (1) and (2) does not impact H.248 WebRTC gateway control because entirely subject of the IMS call control signaling plane.
However, objective (3) will impact H.248 signalling because related to the H.248 Context configuration (in the eIMS-AGW) for WebRTC bearer plane traffic, see discussion in next clause.

[bookmark: _Toc433962909][bookmark: _Toc434594464]2.	Minimizing H.248 WebRTC gateway bearer plane interworking for end-to-end WebRTC traffic
[bookmark: _Toc433962910][bookmark: _Toc434594465]2.1	3GPP TS 23.228, § U.2.4 Media plane Optimization
3GPP TS 23.228, clause U.2.4 defines the network architecture level framework. Following observations could be derived:

Q1: Which WebRTC client types?
"The IMS operator is able to convey the audio and chat session without bearer level protocol conversion when session is between WebRTC clients."
Answer:
· There are 3GPP IMS-WICs and non-3GPP WICs in reality. 
· An end-to-end WebRTC call between a 3GPP IMS-WIC and a non-3GPP WIC (such as a browser compliant to IETF WIC) would imply interworking support by an (H.248) WebRTC gateway (i.e., an TrGW when interworking to a non-3GPP "WebRTC domain) because the capability sets of both WIC types are not 100% identical (the "3GPP IMS-WIC" represents  rather a subset in comparison to "IETF WICs").
· However, 23.228 seems implicitly considering the case of 3GPP IMS WIC types only.
· Thus, we guess "3GPP IMS WIC" type only as in scope of work item [eWebRTCi_CT].

Q2: Bearer plane routing?
Answer:
· Bypass of eIMS-AGW? There are cases where the end-to-end WebRTC media path could bypass the eIMS-AGW (e.g., "local WebRTC call" (see C4-151204 for concept)).
· However, 23.228 decides to keep the eIMS-AGW as "anchor point for a WebRTC half call" in any case, given by potential LI enforcement.

Q3: H.248 WebRTC media gateway level interworking mode?
Answer:
· 23.228 talks about "transparent media" interworking, but actually not detailing the underlying protocol stack model. Which one? 

The rather vague concepts of "transparent media interworking" as well as "minimization of bearer level protocol conversion" needs to be evaluated in more detail (see next clauses) in order to get finally a better understanding about the eWebrTCi aimed H.248 Context configurations and the necessary H.248 signalling.

[bookmark: _Toc434594466]2.2	Semantic of "transparent forwarding"
H.248 provides a precise semantic concerning the "transparent handling" of bearer plane protocol information by H.248 media gateways:
Base term definition:
· H.248.88, clause 3.2.10 "transparent forwarding"
· The definition considers bit and data integrity, temporal, protocol layer and protocol (un-)awareness aspects.
Derived, protocol specific definitions:
· RTP (H.248.88, clause 3.2.10, NOTE 2)
· TCP (H.248.89), clause 3.2.2)
· TLS (H.248.90), clause 3.2.14)
· DTLS (H.248.93), clause 3.2.1)
· SCTP (H.248.97), clause 3.2.1) 
· and could be applied in a similar manner on other individual protocols (e.g., UDP), logical connection concepts (e.g., WebRTC data channel) or protocol stack segments (e.g., tunnel of "SCTP Association over DTLS connection").
And the semantic of (eWebRTCi) "transparent interworking" is linked with "transparent forwarding".

[bookmark: _Toc434594467]2.3	Bearer plane optimization: eIMS-AGW interworking options
With regards to IP application protocol terminology:
WebRTC notations:
1. "media" = WebRTC service components "audio" and "video";[footnoteRef:1] [1:  	draft-ietf-rtcweb-overview => "Media:  Audio and video content. …"] 

2. "data" = WebRTC service components "data".
Whereas the H.248 "media" (stream, descriptor, etc) is generic, hence H.248 "media" covers all WebRTC service components.
Bearer plane optimization relates to
· WebRTC media applications (clause 2.3.1) and
· WebRTC data applications (clause 2.3.2)
when transported in an unmultiplexed manner such as for 3GPP IMW-WebRTC Rel-13, where "media" and "data" uses separate L4 connections.
A possible future "fully multiplexed" transport of media and data on a single L4 connection might lead to further bearer plane optimization aspects: 
· WebRTC "all" applications (clause 2.3.3).

[bookmark: _Toc434594468]2.3.1	WebRTC service components of type "media"
The non-optimized bearer plane is outlined in Figure 1:



Figure 1: End-to-end bearer plane protocol stack usage (WebRTC media) 
– Starting point "non-optimized bearer plane" 
"Non-optimized" means that the IMS-ALG (as H.248 MGC) configures the IMS-AGW (as H.248 MG) in an application-aware manner and the IMS-AGW would conclude to terminate the entire protocol stacks (up to the application layer protocol) at each H.248 termination. 
Figure 2 depicts the optimized model, as already supported since Rel-12 for WebRTC media:



Figure 2: End-to-end bearer plane protocol stack usage (WebRTC media) 
– Option #M1 "media individual ((S)RTP|(S)RTCP)-streams at CN level"
E.g., e2ae security implies the termination of SRTP for WebRTC access. The capability of additional media transcoding is orthogonal to SRTP. Thus, there's basically an RTP topology like "RTP transport translator" or "RTP media translator / B2BRE" required.

Figure 3 indicates a further optimization for the case of end-to-end WebRTC with e2e security:



Figure 3: End-to-end bearer plane protocol stack usage (WebRTC media) 
– Option #M2 "media individual (UDP)-connections at CN level"
The eIMS-AGW would need to provide "L4 payload transparent" forwarding as the most optimized bearer plane IWF.

[bookmark: _Toc434594469]2.3.2	WebRTC service components of type "data"
The non-optimized bearer plane is outlined in Figure 4 for an IP application protocol that uses normally TCP/IP as native transport:


Figure 4: End-to-end bearer plane protocol stack usage (WebRTC data) 
– Starting point "non-optimized bearer plane" 
"Non-optimized" means that both eIMS-AGWs (A and B) would terminate the entire protocol stacks (up to the application layer protocol), e.g., due to possible application level support functions (such as L4+ NAT-T). 

"Non-optimized" bearer plane interworking functions could principally lead to
1. increased cost factors (due to connection capacity impact)
2. waste of resources
3. degraded GoS (due to increased transfer delay), 
thus,
4. non-optimized QoS/GoS from WebRTC user perspective.

Bearer plane optimization is basically feasible, but a conditional feature because dependent on at least
C1:  bearer path routing via eIMS-AGW ("yes" in case of eWebRTCi)
C2:  applied security model (e2ae, e2e, non)?
C3:  eIMS-AGW as access point for LI?
C4:  applied e2e NAT traversal support model ("global ICE" versus "AN local ICE")?
C5:  core network level protocol stack for transport of WebRTC data: L4 protocol preferences?
C6:  core network level: transport of multiple WebRTC DCs as aggregate or individual connections?
C7:  access network level: multiplexed or unmultiplexed WebRTC traffic?

Figure 4 illustrates as a first example an optimized model using native SCTP transport at CN level for WebRTC data:



Figure 5: End-to-end bearer plane protocol stack usage (WebRTC data) 
– Option #D1 "unencrypted, native SCTP transport at CN level"
Option #D1 represents an SCTP-to-SCTP interworking case. This option looks attractive because
a) simple protocol interworking ("incoming SCTP data chunks are simply forwarded as outgoing SCTP data chunks");
b) native SCTP transport provides all the characteristics of realtime, assured L4 transport (in comparison to UDP and TCP) 
c) aggregated transport of all WebRTC data channels (i.e., identical CN level transfer delay) and
d) SCTP path concept could be basically applied on CN level ("possible support of SCTP secondary path etc").

Figure 6 illustrates an optimized model using transport secured UDP transport at CN level for WebRTC data:


Figure 6: End-to-end bearer plane protocol stack usage (WebRTC data) 
– Option #D2 "transport secured UDP transport at CN level"
Option #D2 is characterized by
a) transparent forwarding of all SCTP chunks (data and control) (tbc) …
b) … which implies a DTLS connection at CN level (due to L4 = UDP);
c) aggregated transport of all WebRTC data channels via a single DTLS connection.
d) single end-to-end SCTP Association is conditional ….

Figure 7 illustrates an optimized model using transport secured SCTP transport at CN level for WebRTC data:



Figure 7: End-to-end bearer plane protocol stack usage (WebRTC data) 
– Option #D3 "transport secured SCTP transport at CN level"
Option #D3 is characterized by
a) transparent forwarding of all SCTP chunks (data and control) (tbc) …
b) … which implies a DTLS connection at CN level (due to L4 = SCTP);
c) aggregated transport of all WebRTC data channels via a single DTLS connection.
d) single end-to-end SCTP Association is conditional ….

The difference between D2 and D3 is the used L4 protocol (UDP versus SCTP). DTLS-based transport security is common to both L4 protocols. The decision between D2 and D3 would be impacted by the question whether the CN level transport needs to support a reliable transport service at L4, or whether the "upper layer" DC reliable transport would be sufficient. That question is related to end-to-end (global) versus network domain (local) considerations concerning QoS engineering.

Figure 8 illustrates an optimized model using individual, DC-application specific L4 connections at CN level for WebRTC data:



Figure 8: End-to-end bearer plane protocol stack usage (WebRTC data) 
– Option #D4 "N x DC individual L4 connections at CN level"
Option #D4 is characterized by
a) transport awareness about the individual WebRTC data application due to CN side H.248 stream endpoint / H.248 termination protocol stack configuration (i.e., (TLS/)TCP/IP or (S)RTP/UDP/IP dependent on WebRTC data type)
b) deaggregated transport of WebRTC data channels as individual L4 connections.

[bookmark: _Toc434594470]2.3.3	Fully multiplexed WebRTC service components 
This case is out of scope of Rel-13 because 3GPP IMS-WICs does not support the multiplexed transport across a single L4 connection of all WebRTC service components. Such a fully multiplexed transport could allow further bearer plane optimizations at CN level (Figure 9 indicates an example option).
The use case is not futher discussed because currently not supported by 3GPP.



Figure 9: End-to-end bearer plane protocol stack usage (WebRTC "multiplexed media & data") 
– Option #S1 "…"

[bookmark: _Toc434594471]2.4	End-to-end L4/IP connectivity: NAT traversal support considerations
Bearer plane optimization needs to consider also NAT traversal support because ICE/STUN procedures are executed along the IP bearer path. And the geographical scope of ICE would be limited on network access only in case of H.248 WebRTC gateway support.
Figure 10 outlines the IETF reference model as considered by RTCWEB:



Figure 10: End-to-end L4/IP connectivity – ICE-based NAT traversal support 
– Model for IETF WebRTC (peer-to-peer IETF WICs without interim WebRTC gateways)
The two IETF WICs are "directly" interconnected at L4/IP layers, without any interim (IETF) WebRTC gateway. The network access located NAT/FW devices could be traversed via end-to-end ICE procedures (using ICE-full mode). It is important to point out that the IETF architecture does not take into account any "interim smart middleboxes" (such as H.248 gateways) concerning possible assistence by network-located NAT-T support.

Figure 11 illustrates the 3GPP reference IP bearer plane model:


Figure 11: End-to-end L4/IP connectivity – ICE-based NAT traversal support 
– Model for 3GPP IMS-WebRTC L4/IP path routed via interim 3GPP H.248 WebRTC gateways)
The IETF end-to-end ICE model does not apply. The 3GPP IMS model considers the concepts of visited network / home network, the peering at core network level as well as the "terminal-to-network" ICE model. ITU-T H.248.50, clause 6.1.7 describes the different ICE approaches between IETF (Fig. 10) and an H.248 GW assisted model (Fig. 11).
Thus, there isn't any end-to-end ICE applied in case of 3GPP e2e WebRTC calls. The geographical (or network topological) scope of ICE procedures is rather still limited between the UE and eIMS-AGW.
The application of end-to-end ICE to the 3GPP model might be the case when the IP bearer path would NOT be routed across the eIMS-AGWs (i.e., the "GW bypass model"). However, eWebRTCi explicitly excludes that option.

[bookmark: _Toc434594472]3.	Observations and conclusions
End-to-end WebRTC calls between two 3GPP WICs allows basically various bearer plane optimizations. The discussion paper touches some areas and provides first, high-level considerations. IT could be already concluded that eWebRTCi impacts the 23.334/29.334 3GPP H.248 WebRTC gateway functionality and the finally selected and supported optimization models should be descripted in the H.248 Iq profile.
-------------------
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