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1. Introduction
This P-CR addresses the protocol specification section of 3GPP TS 29.128 with Diameter as the protocol.
2. Reason for Change
The protocol description and implementation section (Clause 7) of TS 29.128 needs to be completed. Clause 6 on Transport is removed and the Clause 7 is re-numbered to Clause 6. This is because in the existing Diameter specifications, owned by CT4, the transport layer is explained as a sub-section within the protocol specification section and hence to maintain consistency, a stand-alone clause 6 for transport layer is not preferred.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 29.128.
* * * First Change * * * *
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* * * Third Change * * * *
6
Protocol Specification and Implementation

6.1
Introduction


6.1.1
Use of Diameter Base Protocol

The Diameter Base Protocol as specified in IETF RFC 3588 [3] shall apply except as modified by the defined support of the methods and the defined support of the commands and AVPs, result and error codes as specified in this specification. Unless otherwise specified, the procedures (including error handling and unrecognised information handling) shall be used unmodified.
6.1.2
Securing Diameter Messages

For secure transport of Diameter messages, see 3GPP TS 33.210 [4].

6.1.3
Accounting Functionality

Accounting functionality (Accounting Session State Machine, related command codes and AVPs) shall not be used on the T6a/T6b interface, T6ai/T6bi interface and the T7 interface.
6.1.4
Use of Sessions

Diameter sessions shall be implicitly terminated between:

-
the MME/SGSN and the SCEF, for the T6a/T6b interface;

-
the MME/SGSN and the IWK-SCEF, for the T6ai/T6bi interface and

-
the IWK-SCEF and the SCEF for the T7 interface. 
An implicitly terminated session is one for which the server does not maintain state information. The client shall not send any re-authorization or session termination requests to the server.

The Diameter base protocol includes the Auth-Session-State AVP as the mechanism for the implementation of implicitly terminated sessions.

The client (server) shall include in its requests (responses) the Auth-Session-State AVP set to the value NO_STATE_MAINTAINED (1), as described in IETF RFC 3588 [3]. As a consequence, the server shall not maintain any state information about this session and the client shall not send any session termination request. Neither the Authorization-Lifetime AVP nor the Session-Timeout AVP shall be present in requests or responses.

6.1.5
Transport Protocol

Diameter messages over the S6m interface shall make use of SCTP IETF RFC 4960 [7] as transport protocol.

6.1.6
Routing Considerations

This clause specifies the use of the Diameter routing AVPs Destination-Realm and Destination-Host.

The T6a/T6b reference points are defined as both an intra-operator interface and also an inter-operator interface (if the IWK-SCEF is not deployed at the VPLMN). Hence the MME/SGSN and the SCEF may be in different network domain/realm.

In this release of this specification, the T6ai/T6bi reference points are defined as an intra-operator interface. So, both the MME/SGSN and the IWK-SCEF shall be located in the same network domain/realm.
In this release of this specification, the T7 reference point is defined as an inter-operator interface. So, the IWK-SCEF and the SCEF shall be located in different network domain/realm.
The MME/SGSN shall use the SCEF-ID it receives for a monitoring event configuration as the Destination-Host AVP in the Reporting-Information-Request for the monitoring event reports sent on the T6a/T6b interface. 
The MME/SGSN shall use the pre-configured IWK-SCEF identifier as the Destination-Host AVP in the Reporting-Information-Request for the monitoring event reports and the Configuration-Information-Request for the monitoring event configuration sent on the T6ai/bi interface. 
The IWK-SCEF shall use the SCEF-ID received from the MME/SGSN in the Configuration-Information-Request for the monitoring event configuration as the Destination-Host AVP in the Reporting-Information-Request for the monitoring event reports sent on the T7 interface.
For monitoring events directly configured at the MME/SGSN by the SCEF, if the SCEF knows the address/name of the MME/SGSN or the IWK-SCEF, both the Destination-Realm AVP and the Destination-Host AVP shall be present in the request. . Otherwise, only the Destination-Realm AVP shall be present and the command shall be routed to the next Diameter node. Consequently, the Destination-Host AVP is declared as optional in the ABNF for all requests initiated by the SCEF.
Destination-Realm AVP is declared as mandatory in the ABNF for all requests.
If the Vendor-Specific-Application-ID AVP is received in any of the commands, it may be ignored by the receiving node, and it shall not be used for routing purposes.

NOTE:
The Vendor-Specific-Application-ID can be included as an optional AVP in all commands in order to ensure interoperability with diameter agents following a strict implementation of IETF RFC 3588 [3], by which messages not including this AVP will be rejected. IETF RFC 3588 [3] indicates that the AVP shall be present in all proxiable commands, such as those defined in this specification, despite the fact that the contents of this AVP are redundant since the Application ID is already present in the command header. This AVP may be removed in subsequent revisions of this specification, once the diameter base protocol is updated accordingly.

6.1.7
Advertising Application Support

The SCEF, MME, SGSN and the IWK-SCEF shall advertise support of the Diameter T6a/T6b Application by including the value of the application identifier in the Auth-Application-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands.
NOTE:
Even though the reference point between the MME/SGSN and the IWK-SCEF is called T6ai/T6bi respectively and the reference point between the IWK-SCEF and the SCEF is called T7, all these reference points use the same Diameter Application ID.
The vendor identifier value of 3GPP (10415) shall be included in the Supported-Vendor-Id AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands, and in the Vendor-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands.

The Vendor-Id AVP included in Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands that is not included in the Vendor-Specific-Application-Id AVPs as described above shall indicate the manufacturer of the Diameter node as per IETF RFC 3588 [3].

6.1.8
Diameter Application Identifier

The T6a/T6b interface protocol shall be defined as an IETF vendor specific Diameter application, where the vendor is 3GPP. The vendor identifier assigned by IANA to 3GPP (http://www.iana.org/assignments/enterprise-numbers) is 10415.
The Diameter application identifier assigned to the T6a/T6b interface application is yyyyyy(to be allocated by IANA).
The T6ai/T6bi and the T7 interface protocol shall use the same Diameter application identifier as the T6a/T6b interface.
6.1.9
Use of the Supported-Features AVP

When new functionality is introduced on the T6a/T6b application, it should be defined as optional. If backwards incompatible changes can not be avoided, the new functionality shall be introduced as a new feature and support advertised with the Supported-Features AVP. The usage of the Supported-Features AVP on the T6a/T6b application is consistent with the procedures for the dynamic discovery of supported features as defined in clause 7.2 of 3GPP TS 29.229 [4].

When extending the application by adding new AVPs for a feature, the new AVPs shall have the M bit cleared and the AVP shall not be defined mandatory in the command ABNF. 

As defined in 3GPP TS 29.229 [4], the Supported-Features AVP is of type grouped and contains the Vendor-Id, Feature-List-ID and Feature-List AVPs. On the all reference points as specified in this specification, the Supported-Features AVP is used to identify features that have been defined by 3GPP and hence, for features defined in this document, the Vendor-Id AVP shall contain the vendor ID of 3GPP (10415). If there are multiple feature lists defined for the reference point, the Feature-List-ID AVP shall differentiate those lists from one another.
* * * Third Change * * * *

6.2
Commands

6.2.1
Introduction

This section defines the Command code values and related ABNF for each command described in this specification. The ABNF for the commands on T6a/T6b, T6ai/T6bi and T7 are the same if not specified explicitly different.
6.2.2
Command-Code values

This section defines Command-Code values for the T6a/T6b interface application as allocated by IANA.
Every command is defined by means of the ABNF syntax IETF RFC 5234 [8], according to the rules in IETF RFC 3588 [3]. When the definition and use of an AVP is not specified in this document, the guidelines in IETF RFC 3588 [3] shall apply.

The following Command Codes are defined in this specification for T6a/T6b:

Table 6.2.2-1: Command-Code values for T6a/T6b
	Command-Name
	Abbreviation
	Code
	Section

	Configuration-Information-Request
	CIR
	8388718
	3GPP TS 29.336 [5] sub-clause 8.2.3 and sub-clause 6.2.3 below 

	Configuration-Information-Answer
	CIA
	8388718
	3GPP TS 29.336 [5] sub-clause 8.2.4 and sub-clause 6.2.4 below

	Reporting-Information-Request
	RIR
	8388719
	3GPP TS 29.336 [5] sub-clause 8.2.5 and sub-clause 6.2.5 below

	Reporting-Information-Answer
	RIA
	8388719
	3GPP TS 29.336 [5] sub-clause 8.2.6 and sub-clause 6.2.6 below


For these commands, the Application-ID field shall be set to yyyyyyy (application identifier of the T6a/T6b interface application, allocated by IANA).

6.2.3
Configuration Information Request (CIR) Command

The Configuration Information Request (CIR) command, indicated by the Command-Code field set to 8388718 and the "R" bit set in the Command Flags field, is sent from:

-
the SCEF to the MME/SGSN;

-
the SCEF to the IWK-SCEF and

-
the MME/SGSN to the IWK-SCEF
This command is originally defined in 3GPP TS 29.336 [5].
For the T6a/T6b interface, the Configuration-Information-Request command format is specified as following:
Message Format:

< Configuration-Information-Request > ::=
< Diameter Header: 8388718, REQ, PXY, yyyyyyy >

< Session-Id >

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]

{ Destination-Realm }

 [ OC-Supported-Features ]

*[ Supported-Features ]
*[ Monitoring-Event-Configuration ] 

*[ Proxy-Info ]

*[ Route-Record ]

*[AVP]

6.2.4
Configuration-Information-Answer (CIA) Command

The Configuration-Information-Answer (CIA) command, indicated by the Command-Code field set to 8388718 and the "R" bit cleared in the Command Flags field, is sent from:
-
the MME/SGSN to the SCEF;

-
the IWK-SCEF to the SCEF and

-
the IWK-SCEF to the MME/SGSN
This command is originally defined in 3GPP TS 29.336 [5].
For the T6a/T6b interface, the Configuration-Information-Answer command format is specified as following:
Message Format:

< Configuration-Information-Answer > ::=
< Diameter Header: 8388718, PXY, yyyyyyy >

< Session-Id >

[ Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features ]

[ OC-OLR ]
*[ Supported-Features ]

*[ Monitoring-Event-Report ]

*[ Monitoring-Event-Config-Status ]

*[ Failed-AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

*[AVP]
6.2.5
Reporting-Information-Request (RIR) Command

The Reporting-Information-Request (RIR) command, indicated by the Command-Code field set to 8388719 and the "R" bit cleared in the Command Flags field, is sent from:

-
the MME/SGSN to the SCEF;

-
the MME/SGSN to the IWK-SCEF and

-
the IWK-SCEF to the SCEF.
This command is originally defined in 3GPP TS 29.336 [5].
For the T6a/T6b interface, the Reporting-Information-Request command format is specified as following:
Message Format:

< Reporting-Information-Request > ::=
< Diameter Header: 8388719, PXY, yyyyyyy >

< Session-Id >

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Host }

{ Destination-Realm }

*[ Supported-Features ]

*[ Monitoring-Event-Report ]

*[ Failed-AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

*[AVP]
6.2.6
Reporting-Information-Answer (RIA) Command

The Reporting-Information-Answer (RIA) command, indicated by the Command-Code field set to 8388719 and the "R" bit cleared in the Command Flags field, is sent from: 
-
the SCEF to the MME/SGSN;
-
the SCEF to the IWK-SCEF and

-
the IWK-SCEF to the MME/SGSN.
This command is originally defined in 3GPP TS 29.336 [5].
For the T6a/T6b interface, the Reporting-Information-Answer command format is specified as following:
Message Format:

< Reporting-Information-Answer > ::=
< Diameter Header: 8388719, PXY, yyyyyyy >

< Session-Id >

[ Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

*[ Supported-Features ]

*[ Failed-AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

*[AVP]
Editor’s note :
About overload, to state if SCEF can report OLRs to request a traffic reduction by the MME/SGSN.
6.3
Result-Code AVP and Experimental-Result AVP Values

6.3.1
General

This section defines result code values that shall be supported by all Diameter implementations that conform to this specification.
6.3.2
Success

Result codes that fall within the Success category shall be used to inform a peer that a request has been successfully completed. The Result-Code AVP values defined in Diameter Base Protocol RFC 3588 [3] shall be applied.

6.3.3
Permanent Failures

Errors that fall within the Permanent Failures category shall be used to inform the peer that the request has failed, and should not be attempted again. The Result-Code AVP values defined in Diameter Base Protocol RFC 3588 [3] shall be applied. When one of the result codes defined here is included in a response, it shall be inside an Experimental-Result AVP and the Result-Code AVP shall be absent.

6.3.3.1
DIAMETER_ERROR_UNAUTHORIZED_REQUESTING_ENTITY (5510)

This result code shall be sent by the MME/SGSN or the IWK-SCEF to indicate that the SCEF is not allowed to request Monitoring services. This error code is defined in 3GPP TS 29.336 [5].
6.3.3.2
DIAMETER_ERROR_UNAUTHORIZED_SERVICE (5511)

This result code shall be sent by the MME/SGSN or the IWK-SCEF to indicate that the specific service requested by the SCEF is not allowed as per local policies. This error code is defined in 3GPP TS 29.336 [5].
6.3.3.3
DIAMETER_ERROR_CONFIGURATION_EVENT_STORAGE_NOT_ SUCCESSFUL (5513)

This result code shall be sent by the MME/SGSN to indicate that the specific service requested by the SCEF could not be stored. This error code is defined in 3GPP TS 29.336 [5].
6.3.3.4
DIAMETER_ERROR_CONFIGURATION_EVENT_NON_EXISTANT (5514)

This result code shall be sent by the IWK-SCEF to indicate that the requested deletion by the MME/SGSN could not be performed because the event does not exist. This error code is defined in 3GPP TS 29.336 [5].
6.3.3.5
DIAMETER_ERROR_REQUESTED_LOCATION_NOT_SERVED (5xxx)

This result code shall be sent by the MME/SGSN to indicate that the location for which a related monitoring event is configured (e.g Number of UEs at a given geographical location) by the SCEF, is not served by the MME/SGSN.
6.4
AVPs

6.4.1
General

The following table specifies the Diameter AVPs defined for the T6a/T6b interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).

Table 6.4.1-1: T6a/T6b specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	Communication-Failure-Information
	Xxxx
	6.4.3
	Grouped
	M,V
	
	
	
	No

	Number-Of-UE-Per-Location-Configuration
	Xxxx
	6.4.8
	Grouped
	M,V
	
	
	
	No

	Number-Of-UE-Per-Location-Report
	Xxxx
	6.4.9
	Grouped
	M,V
	
	
	
	No

	RANAP-Cause
	Xxxx
	6.4.5
	Unsigned32
	M,V
	
	
	
	No

	GMM-Cause
	Xxxx
	6.4.6
	Unsigned32
	M,V
	
	
	
	No

	SM-Cause
	Xxxx
	6.4.7
	Unsigned32
	M,V
	
	
	
	No

	UE-Count
	Xxxx
	6.4.10
	Unsigned32
	M,V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as "M" indicates whether support of the AVP is required. The AVP header bit denoted as "V" indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [3].

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table specifies the Diameter AVPs re-used by the T6a/T6b interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within T6a/T6b. 

Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 6.4.1-2, but they may be re-used for the T6a/T6b protocol.

Table 6.4.1-2: T6a/T6b re-used Diameter AVPs

	Attribute Name
	Reference
	Comments

	Monitoring-Event-Configuration
	3GPP TS 29.336 [5]
	This AVP shall contain the monitoring event to be configured at the MME/SGSN or the IWK-SCEF.

	Monitoring-Event-Report
	3GPP TS 29.336 [5]
	This AVP shall contain the monitoring event reported by the MME/SGSN or the IWK-SCEF.

	SCEF-Reference-ID
	3GPP TS 29.336 [5]
	

	SCEF-ID
	3GPP TS 29.336 [5]
	

	SCEF-Reference-ID-for-Deletion
	3GPP TS 29.336 [5]
	

	RAN-NAS-Release-Cause
	3GPP TS 29.212 [10]
	See 6.4.4

	Supported-Features
	3GPP TS 29.229 [4]
	

	Feature-List-ID
	3GPP TS 29.229 [4]
	

	Feature-List
	3GPP TS 29.229 [4]
	

	OC-Supported-Features
	IETF draft-ietf-dime-ovli-02 [9]
	

	OC-OLR
	IETF draft-ietf-dime-ovli-02 [9]
	


6.4.1
Monitoring-Event-Configuration
The Monitoring-Event-Configuration AVP is of type Grouped. It shall contain the Monitoring event configuration related data. It is originally defined in 3GPP TS 29.336 [5].
For the T6a/T6bd interface, the Monitoring-Event-Configuration AVP format is specified as following:

AVP format:

Monitoring-Event-Configuration ::= <AVP header: xxx2 10415>

[ SCEF-Reference-ID ]

{ SCEF-ID }

{ Monitoring-Type }

*[ SCEF-Reference-ID-for-Deletion ]
[ Maximum-Number-of-Reports ] 

[ Monitoring-Duration ]

[ Charged-Party ]

[ UE-Reachability-Configuration ]

[ Location-Information-Configuration ]
*[ Number-Of-UE-Per-Location-Configuration ]
*[ AVP ]
6.4.2
Monitoring-Event-Report
The Monitoring-Event-Report AVP is of type Grouped. It shall contain the Monitoring event report data. It is originally defined in 3GPP TS 29.336 [5].
For the T6a/T6b interface, the Monitoring-Event-Report AVP format is specified as following:

AVP format:

Monitoring-Event-Report::= <AVP header: xxx3 10415>

{ SCEF-Reference-ID }

[ SCEF-ID ]

[ Reachability-Information ]

[ EPS-Location-Information ]

[ Monitoring-Type ]
[ Communication-Failure-Information ]
*[ Number-Of-UE-Per-Location-Report ]
*[ AVP ]
6.4.3
Communication-Failure-Information
The Communication-Failure-Information AVP is of type Grouped. It shall contain the reason for communication failure.
AVP format:

Communication-Failure-Information::= <AVP header: xxx3 10415>

[ RAN-NAS-Release-Cause ]

[ RANAP-Cause ]
[ GMM-Cause ]

[ SM-Cause ]

*[ AVP ]
6.4.4
RAN-NAS-Release-Cause

The RAN-NAS-Release-Cause AVP (AVP code 2819) is of type OctetString, and shall contain the RAN and/or NAS release cause code information. It is originally defined in 3GPP TS 29.212 [10] sub-clause 5.3.106.
6.4.5
RANAP-Cause

The RANAP-Cause AVP is of type Unsigned32. It shall contain the RANAP cause code as specified in sub-clause 9.2.1.4 of 3GPP TS 25.413 [11].
6.4.6
GMM-Cause
The GMM-Cause AVP is of type Unsigned32. It shall contain the GMM cause code as specified in sub-clause 10.5.5.14 of 3GPP TS 24.008 [12].
6.4.7
SM-Cause

The SM-Cause AVP is of type Unsigned32. It shall contain the SM cause code as specified in sub-clause 10.5.6.6 and 10.5.6.6A of 3GPP TS 24.008 [12].
6.4.8
Number-Of-UE-Per-Location-Configuration
The Number-Of-UE-Per-Location-Configuration AVP is of type Grouped. It shall contain the location information for which the number of UEs needs to be reported by the MME/SGSN.
AVP format:

Number-of-UE-Per-Location-Configuration::= <AVP header: xxx3 10415>

{ EPS-Location-Information }
*[ AVP ]
6.4.9
Number-Of-UE-Per-Location-Report
The Number-Of-UE-Per-Location-Report AVP is of type Grouped. It shall contain the location information along with the number of UEs found at that location by the MME/SGSN.

AVP format:

Number-of-UE-Per-Location-Report ::= <AVP header: xxx3 10415>

{ EPS-Location-Information }
{ UE-Count }
*[ AVP ]
6.4.10
UE-Count

The UE-Count AVP is of type Unsigned32. It shall contain the number of UEs counted against a given criteria (say location information).
6.4.11
Feature-List AVP

6.4.11.1
Feature-List AVP for the T6a/T6b application

The syntax of this AVP is defined in 3GPP TS 29.229 [4].

For the S6t application, the meaning of the bits shall be as defined in table Y.4.23-1 for the Feature-List-ID. 

Table Y.4.23-1: Features of Feature-List-ID used in S6t
	Feature bit
	Feature
	M/O
	Description

	0
	MONTE
	O
	Configuration and reporting of monitoring events

This feature is applicable to from an SCEF with CIR/CIA command pair and the reporting of events to the SCEF with RIR/RIA command pair.
If the MME/SGSN does not support this feature, the SCEF shall not send monitoring event configurations to the HSS within CIR. 

	Feature bit: The order number of the bit within the Supported-Features AVP, e.g. "1".

Feature: A short name that can be used to refer to the bit and to the feature, e.g. "MONTE".

M/O: Defines if the implementation of the feature is mandatory ("M") or optional ("O"). 

Description: A clear textual description of the feature.




* * * End of Changes * * * *

�The existing RAN-NAS-Release-Cause AVP defined in TS 29.212 refers to TS 29.274 RAN/NAS Cause IE which only is defined for EUTRAN and WLAN access. However the MONTE communication failure event is also defined for UTRAN access by stage 2. So should we define RANAP/GMM/SM cause as separate cause code?





