3GPP TSG CT4 Meeting #70bis
C4-151599
Belgrade, Republic of Serbia; 12th – 16th October 2015
Source:
Qualcomm Incorporated
Title:
Format of ProSe Restricted Code used in Restricted Discovery
Agenda item:
6.2.7
Document for:
Discussion and Decision
1.
Introduction

In the Stage 3 implementation of the Rel-13 Stage 2 ProSe specification (TS 23.303 [1]), the format of ProSe Restricted Code needs to be specified. In this paper, we discuss following design questions of this issue:

· Whether the PLMN ID needs to be included as part of the ProSe Restricted Code or not?
· What is the proper size of the ProSe Restricted Code? 

2.
Discussion

PLMN ID usage in restricted ProSe direct discovery?
In Restricted prose direct discovery, the discovery is only allowed to happen among authorized users. There are several new identifiers introduced, as explained below:

1. Restricted ProSe Application User ID (RPAUID). Similar to the ProSe Application ID defined in open discovery, this is the application-layer ID usually represented by a human-readable string. Unlike open discovery procedures, the RPAUID is assigned by the ProSe Application Server. Hence, this is application-specific information, which is not PLMN specific. As a result, the RPAUID is regarded as containing no PLMN information. 
2. ProSe Restricted Code. Similar to the ProSe Application Code defined for open discovery, this is the OTA code transmitted over the PC5 interface (before applying security procedures). Generally, for each RPAUID, a ProSe Restricted Code is allocated. 
3. ProSe Discovery UE ID (PDUID).  PDUID is the device ID used by a UE participating in restricted discovery. A user could register one or more PDUID(s) to a single RPAUID. The PDUID contains PLMN ID specific information, which is used by the ProSe Function to locate the PLMN of the corresponding UE and inquire to the related ProSe Function. 

Observation 1: For restricted discovery, a dedicated PLMN-specific UE ID (PDUID) is introduced and used in the procedures. 
Observation 2: RPAUID does not contain any PLMN ID information.
In open discovery, the PLMN ID included in the ProSe App Code is used to locate the announcing UE’s PLMN. So, when a monitoring UE wants to resolve the ProSe App code, the ProSe Function of the monitoring UE can know which ProSe Function to contact. This kind of exchange is no longer needed in restricted discovery. According to subclause 5.3.4.1A and 5.3.4.2 of 3GPP TS 23.303 [1], the match report procedure does not rely on PLMN ID information to resolve the code but on the Application ID.
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Figure 1: Match Report procedure for Restricted Discovery
As shown in the signalling diagram, the monitoring UE’s ProSe Function analyses the code independently and determines the meaning of the code match, solely based on information stored in monitoring UE context. This could be achieved because the ProSe Function has already retrieved all the information when creating Restricted Discovery Filter(s) for a monitoring UE’s request to monitor a target RPAUID.  That is, the Monitor Request procedure involves this ProSe Function contacting the ProSe Application Server, as well as the ProSe Function of the Announcer UE- who in turn may contact the ProSe Application Server.

The above diagram also shows that if the ProSe Function wants to locate the Announcing UE ProSe Function for sending Match Report Info message in Step 6, it relies on the received PDUID, because the PDUID contains PLMN ID information.
Conclusion 2: Including the PLMN ID in the ProSe Restricted Code is no longer required for determining the corresponding RPAUID and the Prose Function that assigned the ProSe Restricted Code.
Proposal 1: The ProSe Restricted Code should not contain any PLMN ID information.
Size of the ProSe Restricted Code 

In open ProSe direct discovery, a 184-bit ProSe App code is used, which contains 24-bit PLMN ID information and 160-bit temp ID. The reason to use a 160-bit size temp ID for ProSe App Code is mainly because the code is expected to be hierarchical in nature and may contain multiple components/levels, each of which maps to a certain level in the name space of corresponding ProSe Application ID, allowing for independent matching. This benefit comes at a cost of less efficient use of the bits, hence the rather large size of the ProSe App Code.

However, the usage of RPAUID in restricted discovery does not require such accommodation because RPAUID is application specific identifier and is expected to be just an alias of a single application user. Since it is defined to “hide/protect” the real Application Layer User ID, it will probably be a high-entropy string (e.g., randomly generated). This lack of structure implies that less bits are needed to distinguish between users.  But even if some hierarchy was used to present more information of this user, it would be located in the application-controlled extension, which is not managed or allocated by ProSe Function. 

Observation 3: The ProSe Restricted Code does not need to be sized to support hierarchical levels, as the ProSe App Code does for open discovery. On the contrary, to satisfy its property of hiding the real Application Layer User ID, it is expected to have no structure.  
TS 23.303 has specified the procedures for ProSe restricted code. Basically, each ProSe Restricted Code or ProSe Restricted Code Prefix is independently allocated by the ProSe Function of the announcing UE. Therefore, the size of a ProSe Restricted Code must be large enough to support a sufficient number of UEs authorized for restricted discovery announcing. 
What if the same ProSe Restricted code is allocated by different ProSe Functions in different PLMNs? Actually, this does not directly result a collision or false alarm of matching. This is because, unlike in open discovery, the ProSe Restricted Code is not transmitted raw (as-is) on the PC5 interface. It is expected to have been protected with user-specific keying material. That is, in restricted discovery, the discovery has to be available to a limited number of individual users which possess additional key materials shared by the announcing user. For instance, the ProSe Restricted Code would be further be scrambled with an additional key (normally keys are at least 128 bits long). Thus, for every PC5 transmission of a ProSe Restricted Code, the matching has to be done on the bits after scrambling is undone. Thus, the chance of collision (a discovery of RPAUID A is misunderstood as RPAUID B) is much smaller given the fact that different RPAUIDs will [very likely] be associated with different keys. 

As the ProSe Restricted Code is allowed to contain a suffix which may be variable-length (depending on the application configuration), we suggest to use a 64-bit length for either a regular ProSe Restricted Code or a ProSe Restricted Code Prefix if application-controlled extension is used. 

Observation 4: A 64-bit size of ProSe Restricted Code is large enough for restricted discovery.
Proposal 2: A fixed 64-bit size is used for either a regular ProSe Restricted Code or a ProSe Restricted Code Prefix if application-controlled extension is used.

3.
Proposed Way Forward

Based on the discussion in the previous section, we propose to agree the following for ProSe Restricted Code format design and agree the corresponding CR C4-151598:

1: The ProSe Restricted Code should not contain any PLMN ID information. 

2: A fixed 64-bit size is used for either a regular ProSe Restricted Code or a ProSe Restricted Code Prefix if application-controlled extension is used.
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