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1
Introduction and impacted specification
The document intents to provide a summary of the requirements on MONTE by stage 2 in CT4
1
Overview

	Specification
	Title, issue
	source
	Tdoc#

	29.272
	Enhancements to insert subscriber data
	ZTE
	C4-151416 not approved, 
Open issues 

	29.230
	Define new Diameter code introduced  in 29.272
	ZTE
	

	29.336
	Monitoring configuration messages
	Huawei
	C4-151394
Open issues  

	29.230
	Define new Diameter code introduced  in 29.336
	Huawei
	C4-151403

	29.336
	Monitoring reporting message
	Huawei
	C4-151394
Open issues  

	29.274
	enhancements to the MM-Context for Monitoring events
	Huawei
	C4-151417

	29.272
	enhancements to detach procedure, Notify message,
	ZTE
	C4-151416
Open issues  

	23.008
	Storage information for Monitoring events
	Huawei
	C4-151404
Open issues  

	29.128
	Protocol selection
	Cisco
	C4-151174

	29.128
	Scope
	Huawei (October meeting)
	

	29.128
	transport
	Cisco (will take up in Oct meeting once protocol selection is confirmed)
	

	29.128
	Message definition for configuration
	Cisco (will take up in Oct meeting once protocol selection is confirmed)
	

	29.128
	Message definition for reporting
	Cisco (will take up in Oct meeting once protocol selection is confirmed)
	

	29.128
	Error handling
	
	


The impacts are described in more detail in the following chapters

2
Introduction
2.1
Interfaces evolution
SCEF is a functional entity which, over time, will support new functionalities, services, APIs, etc.. The interfaces such as S6t or T6a/b will be enhanced to support these new functionalities. Introduction of new commands (pairs) may need to regularly change the Diameter application ID and CT4 may want to avoid this as it did up to now for existing CT4 Diameter based interfaces. 
For S6t with MONTE, two command pairs are specified , one from SCEF to configure an event, one from HSS to report an event. The commands to support MONTE are structured in a way that they are easy to be enhanced without changing the Diameter application ID for each functionality which need to be added i.e. communication pattern.
A request may contain multiple events. Each event has its own SCEF reference Id assigned by the SCEF.
The reply may contain several acknowledge AVPs possibly one per event in the request command.
Open:
to further investigate the case and the text of the CIA table when multiple instance s of monitoring events in the CIR
A similar approach could be taken for T6. The extensibility should be one argument when selecting and defining the protocol.
As the monitoring even types are quite different and independent, it is investigated in 3.1.1 and 3.2.1 on how HSS and MME/SGSN advertise eth MONTE events they support  
Gn/Gp-SGSN does not support MONTE.
2.2
Monitoring event handling

A monitoring event is deleted when the number of reports as requested or the max duration time is reached, the last report triggers deletion of the monitoring event.

Reporting can be performed within Insert subscriber data acknowledge if an immediate reporting is possible. For a one-time event this means that the event is deleted in MME/SGSN when the MME/SGSN has sent the acknowledgement.

SCEF Reference ID for Deletion is deleted when positive acknowledge for deletion is send.
When last report is send on T6a/T6b and Monitoring was configured via the HSS, the SCEF sends a delete request to the HSS for this Monitoring event.

When Monitoring duration time is reached or when the max number of reports are send the Monitoring event is deleted.
For the deletion of a Monitoring event (without replacement), only "the SCEF reference ID for deletion" shall be present.

Open
It is still to be considered if the HSS should send a SCEF reference ID for deletion to MME and SGSN especially when the same MONTE event is configured in both MME and SGSN.
The following table identifies if, according to the event type, the delivery of an immediately available report at the configuration of the MONTE event (in HSS or in MME/SGSN), so using the answer to the configuration request, is possible.

The immediately available report corresponds to a report on a current status/situation. A deferred report corresponds to a status/situation change by giving the new status/situation.

It is to be assessed if this table is in line with stage 2 

Table 2.2-1: possibility of an immediately available report

	Event type


	Possibility of an  immediately available report 

	Monitoring the association of the UE and UICC and/or new IMSI-IMEI-SV association;
	Not possible (only deferred  reports when there is a change)



	UE reachability


	Possible  (UE is reachable, i.e. Connected mode when MME receives the IDR).

TS 23.682 5.6.1.4 is not clear on this possibility of an immediate report. 

	Location of the UE, and change in location of the UE


	Always possible (Last known location or current location when MME/SGSN  receives IDR)

Clearly stated in TS 23.682 5.6.1.5

	Loss of connectivity


	Possible (Connectivity is currently lost)  

Not clearly stated in TS 23.682 5.6.1.3 : it is mentioned the detection of the loss of connectivity

	Communication failure
	Not possible


	Roaming status


	Possible (current roaming status) 

Clearly stated in TS 23.682 5.6.1.7


There may be something strange to notify only the changes but not the current situation, e.g to not return that the UE is reachable when the UE reachability event is configured. 
Possible topic for the LS:
Send an LS to SA2 asking for clarification on which events may be reported in the configuration answer message to the SCEF.

3
Procedures
In stage 2 the following monitoring events are specified for configuration and reporting: 

· Monitoring the association of the UE and UICC and/or new IMSI-IMEI-SV association; 

· UE reachability;
· Location of the UE, and change in location of the UE;  (NOTE1)
· Loss of connectivity;
· Communication failure;
· Roaming status (i.e. Roaming or No Roaming) of the UE, and change in roaming status of the UE (NOTE2); and
· Number of UEs present in a geographical area.
NOTE1: 
Location granularity for event request, or event report, or both could be at cell level (CGI/ECGI), LA/TA/RA level, Presence Area reporting level, or other formats e.g. shapes (e.g. polygons, circles etc.) or civic addresses (e.g. streets, districts etc.).
In 29.272 EPS location Information is defined and provides CGI/ECGI, LA/TA/RA, Geodetic Info (latitude, longitude) and Geographical Info (shapes ) but does not provide Presence Area, civic addresses. Presence Area is a PCRF info and has been added as well as eNB ID, in EPS Location Information over S6a/d .Civic addresses can be derived by the SCEF from the received location info..
NOTE2: 
Roaming status means whether the UE is in HPLMN or VPLMN 

NOTE3: 
A request may contain multiple events. Each event has its own SCEF reference Id assigned by the SCEF. 

Two kind of reporting's are specified:  
1) One time reporting

2) Continues reporting (limited by number or time)

Reporting's can be :

· immediate report in the IDA to the HSS and in the event configuration answer to the SCEF, when the answer to the configuration event is available  (see Table 2.2-1) .

· deferred reports over T6 (from MME/SGSN to the SCEF) including possible immediate reports for continuous reporting (see Table 2.2-1)   
· deferred reports over S6t (from HSS to the SCEF)

3.1
S6t

According to stage 2 on S6t Monitoring request response message exchange is introduced to configure Monitoring events. The reporting is performed in an unacknowledged mode. In some cases reporting is done in the acknowledge message of the configuration.
In stage 3 two command pairs are specified (the Diameter as protocol does not foresee single commands without acknowledge), one for configuration and one for deferred reporting.
To allow the reuse of the new commands in a future proved way no mandatory AVP's are directly assigned on first level of a command. Each functionality or service which may use the command pair will define at least one Grouped AVP as optional in the message. Within the grouped AVP the presence of the AVPs is according to the requirements of the functionality/service.
Immediate reporting can be done in the answer of the configuration request command (CIA).

For deferred reporting from HSS to the SCEF, the HSS sends RIR command and the SCEF acknowledges with RIA command.

3.1.1
Point of discussion: Identification of monitoring support.

There are many monitoring events which are quite different from each other. This may correspond to different existing supported features over S6a/S6d (UE reachability, UE location) and leads to the point that if one monitoring event is supported by HSS /MME, this does not implies that all MONTE events are also supported by HSS/MME, the support is defined per type of event, meaning that sometimes (e.g. in a roaming situation) some MONTE features are not supported or supported with different ranges especially in roaming scenarios.

Without an indication which if monitoring and which monitoring events are support by the HSS the SCEF would initiate a monitoring event and the HSS which does not support this type of monitoring would reject the request. If the SCEF is aware of the monitoring events supported in HSS this would avoid unnecessary signalling.

There are different ways to identify and inform the SCEF about the features supported in an HSS:

a) use of supported feature AVP

b) introduce a new AVP (bitmap) to signal which monitoring types are supported

c) combination of a) and b)

During CT4#70 it was discussed that the feature AVP should not have a flag for each type of monitoring as this would make the feature AVP to complex ( a lot of flags  of the  feature AVP would be reserved for MONTE)

Use of supported feature AVP: 
One flag for MONTE support would give an indication to the SCEF that the HSS supports or does not support MONTE. The signalling of the support of MONTE would give a clear indication what if MONTE is supported in the HSS or not. But this would just indicate that at least one monitoring event type is supported by the sending  node.
Introducing an new AVP defined as a bitmap with a bit for each monitoring type:
This would give the SCEF clear feedback which type of monitoring is supported in the HSS. So the SCEF would only try to configure monitoring events which are supported by the HSS. Events not supported by the HSS would not be signalled. If the HSS does not send the supported monitoring event AVP back to the SCEF the SCEF could interpret this as monitoring not supported by the HSS. Absence of the AVP is interpreted as none support for MONTE.
Combination of feature AVP and bitmap AVP for monitoring:
Feature bit set and bitmap AVP for monitoring types present signals the support of monitoring
Feature bit not set and bitmap AVP for monitoring types not present indicates monitoring is not supported.
To avoid/reduce unnecessary signalling the HSS and SCEF should be aware which monitoring types are supported. Based on the analysis above it seems to be sufficient to go for variant b) and define a new AVP for the identification of feature support in the HSS. The command pair CIR/CIA could be used for different features to identify the support of monitoring this should not rely on the first configuration request for monitoring the first message exchange between SCEF and HSS  should lead to the identification which features are supported. Therefore the feature AVP for monitoring should be defined outside the grouped AVP.
Open:
How to structure the AVP one BITMAP for all configurations over the S6t interface or a grouped AVP with an one AVP (BITMAP) per feature (in this release only one BITMAP AVP for  MONTE)? 

Proposal:
Define a new AVP with a BITMAP for the monitoring events. If in future further feature need to signal sub-functionalities support this would need to be realised with a new AVP

3.1.2
Point of discussion: roaming scenarios
If a UE roams into an MME/SGSN which does not support MONTE, should the HSS report to the SCEF that there is a break in reporting. In principle this would make the SCEF aware that the UE has moved into an area where MONTE is not supported.
Open:
Reporting to the SCEF that reporting is stopped due to the fact that the UE has roamed into an MME/SGSN which does not support MONTE is there a functional requirement/need to perform such reporting? This could be also for the case that the UE has changed the PLMN.


See also clause 3.2.1, where the HSS can return the AVP with supported MONTE events to the SCEF, taking into account those supported by the serving nodes.  It remains a not straightforward case where MME and SGSN are both registered serving nodes but not supporting the same MONTE events.
3.2
S6a/S6d
On S6a/S6d Monitoring events which are handled in MME/SGSN insert subscriber data procedure is updated to handle monitoring event configuration. Immediate reporting is done in the insert subscriber data acknowledge message, if required.

When a UE detaches the Number of remaining reports and the maximum number of reports is reported to the HSS. In TS 23.682 this procedure is mentioned in a Note (see subsclause 5.6.1.1 NOTE3). 
If a UE reattaches, the HSS checks stored Monitoring events and if they are still valid, the monitoring event data and the number of remaining tasks is send as maximum number of reports as part of the subscription data. This case happens with a new MME which generates an Update location, so monitoring events can be downloaded by the HSS to the new MME. If it is the same MME, the MME has normally stored the monitoring events so there should not be a need for the HSS to download them again. Some events may have nevertheless expired during the meantime.
Open: 
As an alternative to the reporting to the HSS when the UE detaches. Should the MME/SGSN send the number of remaining reports to the SCEF within the report messages. The SCEF compares the number of reports it expects with the number of reports outstanding from MME/SGSN. If the number of outstanding reports from MME/SGSN and the number of expected reports in SCEF differ the SCEF initiates an update to the HSS.

3.2.1
Point of discussion: Identification of monitoring event support.

There is a similar point of discussion as in 3.1.1 about the MONTE events supported by the MME/SGSN. 
By homogeneity with S6t, the proposal is to use an AVP over S6a/d indicating the MONTE events supported by the MME/SGSN. This information can be given when the MME/SGSN sends an Update Location to the HSS which is then informed of the MONTE events supported by the serving node. But it is to further investigate the feedback that the HSS gives to the SCEF, e.g. the HSS may return the AVP defined in 3.1.1 taking into account the MONTE events supported by the serving node. But this would mean that every time the UE roams and the capability of the  MME/SGSN is changing the HSS would need to update the SCEF.
It seems to be useful to inform the SCEF about the capabilities of the MME/SGSN but it may also trigger additional  signalling. If the HSS does not inform the SCEF of the current capabilities but has the information which f events are supported by the MME/SGSN signalling on S6a/S6d would be  reduced. 
Possible topic for the LS:

If reporting is stopped due to roaming into an MME/SGSN which does not support the active monitoring event, should the HSS Inform the SCEF about the stop of Monitoring and continuation when the UE roams back into an MME/SGSN which supports the active events.

3.3
T6a/T6b

On T6a/T6b none subscriber related monitoring events are configured. 
Direct reporting triggered by Monitoring events is performed between MME/SGSN to the SCEF.
SCEF Reference ID is used as identifier in all cases.
Open:
Should we add number of remaining reports to the reporting from MME/SGSN to the SCEF on S6t (see 3.2)?

3.4
S3, S10, S16
The MME/SGSN will transfer the parameters stored for every monitoring event as part of its MM context information during an MME/SGSN change on S3, S10, S16. The remaining number of reports in combination with SCEF-reference ID and SCEF ID is signalled, all other parameters are downloaded from the HSS to the new node.
Alignment: SCEF Reference ID and the SCEF ID in TS 29.274 need to be aligned with definition in TS 29.336 and TS 29.272.
3.5
Deletion of Monitoring events 

To be confirmed:
If there is a SCEF Id for deletion in the CIR command, the HSS shall delete the corresponding monitoring event if stored. If the SCEF reference ID is present, the HSS shall store the configuration event. If a service node is registered and is involved for the Monitoring event, the HSS shall forward the configuration event to the serving node and wait for the answer before sending the Configuration Event answer to the SCEF.

3.5.1
Deletion of a set of Monitoring events

Stage 2 does not foresee that an SCEF can trigger to delete all monitroing events for a UE without listing all SCEF reference ID for deletion. 

If an operator wants to delete all monitoring events he has configured for an subscriber, he would need to remember all events he  has configured and enters possibly a high numbere of commands or a command with a high number of events.

For an operator it may be useful to clear all Monitoring events configured for a subscriber by one simple command with one event without remembering all configurations he has done before. 

This operation may be also a way to completely clear /reset the monitoring events configuration of a UE (e.g. after some failure or error case).

Open: 
a) Should we allow a kind of wildcard mechanism for SCEF reference ID for deletion to indicate to delete all Monitoring events initiated by the SCEF for a subscriber?


b) Should we allow to delete all Monitoring events configured via an SCEF? 
NOTE:  This would be a general Reset for all UEs configured with events from this SCEF (e.g. after a full failure of the SCEF loosing the configured events information, This new requirement should be confirmed.  It will also impact the API. About the solution, more investigation is needed on the way it is handled towards the MMEs and SGSNs .
Possible topic for the LS:


SA2 needs to be asked to acknowledge and update the stage 2 if the requirements listed above are confirmed. 
It is proposed to introduce wildcard mechanism. This means there is the possibility to enter a command with subscriber ID, SCEF ID and indication like "*" as "SCEF reference ID for deletion" to indicate that a all monitoring events for this subscriber should be deleted. 
3.5.2
Deletion of a Monitoring event by an SCEF who has not configured the event
Currently it is foreseen that the SCEF who has configured the event can only delete the event. For the scenario that an SCEF is down or not reachable do we need to foresee that another SCEF can delete a Monitoring event?
In combination with the wildcard mechanism this would mean that an SCEF can delete all Monitoring events configured by another SCEF.

Open: 
Who should be allowed to delete a monitoring event only the SCEF who has configured the Monitoring event? 


Do we allow the combination for deletion that an SCEF can enter a different SCEF ID in combination with an SCEF reference ID assigned by another SCEF when sending a trigger to delete an event?

How to cover the case that an HSS looses all his data how to trigger that the SCEF's start reconfiguration of the events? Should we introduce a reset mechanism to trigger this? How to spread traffic and avoid overload?
3.6
Subscription in HSS 
From a UE perspective when a UE is subscribed to MONTE, it is subscribed for all types of MONTE events supported by the HSS.

Open:
Do we have a subscription for MONTE in HSS or a subscription for each MONTE event, or is MONTE allowed for all subscribers?

What about future enhancements would it mean  that Monitroing events defined in future releases be automatically be subscribed to a user. How to restrict the new type of monitoring events to be used/activated for a subscriber. Is it realy expected that all kind of future type of monitorings will be allowed for all subscribers? From this perspective it might be more future proved to have a subscription per type of monitoring event. This would allow to restrict new monitoring events to be used for an subscriber. We have nevertheless to be cautious with the granularity of what is subscribed (TS 23.008) as increasing the provisioning complexity. 

3.7
Point of discussion: Interacting with the IWK-SCEF 

3.7.1
Introduction extract from Stage 2

[image: image1.emf] 

HSS  

MME/ SGSN   Network  Entity  

S 6t   T 6ai /T6 bi  

...  

     3GPP   interface  

VPLMN  

Service Capability  Exposure Function   (SCEF)  

HPLMN  

Interworking Service  Capability Exposure  Function     (IWK - SCEF)  

...  

Network  Entity  

     3GPP   interface  

T7  


3GPP roaming Architecture for Service Capability Exposure

Reference points of the IWK-SCEF and their functionality: 
-
T7 reference point connects the IWK-SCEF to the SCEF for Monitoring Event reporting.
-
T6ai connects the IWK-SCEF to the serving MME;

-
T6bi connects the IWK-SCEF to the serving SGSN;

-
T6ai/T6bi support the following functionality:

-
Monitoring Event reporting by the serving MME/SGSN to the IWK-SCEF;

-
Forwarding of the Monitoring configuration information from the MME/SGSN to the IWK-SCEF.

The functionality of the IWK-SCEF may include the following:

-
Normalization of reports according to roaming agreement between VPLMN and HPLMN, e.g. change the location granularity (from cell level to a level appropriate for the HPLMN) of Monitoring Event Reports received from the underlying entities; and

-
Optionally, generate charging/accounting information:

-
For generation of charging/accounting information, the IWK-SCEF receives the Monitoring configuration information as well as the Monitoring Event Report from the underlying nodes.

Accounting:

The support of accounting functionality for Monitoring Events is optional. Depending on operator configuration the MME, SGSN, SCEF and IWK-SCEF support accounting functionality for Monitoring Events.

Accounting information, e.g. number of successful Monitoring Requests, number of failed Monitoring Requests, number of Monitoring Event Reports generated due to a configured Monitoring Event, is collected by the MME, SGSN, SCEF, and IWK-SCEF for intra-operator use, and also for inter-operator settlements.

The Interworking SCEF (IWK-SCEF) is optional. When deployed, the IWK-SCEF is located in the VPLMN.

Below the message flow according to stage 2 when IWK-SCEF is deployed:
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Figure 5.6.X.1-1: Monitoring event configuration and deletion via HSS procedure

1-5.
Steps of clause 5.6.1.1 are executed.

6.
If the MME is configured to use an IWK-SCEF for the PLMN of the SCEF and it is a One-time request and the Monitoring Event is available to the MME/SGSN, then the MME/SGSN collects the Monitoring Event data and includes it as Monitoring Event Report in step 7 so that the IWK-SCEF may perform normalization of Monitoring Event Report(s) according to operator policies, if required.
NOTE 1:
Whether there is a need to acknowledge the Insert Subscriber Data message to HSS (with ISD Ack) before interacting with the IWK-SCEF is left up to Stage 3.
7.
MME/SGSN may send an Inform IWK-SCEF (Monitoring Type, SCEF ID, SCEF Reference ID, Maximum Number of Reports, Monitoring Duration, SCEF Reference ID for Deletion, Chargeable Party Identifier, Monitoring Event Report) message to the IWK-SCEF. 

8.
The IWK-SCEF may authorize the request, e.g. if the Monitoring Type is covered by a roaming agreement and notes the SCEF Reference ID for Deletion if available. If this authorization fails the IWK-SCEF follows step 8 and provides a Cause value indicating the reason for the failure condition to the MME/SGSN. Based on operator policies, the IWK/SGSN may also reject the request due to other reasons (e.g. overload or HSS has exceeded its quota or rate of submitting monitoring requests defined by an SLA).
If the request indicates deletion of a Monitoring Event Request, the IWK-SCEF shall perform any final operations necessary, e.g., generation of final charging information, delete any stored parameters, and send an acknowledgement to the MME/SGSN in step 9.

If the request indicates continuous reporting (new or a modification), the IWK-SCEF may authorize the request and, if authorization is successful, stores the received parameters, sends an acknowledgement to the MME/SGSN in step 9, and starts to watch for the indicated Monitoring Event(s).

If the request indicates one-time reporting, then the IWK-SCEF may authorize the request and, if authorization is successful, may perform normalization of the data according to operator policies, and sends an acknowledgement to the MME/SGSN in step 9 that contains any such normalized data.

If the request included Monitoring Event Data then the IWK-SCEF may perform normalization of the data according to operator policies.

9. 
If the authorization is successful, the IWK-SCEF sends an Authorization from IWK-SCEF (Cause, Monitoring Event Report) message to MME/SGSN.

The Monitoring Event Report is included in case it was a One-time request, the MME/SGSN provided the Monitoring Event Report in the Inform IWK-SCEF message and the IWK-SCEF is not reporting directly to the SCEF as described chapter 5.6.Z.1 step 2c.
10.
The MME/SGSN may verify the request, e.g. if the Monitoring Type is covered by a roaming agreement when the request is from another PLMN or whether it serves the SCEF Reference ID for Deletion and can delete it. If this check fails the MME/SGSN follows step 11 and provides a Cause value indicating the reason for the failure condition to the SCEF. Based on operator policies, the MME/SGSN may also reject the request due to other reasons (e.g. overload or HSS has exceeded its quota or rate of submitting monitoring requests defined by an SLA). 

The MME/SGSN starts to watch for the indicated Monitoring Event unless it is a One-time request and the Monitoring Event is available to the MME/SGSN at the time of sending Insert Subscriber Data Answer. The MME/SGSN deletes the monitoring configuration identified by the SCEF Reference ID for Deletion, if provided.

NOTE 3:
The MME/SGSN will transfer the parameters stored for every monitoring task as part of its context information during an MME/SGSN change. If the UE detaches from the network, the HSS will receive the remaining number of reports in the Maximum Number of Reports parameter.

11.
If the monitoring configuration is successful, the MME/SGSN sends an Insert Subscriber Data Answer (Cause) message to the HSS. If the requested Monitoring Event is available to the MME/SGSN at the time of sending Insert Subscriber Data Answer, then the MME/SGSN includes the Monitoring Event Report in the Insert Subscriber Data Answer message.
NOTE 2:
Whether the normalized Monitoring Event Report(s) are carried in ISD Ack or in an explicit report message to the HSS is left up to Stage 3.
12.
The HSS sends a Monitoring Response (SCEF Reference ID, Cause) message to the SCEF to acknowledge acceptance of the Monitoring Request and the deletion of the identified monitoring event configuration, if it was requested. The HSS deletes the monitoring event configuration identified by the SCEF Reference ID, if it was requested. If the requested Monitoring Event is available to the HSS at the time of sending Monitoring Response message or was received from the MME/SGSN in step 11, then the HSS includes a Monitoring Event Report in the Monitoring Response message.

If it is a One-time request and the Insert Subscriber Data Answer includes a Monitoring Event Report, the HSS deletes the associated Monitoring Event configuration.

13.
The SCEF sends a Monitoring Response (SCS/AS Reference ID, Cause) message to the SCS/AS to acknowledge acceptance of the Monitoring Request and the deletion of the identified monitoring event configuration, if it was requested. If the SCEF received a Monitoring Event Report then it includes the Monitoring Event Report in the Monitoring Response message. If it is a One-time request and the Monitoring Response includes a Monitoring Event Report, the SCEF deletes the associated Monitoring Event configuration.

3.7.2
Description of the possibilities
Should the MME/SGSN wait for the acknowledge  from IWK-SCEF before sending ISD ack?

a) ISD ack is send after interrogating the IWF-SCEF, the MME/SGSN reports back if the monitoring events are configured successfully (or e.g. blocked due to roaming agreements) and if reporting information is available it is included in the message.

b) ISD ack is send before interrogating the IWF-SCEF, the MME/SGSN is not aware if the configuration of the events will be successfully handled and cannot report back possible available information to be reported. Reporting needs to be done in a message directly to the SCEF if report information is available.
3.7.3
Comparison of the two possibilities.
	Issue
	ISD is send after interrogating IWK-SCEF
	ISD is send before interrogating IWK-SCEF

	HSS is aware if configuration is successful
	yes
	No 


	Reporting is done immediately after configuration 
	yes, in ISD ack, acknowledge message
	yes, via additional message from MME/SGSN to the SCEF

	timing
	Monitoring response is delayed by the interrogation to the IWF-SCEF. 
	Monitoring response is not delayed by the interrogation to the IWF-SCEF


3.7.4
Analysis
1) How much does it harm that the HSS is not aware of the outcome of the Monitoring event configuration?

If the HSS would need to report that monitoring reporting is stopped due to roaming agreements this would be an issue.

In Roaming scenarios there is a drawback that the HSS will successfully answer to the SCEF although the configuration may be blocked by the SCEF-IWF answer to the MME/SGSN.

2) How much does it harm when ISD ack is delayed by the time the interrogation is performed in HSS?

How much it harms depends on the performance of the IWK-SCEF.

A case where it can become rather long is for a current location requiring paging plus the IWF-SCEF interrogations.

3) If sending message via IWK-SCEF to the SCEF is faster than sending message via HSS to the SCEF, the SCEF may receive a report before the response is received from the HSS.

The SCEF would need to handle this kind of scenarios anyhow as due to overload scenarios in the HSS responses which may be delayed.

Proposed way forward: Each of the solution has its drawbacks. As we do not know which type of Monitoring events will be defined in future we should not restrict/block one of the option. It is proposed to have a procedure in the MME/SGSN which decides based on the type of event and operators choice if the MME/SGSN should wait for the IWK-SCEF or send the acknowledge immediately. 
4
Parameter analysis on outstanding issues
4.1
Common parameters for S6a/S6d, S6t:

Mandatory parameters for Monitoring events:

SCEF Reference ID  

Identifier of the monitoring event provided by the SCEF
Editor's Note:
Unsigned32 or OctetString, TBC.

SCEF ID   
Routing information identifying the SCEF which has provided the SCEF Reference ID and allowing to route commands from the MME/SGSN to the SCEF.
Editor's Note:
OctetString, TBC. The type of address must be routable and may depend of the T6 protocol choice (IP address, FQDN, Diameter identity.)
Monitoring type


integer32

Note:
In Stage 2 SCEF Reference ID is mandatory. On protocol level at least one of the SCEF Reference ID and the SCEF Reference ID for deletion or both shall be present. An example  when both are present is the case to replace an event.
4.2
Monitoring type dependent parameters for S6a/S6d, S6t
Monitoring type: Loss of connectivity:  

Immediate Reporting via HSS, reporting over T6 
integer32
Indication UE is unreachable (mobile reachability timer expired in MME/SGSN)
Open:
It needs to be clarified if the MME/SGSN shall perform immediate reporting (cf Table 2.2-1) when the reachability timer was already expired in the MME/SGSN, when the IDR is received at the MME/SGSN the MME/SGSN can immediately indicate the loss of connectivity in the IDA and the SCEF will be informed in the answer to its configuration event request. (If it is a one shot, there will be no other T6 report.) 
On S6a/d Signal Loss of connectivity (connection failure) the Monitoring-Type AVP in the Monitoring-Event-Report AVP is send. This needs to be clarified.
Monitoring type: UE-Reachability

-Reachability Type
Unsigned32
(Bitmask) "Reachability for SMS", or "Reachability for Data", or both (over S6t)
“Reachability for SMS” HSS set the “UE Reachability Request” flag in IDR flags AVP

Stage 2 has the following limitation in subclause 5.6.1.4: Only a One-time Monitoring Request for Reachability for SMS is supported. 

So Monitoring type over S6a/d only identifies the "Reachability for Data" event, so no need for a reachability type over S6a/d,  
-Maximum Latency
Unsigned32/TIME 
maximum acceptable delay for downlink data transfer 
-Maximum Response Time, 
Unsigned32/TIME 
the time for which the UE stays reachable (used to set the active time of a UE) (optional)
Note:
 if no Maximum latency, the HSS does not modify the subscribed TAU/RAU timer. If no Maximum response time; HSS does not send anything, so may be a default value (operator policy in MME; another possibility is that it is the SCEF who decides of the Maximum Response time if not supplied by SCS/AS?  
Open:
If no Maximum Response Time value is provided by the SCEF should the HSS reject because out of range or should the HSS use default values?

Immediate Reporting via HSS, reporting over T6:
Unsigned32
Reachable, 


Note: 
In the response to the monitoriing request when UE is not reachable for SMS no report is included.

Note: 
Reachable for SMS is reported by the HSS to the SCEF
Reachable for data is always reported by the MME/SGSN to the SCEF via T6a/b except for a one time report case with an available report where report is sent in the IDA.
Open:
Should we reuse alert-Reason AVP, for the purpose to report that UE is reachable for SMS on S6t. Alert Reason is of type enumerated and has the values UE_PRESENT (0) and UE_MEMORY_AVAILABLE (1). On S6t only the value UE_PRESENT would be used and should be interpreted as reachable for SMS.

The proposed way forward is to use the Reachability-Information AVP over S6t with two values : REACHABLE_FOR_SMS and REACHABLE_FOR_DATA. TBC.
, 
Open: 
Is a onetime UE reachabililty with an available report (UE reachable when the Configuration event is received by the MME) sent in the IDA to HSS and forwarded to SCEF over S6t? 
Monitoring type: location reporting

No open issues regarding parameters
Monitoring type: change of IMSI-IMEI(SV) association

No open issues regarding parameters
Monitoring type: roaming status

No open issues regarding parameters
.Monitoring type: Communication failure
No open issues regarding parameters
4.3
Monitoring type dependent parameters for T6a/T6b

Monitoring type: 
Number of UEs present in a geographic area

Grouped
list of cells, eNBs and/or RAI(s)/TAI(s)
Reporting over T6: 
Unsigned 32
Number of UEs 
4.4
Acknowledgement and error reporting for Monitoring events.

Scenarios for the cases that the request contains:

 
Only new event(s) (only new SCEF reference ID)

Only deletion of one or more event (s) (only SCEF reference ID for deletion, no data)

New event (s) and a deletion of one or more event, replacement of one or more events (only new SCEF reference ID (with data), SCEF reference ID for deletion (without overlap of SCEF reference ID))

Update of one or more event (s) ( not equivalent to new event and a deletion of an event, The SCEF reference ID received in a Message is equal to an already stored SCEF reference ID)

The SCEF reference ID received in a Message is equal to an already stored SCEF reference ID and is also contained in the SCEF reference ID for deletion. 


Multiple monitoring events each has its own SCEF reference ID.
Successful: Deletion of an event (if requested) and storing of a new event (if requested) is successful.

Error scenarios:

-Event cannot be stored

-Event already deleted, no more available  
-Deletion of old event not successful and storage of new event is not successful-Deletion of old event not successful but storage of new event is successful (with different SCEF Reference IDs), replacement not successful (as deletion of old event not successful) 
·  Note if the deletion is not successful due to a non existing old event, this may be not considered as an error case)
-Deletion successful but storage of new event not successful, replacement not successful 
(as the new event storage not successful) . 
-updated event data cannot be completely stored, stored event is a mixture of old and new data.

· Note: this is a case where Deletion of old event is not successful and storage of new event is not successful

-Multiple monitoring events in a request lead to combinations of the  above in an answer message
HSS reject causes:
Requested ranges are not allowed 
Causes for error scenarios
MME/SGSN reject causes:

Causes for error scenarios
Multiple monitoring events in a request:


For each failed event configuration request a reporting grouped AVP with at least the SCEF reference Id and the failure cause is included in the answer.

4.5
Parameter storage
The question was raised if Monitoring event data are permanent data or temporary data.

In TS 23.008 it is stated: Some subscriber data are referred to as permanent subscriber data, i.e. they can only be changed by administration means. Other data are temporary subscriber data which may change as a result of normal operation of the system.
Monitoring even data are administrated in an SCS-AS and then transferred to the SCEF (SCS-AS and transfer of data is out of scope of 3GPP). So from an SCS-AS perspective Monitoring events are permanent data as they are changed by administration means.
Monitoring event data are sent from an SCS-AS via an SCEF to the HSS, if the SCS AS would be in the remit of 3GPP monitoring event data would be permanent data. 

Does the definition that SCS-AS is out of scope of 3GPP lead to the assumption that Monitoring data are changed as a result of normal operation of the system?
ALU, a permanent data is a subscription data : this applies to the MONTE events to which the user is subscribed  and against which  a check is done  by the  HSS when it receives a CIR from the SCEF before accepting the event configuration of the CIR. 
Then if OK, the HSS stores the event configuration data, as it stores the serving node identity in an update location, this is temporary data which can be lost if a HSS failure.  This drives to a Reset over S6t .  

5
Collection of open issues
a) Do we allow only one Monitoring type parameter set in a message, means 1SCEF reference ID plus Monitoring type parameter set or do we allow several SCEF reference IDs each of them with a set of Monitoring type parameter sets per message?
Cisco: to allow multiple monitoring events

ALU: allow multiple events but each monitoring event has its own  SCEF reference ID
If so how to handle error reporting when for one set or parts of a set a failure occur (partial success)?
We need to take this into account. Key/anker is the reference ID

 Should we introduce an Event-Error-Report / Monitoring-Event-Config-Status AVP to report the unsuccessful events?
Reporting on reference ID level

Status: A request may contain multiple events. Each event has its own SCEF reference Id assigned by the SCEF.
The reply may contain several acknowledge AVPs,  one per event in the request command. See Monitoring-Event-Config-Status AVP description in TS 29.336.
An editor's note is added to remind to check if the description is sufficient in TS 29.336, see 2.1
b) Do we need a supported feature bit on S6a and S6t for Monitoring support or per type of Monitoring event support?

Note:
We already have separate feature bits for UE-Reachability-Notification and Location-Information-Retrieval. If we have one single supported feature bit for whole MONTE solution, then the support status of each individual monitoring event can be reported in ISDA through the Result-Code within the a new grouped AVP. In such a case we need to explicitly specify that UE-Reachability / Location info retrieval support alone are separately indicated as they are already existing bits.
Cisco, Orange ALU one single bit for MONTE in feature bit

Orange, ALU: plus  one new  AVP bitmask for the  monitoring supported events.

Means two level approach.

Nokia: if we have the new AVP  do we need the feature bit? 
ALU yes. Over S6t, SCEF can send CIRs for other features  than  MONTE and the CIR require the HSS to support to the feature to process  the command . Over S6a/d, the IDR shall contain the feature to request the support of the MONTE feature from MME to process the command 

Discussion in 3.1.1.
c) If a user is registered in an MME/SGSN which does not support MONTE should this be reported to the SCEF?

In addition if a user roams in a MME area not supporting MONTE do we need to report this to the SCEF?

If an MME/SGSN support MONTE but not all kind of Monitoring should it report back this Monitoring type is not supported? Remark the HSS shall store the monitoring events independent of the support of the feature in MME/SGSN.

Nokia: MME capabilities should not be reported to the SCEF.

Cisco: ok to continue without, but may be useful to inform SCEF that no more reports will be send due to the none support.
ALU: to investigate if the bit mask AVP returned by the HSS to SCEF should not take into account the supported events  of serving nodes. 

Discussion in 3.1.2
d) Open issue from stage 2: Whether there is a need to acknowledge the Insert Subscriber Data message to HSS (with ISD Ack) before interacting with the IWK-SCEF is left up to Stage 3.

Cisco: would prefer that the MME sends immediately a response without waiting for the reply

ALU:   See the draw back in 3.7.3, so preference is  to wait for the feedback from IWK-SCEF. Note: it can be advised to use the IDR conveying a Configuration event only for this purpose . A point still to check is the interaction with the Diameter timer for the answer, so to avoid repetitions.  
Discussion in 3.7
e) For the deletion of a Monitoring event (without replacement), only "the SCEF reference ID for deletion" shall be present

. Clarifed in the spec. can be removed
f) Who shall be allowed to delete a monitoring event: Only the SCEF who has initiated Monitoring event?

Discussion in 3.5.2
g) Stage 2 does not foresee the deletion of all monitoring events for a UE:

- do we need to support deletion of all monitoring events for a UE from an SCEF by one command?

- can a SCEF request the deletion of all events it has configured in one command?

ALU we should allow this:
Cisco agree we need to have this kind of mechanism
Discussion in 3.5.1
There  is also the “general Reset” for events for all subscribers of the SCEF; see 3.5.1

h) Do we have a subscription for MONTE in HSS or a subscription for each MONTE event, or is MONTE allowed for all subscribers?
Cisco ALU: would be helpful to have this subscription per subscriber and type of monitoring event
ALU: need to be captured in 23.008 as permanent data
Discussion in 3.6

i) As an alternative to the reporting to the HSS when the UE detaches. Should the MME/SGSN send the number of remaining reports to the SCEF. The SCEF compares the number of reports it expects with the number of reports outstanding from MME/SGSN. If the number of outstanding reports from MME/SGSN and the number of expected reports in SCEF differ the SCEF initiates an update to the HSS.
Discussion in 3.3

l) About overload, to state if SCEF can report OLRs to request a traffic reduction by the HSS.
ALU Not sure this  is needed, HSS has not much reporting to do and not in a peak of traffic. HSS reporting is rather spread over time. Counter example?
m) Signal Loss of connectivity in an immediate reporting with the Monitoring-Type AVP  sent  in the Monitoring-Event-Report AVP.
see 4.2
n) SCEF-Reference-ID

Unsigned32 or OctetString, TBC.

See 4.1
ALU for an unsigned 32

o) SCEF- ID

OctetString, TBC. The type of address must be routable and may depend of the T6 protocol choice (IP address, FQDN, Diameter identity.)
See 4.1

p) UE reachability

Should we reuse alert-Reason AVP, for the purpose to report that UE is reachable for SMS on S6t. Alert Reason is of type enumerated and has the values UE_PRESENT (0) and UE_MEMORY_AVAILABLE (1). On S6t only the value UE_PRESENT would be used and should be interpreted as reachable for SMS.

See 4.2

ALU : to use the Reachability-Information AVP over S6t with two values : REACHABLE_FOR_SMS and REACHABLE_FOR_DATA, see 4.2
q) UE reachability

Is a onetime UE reachabililty with an available report (UE reachable when the Configuration event is received by the MME) sent in the IDA to HSS and forwarded to SCEF over S6t?

See 4.2

ALU yes

r) small cleanups in TS 29.336

to add also subclauses for the Grouped AVPs MME-Location-Information and SGSN-Location-Information.
 
In TS 29.336, one place MONTE is missing in front of location type
 
In TS 29.336, in the reused AVP table , the M-bit column to be added
 
Can we remove the  editor's Note: 
 

DIAMETER_ERROR_CONFIGURATION_EVENT_STORAGE_NOT_SUCCESSFUL.

 


Editor's Note:
Do we want to report such details or do we want to combine this error case 
 




with UNABLE_TO_COMPLY)?
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