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1. Introduction
The Technical Report still contains an editor's note in section 6.4 requiring feedback from CT3.

CT3 has reviewed the Technical Report and provided comments in their Reply LS (C3-153436).
2. Reason for Change
1) For the scenarios 2 and 3, CT3 agrees that the PCRF shall accept a new IP-CAN session establishment request, received without the Timestamp and Max Wait Time parameters, and which collides with an existing IP-CAN session for the same UE and same APN served by a different PCEF. However CT3 considers that how the PCRF handles the existing IP-CAN session remains implementation specific. 

A couple of drawbacks were identified when the former IP-CAN session was deleted:

-
It could result in the termination of the valid IP-CAN session connection and hence cause unnecessary signalling during network conditions that were not ideal and caused the race condition in the first place. 

-
In addition, it may not converge, i.e. there is no guarantee that the same race condition could not happen again and the PCRF could end up terminating the valid IP-CAN session yet again.  

2) Apart from the comment 1) above, CT3 agrees with the impacts identified for the scenarios 2 and 3 in the conclusions of 3GPP TR 29.811
3) Apart from the comment 1) above, CT3 confirms the impacts listed in table 6.4.1 for the PCRF, the PCEF and the Gx interface for scenario 3, solutions 4 and 5.

4) CT3 will further evaluate during the normative specification work whether the intermediate Diameter Routing Agents or the Diameter Proxy Agents between the PCEF and the PCRF need to be further involved in the processing of the Timestamp and Maximum Wait Time information.

5) CT3 confirms that the CT4 assumption regarding the Origin-Host AVP is correct in practical network deployments: 

CT4 assumes that the Origin-Host AVP received by the PCRF has not been modified or does still allow to identify uniquely the originating PGW, in network deployment with intermediate Diameter Routing Agent or Diameter Proxy Agent between the PGW and the PCRF, and consequently that the Origin-Host AVP enables the PCRF to determine whether an incoming session establishment request, for the same UE and APN as an existing session context, originates from the same or a different PGW.

3. Conclusions
The conclusions in subclause 6.4 should be updated according to the CT3 comments.
The solution described in subclause 5.4.3 should be updated with the drawbacks reported by CT3.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.811 v1.1.0.
* * * First Change * * * *

5.4
Solutions for scenario 3 – Overlapping transactions in the network 

5.4.3
Solution 3 – PCRF accepting the new IP-CAN session and tearing down the Gx session towards the previous PGW

5.4.3.1
Solution description

The PCRF accepts the new IP-CAN session and tears down the Gx session towards the previous PGW, upon receipt of a new Gx session establishment colliding with an existing IP-CAN session context for the same UE and APN combination from a different PGW. In the scenario of figure 4.4.1.2, upon receipt of the late Gx request from PGW1 (which is received by the PCRF after the Gx session is established with PGW2), the PCRF tears down the Gx session with PGW2. As a result, PGW2 initiates a PDN disconnection and the UE re-establishes its IMS PDN connection, which leads to clear the stale contexts in PGW1. 
The PCRF can determine whether an incoming session establishment request, for the same UE and APN as an existing session context, originates from the same or a different PGW, as specified in subclause 5.3.1.1.

5.4.3.2
Impacts on existing nodes and functionality

Impacts on PCRF:

-
accepting the new IP-CAN session and tearing down the stale Gx session towards the previous PGW.
5.4.3.3
Evaluation of the solution

Pros:

-
only minimal impact in the PCRF;

-
can be implemented without standardization changes.

Cons:

-
this can result in the termination of the valid IP-CAN session connection and hence cause extra signalling to tear down and re-establish the IMS PDN connection, during network conditions that were not ideal and caused the race condition in the first place;

-
this is a reactive solution, after the problem has already taken place; the end user's services may possibly be affected for a short duration (until the UE completes its IMS re-registration).

-
this may not converge, i.e. there is no guarantee that the same race condition could not happen again and the PCRF could end up terminating the valid IP-CAN session yet again.  
* * * For Information * * * *

6.3
Conclusion for scenario 2 – Hanging IP-CAN session context in PCRF
Scenarios have been identified in subclause 4.3.1 which may result in hanging IP-CAN session contexts in the PCRF and stale Gx sessions between the PCRF and PGWs.

Recommendations on the PCRF behaviour upon receipt of a subsequent IP-CAN session establishment for the same UE and same APN are captured in subclause 6.4.

* * * Next Change * * * *

6.4
Conclusion for scenario 3 – Overlapping transactions in the network

There is a risk of potential overlapping transactions over the Gx and S6b reference points, in networks experiencing processing or transport delays, in the following scenarios:
-
MME/SGSN or TWAN/ePDG reselecting an alternative PGW during a PDN connection establishment; 

-
PDN connection re-establishment via a different serving node.

As identified in subclause 4.4.2, these scenarios can result in valid PDN connections being disconnected and in failure of various procedures; besides, late incoming requests can cause unnecessary signalling and processing by upstreams nodes, after the request times out at the serving node.

Workarounds exist, without standardization changes, to reduce the risk of occurrence of these issues, e.g. by using a gard timer at the PGW controlling the maximum time to respond to a Create Session Request (see solution 1 in subclause 5.4.1) or by using a longer T3 timer for the last GTP-C repetition (see solution 2 in subclause 5.4.2). They do not completely eliminate though the possibility of overlapping transactions in the network. Besides, ensuring accurate and coordinated timer configuration may also be an issue in roaming scenarios with home routed traffic.

The solution 6 (i.e. introducing a 'resend indicator' information element in a repeated Create Session Request, see subclause 5.4.6) has minimal system impacts, but does not work in scenarios when the UE re-establishes its PDN connection via a different serving node. Besides, this solution can cause difficulties in setting the period of time during which the PCRF should reject an IP-CAN session establishment, and a conservative, smaller value would need to be used to avoid rejecting new valid PDN connection establishment requests, possibly still causing the PCRF to overwrite a valid session context upon receipt of a late incoming session establishment request.

It is recommended for the PCRF to support the solution 3 by default, i.e. the PCRF shall accept the new IP-CAN session, however the behaviour of whether to tear down the old Gx session is out of scope and left to implementations (see subclause 5.4.3). Depending on existing PCRF implementations, this solution requires no or minimal impact in the PCRF, and ensures that the end user's services (e.g. VoLTE call) will eventually be served, although it can cause additional signalling and affect the end user's services for a short duration.

It is also recommended to specify the solution 4 (i.e. including a Timestamp in the session request, see subclause 5.4.4) as a network/operator option, i.e. to define a new optional Timestamp information element in the GTP-C Create Session Request over S11/S4, S5/S8 and S2a/S2b, and a new corresponding AVP in the CCR-I command over Gx and in the Authorization Request over S6b. When supported, this option should preferably be supported by all the involved nodes, but the feature also works if some originating nodes (e.g. MME, SGSN, TWAN or ePDG) do not yet support it. The PCRF should behave according to the default behaviour specified above, if the incoming request does not contain the new Timestamp information, either because some originating nodes (MME, SGSN, TWAN or ePDG) or intermediate node (e.g. SGW or PGW) does not support the new information element. All the originating nodes shall be NTP synchronized if they support this solution. 

The Maximum Wait Time information, in the solution 5 (see subclause 5.4.5) further helps in avoiding to process incoming obsolete requests at the receiver and further upstream nodes, but this requires the PGW and further upstreams nodes to be also NTP synchronized with the originating nodes (MME/SGSN, TWAN/ePDG). It is recommended to specify this additional network/operator option, when the Timestamp option is also supported, for use over non roaming interfaces (i.e. to nodes pertaining to the same PLMN). If allowed by operator policy:

-
the originating node (MME/SGSN, TWAN/ePDG) may also include the Maximum Wait Time information if the PGW does not pertain to the same PLMN (i.e. Home Routed roaming); 

-
the PGW may also send the Maximum Wait Time information towards the PCRF and 3GPP AAA Server if they do not pertain to the same PLMN (i.e. Local Breakout roaming).

When supported, this option shall not affect how intermediate nodes (e.g. SGW) compute their own retransmission timers (e.g. the SGW is not expected to adapt its T3 x N3 retransmission period to the 'Timestamp + Max Wait Time' received from an MME/SGSN).

It is finally recommended that the necessary details within this report be used as a basis for further normative work within the Release 13 timeframe.

Table 6.4.1 identifies the 3GPP specifications which require modifications to support the above conclusions.

Table 6.4.1: Impacts for scenario 3 – Overlapping transactions in the network

	Existing Specification
	Responsible WG
	Brief summary of impacts

	TS 29.274
	CT4
	· Requirements related to the use of the new Timestamp and Maximum Wait Time information;

· New Timestamp and Max Wait Time IEs in Create Session Request over S11/S4, S5/S8, S2a/S2b

	TS 29.275
	CT4
	· New Timestamp and Max Wait Time IEs in PBU (PDN connection establishment) over S5/S8 and S2a/S2b

	TS 29.282
	CT4
	· New 3GPP specific PMIPv6 Mobile Options Sub Type(s) need to be added

	TS 29.273
	CT4
	· New Timestamp and Max Wait Time AVPs in Authorization command over S6b

	TS 29.230
	CT4
	· New Timestamp and Max Wait Time AVPs and error causes

	TS 29.212 / TS 29.213
	CT3
	· New Timestamp and Max Wait Time AVPs in CCR-I command over Gx

· If no Timestamp is received, the PCRF accepts the new IP-CAN session as per the solution 3, however the behaviour of whether to tear down the old Gx session is out of scope and left to implementation.

	TS 23.008
	CT4
	· Storage of the Timestamp and Max Wait Time in the relevant EPC nodes.



NOTE 1:
3GPP CT3 confirmed the impacts above regarding the functional entities and reference points under their remit (see C3-153436).
NOTE 2:
3GPP CT3 will evaluate during the normative specification work whether the intermediate Diameter Routing Agents or Diameter Proxy Agents between the PCEF and the PCRF need to be further involved in the processing of the Timestamp and Maximum Wait Time information, beyond simply propagating these parameters to the PCRF.
* * * End of Changes * * * *

