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* * * First Change * * * *

8.1.2.1
Authentication Procedure

8.1.2.1.1
General

This procedure is used between the 3GPP AAA Server and the HSS. The procedure is invoked by the 3GPP AAA Server when a new set of authentication information for a given subscriber is to be retrieved from an HSS. This can happen for example, when a new trusted or untrusted non 3GPP/IP access subscriber has accessed the 3GPP AAA Server for authentication or when a new set of authentication information is required for one of the subscribers already registered in the 3GPP AAA server. The procedure shall be invoked by 3GPP AAA Server when it detects that the VPLMN or access network has changed. 

Table 8.1.2.1.1/1: Authentication request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	User-Name (See IETF RFC 3588 [7])
	M
	This information element shall contain the user IMSI, formatted according to 3GPP TS 23.003 [14], clause 2.2.

	Visited Network Identifier
	Visited-Network-Identifier
	C
	This IE shall contain the identifier that allows the home network to identify the Visited Network. The 3GPP AAA Server shall include this information element when received from signalling across the SWd.



	 Number Authentication Items
	SIP-Number-Auth-Items
	M
	This information element shall indicate the number of authentication vectors requested

	Authentication Data
	SIP-Auth-Data-Item
	M
	See tables 8.1.2.1.1/2 and 8.1.2.1.1/3 for the contents of this information element. The content shown in table 8.1.2.1.1/2 shall be used for a normal authentication request; the content shown in table 8.1.2.1.1/3 shall be used for an authentication request after synchronization failure.

	Routing Information
	Destination-Host
	C
	If the 3GPP AAA Server knows the HSS name, this AVP shall be present.

This information is available if the 3GPP AAA Server already has the HSS name stored. The HSS name shall be obtained from the Origin-Host AVP, which is received from a previous command from the HSS or from the SLF;

otherwise only the Destination-Realm is included so that it is resolved to an HSS address in an SLF-like function. Once resolved the Destination-Host AVP is included with the suitable HSS address and it is stored in the 3GPP AAA Server for further usage.

	Access Network Identity 
	ANID
	C
	This IE shall contain the access network identifier used for key derivation at the HSS. (See 3GPP TS 24. 302 [26] for all possible values).

This IE shall be present if the Authentication Method is EAP-AKA’.

	Access Type
	RAT-Type
	M
	This IE shall contain the radio access technology that is serving the UE. (See 3GPP TS 29.212 [23] for all possible values)

	Terminal Information
	Terminal-Information
	O
	This information element shall contain information about the user’s mobile equipment. The AVP shall be present only if received from the non-3GPP access network, in authentication and authorization request. The AVP shall be transparently forwarded by the 3GPP AAA server.
(see NOTE 1)

	AAA Failure Indication
	AAA-Failure-Indication
	O
	If present, this information element shall indicate that the 3GPP AAA Server currently registered in the HSS, is unavailable.

	Supported Features

(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	NOTE 1: 
The Terminal-Information AVP is not present in this message for a WLAN access.


Table 8.1.2.1.1/2: Authentication Data content - request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Method
	SIP-Authentication-Scheme
	M
	This information element shall indicate the authentication method 

It shall contain one of the values EAP-AKA or EAP-AKA'. EAP-AKA is specified in IETF RFC 4187 [44] and EAP-AKA' is specified in IETF RFC 5448 [27].


Table 8.1.2.1.1/3: Authentication Data content - request, synchronization failure
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Method
	SIP-Authentication-Scheme
	M
	This information element shall indicate the authentication method 

It shall contain one of the values EAP-AKA or EAP-AKA'.

	Authorization Information
	SIP-Authorization
	M
	This IE shall contain the concatenation of Rand, as sent to the terminal, and auts, as received from the terminal. Rand and auts shall both be binary encoded.


Table 8.1.2.1.1/4: Authentication answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	User-Name (See IETF RFC 3588 [7])
	M
	This information element shall contain the user IMSI, formatted according to 3GPP TS 23.003 [14], clause 2.2.

	Number Authentication Items
	SIP-Number-Auth-Items
	C
	This AVP shall indicate the number of authentication vectors delivered in the Authentication Data information element.

It shall be present when the result is DIAMETER_SUCCESS.

	Authentication Data
	SIP-Auth-Data-Item
	C
	If the SIP-Number-Auth-Items AVP is equal to zero or it is not present, then this AVP shall not be present.

See table 8.1.2.1.1/5 for the contents of this information element.

	3GPP AAA Server Name
	3GPP-AAA- Server-Name
	C
	This AVP shall contain the Diameter address of the 3GPP AAA Server.

This AVP shall be sent when the user has been previously authenticated by another 3GPP AAA Server and therefore there is another 3GPP AAA Server serving the user.

	Result
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

The Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for SWx errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	Supported Features

(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


Table 8.1.2.1.1/5: Authentication Data content - response
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Item Number
	SIP-Item-Number
	C
	This information element shall be present in a SIP-Auth-Data-Item grouped AVP in circumstances where there are multiple occurrences of SIP-Auth-Data-Item AVPs, and the order in which they should be processed is significant.

In this scenario, SIP-Auth-Data-Item AVPs with a low SIP-Item-Number value should be processed before SIP-Auth-Data-Items AVPs with a high SIP-Item-Number value.

	Authentication Method
	SIP-AuthenticationScheme
	M
	This IE shall contain one of the values EAP-AKA or EAP-AKA'.



	Authentication Information 

AKA
	SIP-Authenticate
	M
	This IE shall contain, binary encoded, the concatenation of the authentication challenge RAND and the token AUTN. See 3GPP TS 33.203 [16] for further details about RAND and AUTN.



	Authorization Information

AKA
	SIP-Authorization
	M
	This IE shall contain binary encoded, the expected response XRES. See 3GPP TS 33.203 [16] for further details about XRES.



	Confidentiality Key

AKA
	Confidentiality-Key
	M
	This information element shall contain the confidentiality key CK or CK'. It shall be binary encoded.

	Integrity Key

AKA
	Integrity-Key
	M
	This information element shall contain the integrity key IK or IK'. It shall be binary encoded.


* * * Next Change * * * *

8.1.2.2.2
UE/PDN Registration/DeRegistration Notification

8.1.2.2.2.1
General

This procedure is used between the 3GPP AAA Server and the HSS. 

-
To register the current 3GPP AAA Server address in the HSS for a given non-3GPP user. This procedure is invoked by the 3GPP AAA Server after a new subscriber has been authenticated by the 3GPP AAA Server.

-
To de-register the current 3GPP AAA Server address in the HSS for a given non-3GPP user. This procedure is invoked when the 3GPP AAA Server removes the access information for a non-3GPP user after all sessions for the user (i.e. the STa, SWm, S6b sessions) have been terminated.

-
To download the subscriber profile to the 3GPP AAA Server on demand. This procedure is invoked when for some reason the subscription profile of a subscriber is lost.

-
To update the HSS with the identity and the PLMN ID of a dynamically allocated PDN GW as a result of the first PDN connection establishment associated to an APN.

Table 8.1.2.2.2.1/1: Non-3GPP IP Access Registration request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	 User-Name (See IETF RFC 3588 [7])
	M
	This information element shall contain the user IMSI and shall be formatted according to 3GPP TS 23.003 [14], clause 2.2.

	Server Assignment Type
	Server-Assignment-Type
	M
	This IE shall contain the type of procedure the 3GPP AAA Server requests in the HSS.

When this IE contains REGISTRATION value, the HSS shall perform a registration of the non-3GPP user.

When this IE contains USER_DEREGISTRATION / ADMINISTRATIVE_DEREGISTRATION / AUTHENTICATION_FAILURE / AUTHENTICATION_TIMEOUT the HSS shall de-register the non-3GPP user.

When this IE contains AAA_USER_DATA_REQUEST value, the HSS shall download the subscriber user profile towards the 3GPP AAA Server as part of 3GPP AAA Server initiated profile download request, but no registration shall be performed.

When this IE contains PGW_UPDATE value, the HSS shall check if the stored 3GPP AAA server name is the currently registered 3GPP AAA server for this same user and shall update the PGW identity for the non-3GPP user.

Any other value shall be considered as an error case.

	Routing Information 
	Destination-Host 
	C
	If the 3GPP AAA Server knows the HSS name this AVP shall be present. 

This information is available if the 3GPP AAA Server already has the HSS name stored. The HSS name shall be obtained from the Origin-Host AVP, which is received from the HSS as part of authentication response;

otherwise only the Destination-Realm is included so that it is resolved to an HSS address in an SLF-like function. Once resolved the Destination‑Host AVP shall be included with the suitable HSS address and it shall be stored in the 3GPP AAA Server for further usage.

	PGW identity
	MIP6-Agent-Info
	C
	This IE shall contain the identity of the dynamically allocated PDN GW and is included if the Server-Assignment-Type is set to PGW_UPDATE.

	PGW PLMN ID
	Visited-Network-Identifier
	C
	This IE contains the identity of the PLMN where the PDN-GW was allocated, in cases of dynamic PDN-GW assignment. It shall be present when the PGW Identity is present and does not contain an FQDN.

	Context Identifier
	Context-Identifier
	O
	This parameter shall identify the APN Configuration with which the reallocated PDN GW shall be correlated, and it may be included if it is available and the Server-Assignment-Type is set to PGW_UPDATE.

	APN Id
	Service-Selection
	C
	This information element shall contain the Network Identifier part of the APN, and it shall be included if the Server-Assignment-Type is set to PGW_UPDATE.

	Supported Features

(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Terminal Information
	Terminal-Information
	C
	The 3GPP AAA Server shall include this IE and set it to the user's Mobile Equipment Identity, if this information is available. 

This grouped AVP shall contain the IMEI AVP and, if available, the Software Version AVP, for a trusted or untrusted WLAN access.


Table 8.1.2.2.2.1/2: Non-3GPP IP Access Registration response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	User-Name (See IETF RFC 3588 [7])
	M
	This information element shall contain the user IMSI and shall be formatted according to 3GPP TS 23.003 [14], clause 2.2.

	Registration result
	Result-Code / Experimental-Result
	M
	This IE contains the result of the operation.

The Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for SWx errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	User Profile
	Non-3GPP-User-Data
	C
	This IE shall contain the relevant user profile. Section 8.2.3.1 details the contents of the AVP.

It shall be present when Server-Assignment-Type in the request is equal to AAA_USER_DATA_REQUEST or REGISTRATION and the Result-Code is equal to DIAMETER_SUCCESS.

	3GPP AAA Server Name
	3GPP-AAA- Server-Name
	C
	This AVP shall contain the Diameter address of the 3GPP AAA Server.

This AVP shall be present when the user has been previously authenticated by another 3GPP AAA Server and therefore there is another 3GPP AAA Server serving the user.

	Supported Features

(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


* * * Next Change * * * *

8.2.2.3
Non-3GPP IP Access Registration Procedure

The Server-Assignment-Request (SAR) command, indicated by the Command-Code field set to 301 and the 'R' bit set in the Command Flags field, is sent by the 3GPP AAA Server to the HSS; this corresponds to section 8.1.2.2.2. This command is also sent by the 3GPP AAA Server to restore the registration data and the dynamic data previously stored in HSS, which may have been lost after a restart; this corresponds to section 8.1.2.4.2.
Message Format

< Server-Assignment-Request > ::= 
< Diameter Header: 301, REQ, PXY, 16777265 >

< Session-Id >

{ Vendor-Specific-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]

{ Destination-Realm }

[ Service-Selection ]

[ Context-Identifier ]
[ MIP6-Agent-Info ] 
[ Visited-Network-Identifier ]
{ User-Name}
{ Server-Assignment-Type }
*[ Active-APN ]

[ OC-Supported-Features ]
*[ Supported-Features ]

[ Terminal-Information ]

…

*[ AVP ]

The Server-Assignment-Answer (SAA) command, indicated by the Command-Code field set to 301 and the 'R' bit cleared in the Command Flags field, is sent by the HSS to the 3GPP AAA Server to confirm the registration, de‑registration, user profile download or restoration procedure. The Result-Code or Experimental-Result AVP may contain one of the values defined in section 6.2 of 3GPP TS 29.229 [24] in addition to the values defined in RFC 3588 [7].

Message Format

< Server-Assignment-Answer > ::=

< Diameter Header: 301, PXY, 16777265 >

< Session-Id >

{ Vendor-Specific-Application-Id }

[ Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ User-Name}

[ Non-3GPP-User-Data ]

[ 3GPP-AAA-Server-Name ]

[ OC-Supported-Features ]
[ OC-OLR ]
*[ Supported-Features ]
…

*[ AVP ]

* * * End of Changes * * * *

