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1. Introduction
For the MONTE work item, CT4 has to decide on the protocol to be used on the T6a/b interface. This paper discusses the requirements on the T6a/b interface and analyses various protocols that can meet these requirements and concludes on a protocol that best suits the need.
2. Requirements on the T6a/b Interface
The primary requirement on the T6a/b interface is to report the monitored events to the SCEF. The following table explains the various events covered under the MONTE work and how the configuration and reporting of those events work.
	Sl.No
	MONTE Event
	How it works?
	Impacted Interfaces
	Impacted T6a/b Direction

	1
	Monitoring association between UE and UICC and IMEI(SV)
	- SCEF configures the monitoring event "Change of IMSI-IMEI(SV) Association" at HSS

- HSS is informed of IMEI change by MME as part of existing procedures defined in 3GPP TS 23.401

- HSS is informed of IMEI change by SGSN if Automatic Device Detection feature is turned on in the network as defined in 3GPP TS 23.060 clause 15.5

- HSS notifies the SCEF whenever there is a change of IMEI(SV) for a UE
	S6t Only

No impact on T6a/b
	None

	2
	UE Loss of Connectivity
	- SCEF configures the "UE Loss of Connectivity" event at the HSS

- HSS configures the same at the MME/SGSN through the Insert Subscription Data procedure along with the SCEF ID and SCEF Reference ID

- MME/SGSN reports the "UE Loss of Connectivity" event directly to the SCEF whenever the UE's Mobile Reachability Timer expires at the MME/SGSN 
	S6t, S6a, S6d, T6a/b
	MME/SGSN to SCEF

	3
	UE Reachability
	- SCEF configures the "UE Reachability" event at the HSS

- HSS configures the same at the MME/SGSN through the Insert Subscription Data procedure along with the SCEF ID and SCEF Reference ID

- MME/SGSN reports the UE reachability event directly to the SCEF whenever the UE establishes signaling contact with the MME/SGSN (through TAU/RAU/Service Request procedures)
	S6t, S6a, S6d, T6a/b
	MME/SGSN to SCEF

	4
	Location Reporting
	- SCEF configures the "Location Reporting" event and the granularity level of the location reporting at the HSS

- HSS configures the same at the MME/SGSN through the Insert Subscription Data procedure along with the SCEF ID and SCEF Reference ID

- MME/SGSN reports the location change to the SCEF when the requested granularity of location changes

- Alternatively SCEF can also ask the PCRF (through the Rx interface) to report the location changes by PCRF provisioning the location reporting procedure through the Gx/S5-S8/S11-S4 interfaces
	S6t, S6a, S6d, T6a/b, Rx
	MME/SGSN to SCEF

	5
	Roaming Status
	- SCEF asks the HSS to provide the roaming status of the UE

- HSS returns whether the UE is roaming or not roaming and the serving PLMN, if the SCEF had requested the Serving PLMN to be reported and if the operator policy permits.
	S6t Only

No impact on T6a/b
	None

	6
	Communication Failure
	- SCEF configures the "Communication Failure" event at the HSS

- HSS configures the same at the MME/SGSN through the Insert Subscription Data procedure along with the SCEF ID and SCEF Reference ID

- Whenever the MME/SGSN detects a bearer creation failure / update failure / bearer deletion due to RAN/NAS conditions the event is reported to the SCEF

- Alternatively, SCEF can also ask the PCRF to report the RAN/NAS failure case through the Rx instead of configuring the event through HSS and getting reported through T6a/b
	S6t, S6a, S6d, T6a/b, Rx
	MME/SGSN to SCEF

	7
	Availability after DDN Failure (HLCom)
	- SCEF configures the "Availability after DDN failure" event at the HSS for a UE

- HSS configures the same at the MME/SGSN through the Insert Subscription Data procedure along with the SCEF ID and SCEF Reference ID

- Whenever MME/SGSN rejects a DDN message from SGW due to UE not available for paging, the MME/SGSN will locally set a flag that SCEF needs to be reported as soon as UE contacts the network

- MME/SGSN reports the UE reachability event directly to the SCEF whenever the UE establishes signaling contact with the MME/SGSN (through TAU/RAU/Service Request procedures)
	S6t, S6a, S6d, T6a/b
	MME/SGSN to SCEF

	8
	Number of UEs in a given location
	- SCEF asks all the MME/SGSN in a pool to provide the number of UEs in a given location

- Each MME/SGSN returns a count of the number of UEs under the requested location
	T6a/b
	SCEF to MME/SGSN and

MME/SGSN to SCEF


Requirements for Roaming Case:
As per stage 2 the roaming architecture for MONTE when the SCEF is in the HPLMN and the MME/SGSN are in the VPLMN is as given below
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Some of the key aspects of this roaming architecture are:

· T6ai/bi and T7 use the same protocol(s) as T6a/b

· Only MME/SGSN connects to IWK-SCEF for Rel-13 (other NE may be allowed to connect to IWK-SCEF in Rel-13 if FASMO changes are detected at next mtgs)

· IWK-SCEF also performs normalization of reports (changing cause codes, location mapping etc)
· IWK-SCEF also optionally generates charging records

· In this case, IWK-SCEF also receives the MONTE event configurations from MME/SGSN

· Hence for this case the protocol on T6ai/bi needs to support MME/SGSN sending the MONTE event configuration to the IWK-SCEF
3. Requirements on the Protocol
The following are the requirements on the protocol
1. The protocol should allow the ability to proxy (for IWK-SCEF to act as the proxy / aggregating node)

2. The protocol should support notifications (for event reporting) and query / response (for item #8 in the table above)

3. The protocol should support configuring events at the proxy node, i.e messages explicitly destined to the proxy node (to support the requirement highlighted in yellow above)
4. The protocol should be easy to extend, in case new events need to be reported in future. One of the core necessities for the MONTE and AESE work item is to allow the network operators expose 3GPP functions to external applications and hence monetize the network. The protocol should be simple and extendable enough for an operator to easily add custom events and roll out the service in a short time instead of waiting for the feature to be developed by the vendor, test it and deploy it, which usually takes few months. 
5. The protocol should support simple encoding and decoding rules

6. The protocol should have built in security mechanisms so that across roaming interface, security is not an issue.

7. The protocol should aid easy conversion of information received on T6a/b to the northbound interface from SCEF to the application layer.

8. Simple error handling mechanism.
4. Protocol Evaluation
For the purpose of evaluating a protocol for the above requirements, the following protocols are considered
1. Diameter

2. RESTFul HTTP

3. TLV encoding over SCTP

4. TLV encoding over UDP

ASN.1 encoding over SCTP transport is not considered appropriate for this interface, since the requirements on T6a/b are simple and ASN.1 though efficient in bandwidth utilization is much complex to implement and deploy. 
	Sl.No
	Required Functionality
	Protocol

	
	
	Diameter
	RESTFul HTTP
	TLV over SCTP
	TLV over UDP

	1
	Proxying Capability
	Yes – Proxy DRA can act as a IWK-SCEF
	Yes – HTTP Proxy can act as a IWK-SCEF
	IWK-SCEF needs to be the SCTP connection termination point for MME/SGSN. IWK-SCEF needs to open up the application payload, modify it and resend it to SCEF 
	IWK-SCEF needs to be the UDP endpoint for MME/SGSN. IWK-SCEF needs to open up the application payload, modify it and resend it to SCEF.

	2
	Query / Response Mechanism
	Supported
	Supported
	Supported
	Supported

	3
	Event Notifications
	Supported
	Supported through HTTP POST and PUT
	Possible to support
	Possible to support

	4
	Event configuration at IWK-SCEF
	Can be supported through a MME/SGSN to IWK-SCEF specific DIAMETER transaction
	Can be supported through HTTP POST
	Possible to support
	Possible to support

	5
	Ease of extension by Operator within a short time
	Poor
	Excellent. Custom events can be delivered by writing scripts at the MME/SGSN, parsing the locally available information and posting the content in JSON / XML to the SCEF
	Poor
	Poor

	6
	Integration effort at MME/SGSN
	Easy (Diameter stack already natively supported)
	Though new to MME/SGSN, many lightweight embedded HTTP stacks are available. Can be easily integrated into the software stack of  MME/SGSN
	Easy (SCTP stack already natively supported)
	Easy

	7
	Built in security mechanisms
	Yes (RFC 6733 talks about using TLS / IPSec for security)
	Yes (HTTP over TLS – HTTPS – is well specified)
	Needs to be defined (mostly over IPSec)
	Needs to be defined (mostly over IPSec)

	8
	Ease of conversion of event report from T6a/b to northbound interface towards application at the SCEF
	Requires conversion logic from Diameter AVP to JSON/XML encoding
	SCEF to application interface is already REST based and uses JSON encoding. So conversion is native and simple
	Requires conversion logic from TLV to JSON/XML
	Requires conversion logic from TLV to JSON/XML

	9
	Data Representation
	Binary
	JSON (or XML)
	Binary
	Binary

	10
	Error handling
	Well defined
	HTTP error codes and response codes are well defined
	Needs to be defined
	Needs to be defined

	11
	Encoding efficiency
	Good
	Moderate for JSON
Poor for XML
	Good
	Good

	12
	Connection Management
	Semi Persistent TCP / SCTP connection to be maintained between MME/SGSN and SCEF
	HTTP1.1 supports persistent TCP connections with configurable KeepAliveTimeout. Suggested to keep longer duration persistent TCP connections [Refer section 5.2 of 3GPP TS 29.201]
	Semi Persistent SCTP Connection
	No connection


As can be seen from the table all protocols compare equally well on all aspects except for the differences on the following aspects

1. Ease of extension by operator within a short time

2. Ease of conversion of the event report information from T6a/b to the northbound interface at SCEF

3. Encoding efficiency
Considering that the purpose of MONTE and AESE work items are to help operators monetize the wealth of information available in the 3GPP network, the selected protocol should be a developer friendly and easy to extend by the operator. Taking this into consideration, it is preferred that T6a/b uses RESTFul HTTP with JSON encoding. If encoding efficiency is desired, then there are binary encoding mechanisms like CBOR (IETF RFC 7049), which are a lot more efficient than JSON can also be considered.
4. Conclusion
Based on the above discussion it is proposed to consider a RESTFul HTTP protocol with JSON encoding for the T6a/b interface.
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Annex – Study of RESTFul HTTP for T6a/b
The following are the general guides for the RESTFul interface

1. Monitored events shall be represented by separate resources at the SCEF (i.e separate URL for each monitored event)

2. This helps in mapping a monitoring configuration delete to a resource delete at the SCEF (i.e URL is deleted and will no longer be valid)

3. SCEF Reference ID sent to the HSS is an octet string and is nothing but the resource URL

4. Even for events that are directly delivered from HSS over S6t, an URL based SCEF Reference ID serves as just a lookup key at SCEF to map the delivered event to a registered event. 

Keeping these general guidelines, the following table provides a mapping of each requirement to how it can be achieved through RESTFul HTTP with JSON encoding.
NOTE:
The following table is only for analysis purpose. It doesn’t mandate that the exact URL scheme / HTTP verbs / result codes be used. Those aspects can be discussed during the normative phase if HTTP based T6a/b interface is agreed.

	Sl.No
	Procedure Description
	HTTP Verb
	Mapping of parameters to JSON

	1
	UE Loss of Connectivity Reporting

When SCEF configures this event the SCEF Reference ID parameter shall be sent in the form of a URL like:

http(s)://scefhostid/ue-reference-id/events/ue-loss-of-connection

The events posted by MME/SGSN to the SCEF shall be on this URL
	PUT
	Normal HTTP Response Codes: 200 (OK)

Error HTTP Response Codes: Bad Request (400), Forbidden (403), URL not found (404)

	
	
	
	Parameter
	Data type
	Description

	
	
	
	No JSON parameter for this event. The URL itself serves as the SCEF Reference ID. Sending a HTTP PUT request on that URL is an indication of the event occurring.

	2
	UE Reachability

When SCEF configures this event the SCEF Reference ID parameter shall be sent in the form of a URL like:

http(s)://scefhostid/ue-reference-id/events/ue-reachability

The events posted by MME/SGSN to the SCEF shall be on this URL
	PUT
	Normal HTTP Response Codes: 200 (OK)

Error HTTP Response Codes: Bad Request (400), Forbidden (403), URL not found (404)

	
	
	
	Parameter
	Data type
	Description

	
	
	
	No JSON parameter for this event. The URL itself serves as the SCEF Reference ID. Sending a HTTP PUT request on that URL is an indication of the event occurring.

	3
	Location Reporting

When SCEF configures this event the SCEF Reference ID parameter shall be sent in the form of a URL like:

http(s)://scefhostid/ue-reference-id/events/location

The events posted by MME/SGSN to the SCEF shall be on this URL
	PUT
	Normal HTTP Response Codes: 200 (OK)

Error HTTP Response Codes: Bad Request (400), Forbidden (403), URL not found (404)

	
	
	
	Parameter
	Data type
	Description

	
	
	
	tai
	Number
	Carries the tracking area identity (if TAI level accuracy of reporting was requested in the MONTE event configuration)

	
	
	
	ecgi
	Number
	Carries the E-UTRAN Cell Global Identifier (if cell level accuracy of reporting was requested in the MONTE event configuration)

	
	
	
	endoeb_id
	Number
	Carries the eNodeB Identifier (if eNB level accuracy of reporting was requested in the MONTE event configuration)

	
	
	
	rai
	Number
	Carries the routing area identifier (if RAI level accuracy of reporting was requested in the MONTE event configuration)

	
	
	
	cgi
	Number
	Carries the GERAN Cell Global Identifier (if cell level accuracy of reporting was requested in the MONTE event configuration)

	
	
	
	sai
	Number
	Carries the UTRAN Service Area Identifier (if SAI level accuracy of reporting was requested in the MONTE event configuration)

	
	
	
	pra_id
	Number
	Carries the Presence reporting area identifier (if PRA level  accuracy of reporting accuracy of reporting was requested in the MONTE event configuration)

	
	
	
	Sample JSON Encoding:

{

     "location": {

            "tai": 5

            "ecgi": 90

            "enodeb_id": 25

     }

} 

	4
	Communication Failure

When SCEF configures this event the SCEF Reference ID parameter shall be sent in the form of a URL like:

http(s)://scefhostid/ue-reference-id/events/comm-failure
The events posted by MME/SGSN to the SCEF shall be on this URL
	PUT
	Normal HTTP Response Codes: 200 (OK)

Error HTTP Response Codes: Bad Request (400), Forbidden (403), URL not found (404)

	
	
	
	Parameter
	Data type
	Description

	
	
	
	s1ap_cause
	Integer
	RAN cause code

	
	
	
	emm_cause
	Integer
	EMM NAS cause code

	
	
	
	esm_cause
	Integer
	ESM NAS cause code

	
	
	
	diameter_cause
	Integer
	Diameter cause code (applicable for ePDG / TWAG – but both currently not in scope of MONTE)

	
	
	
	ikev2_cause
	Integer
	IKEv2 cause code (applicable for ePDG– but currently not in scope of MONTE)

	
	
	
	Sample JSON encoding:

{

     "communication_failure_cause": {

           "ran_cause": 3

           "esm_cause": 36
     }

}

	5
	Availability after DDN Failure (HLCom)
When SCEF configures this event the SCEF Reference ID parameter shall be sent in the form of a URL like:

http(s)://scefhostid/ue-reference-id/events/ue-reachability

The events posted by MME/SGSN to the SCEF shall be on this URL
	PUT
	This is a reuse of the UE reachability event (only on the event reporting part)

	6
	Number of UEs in a given location

The SCEF acts as the HTTP client for this request and issues the HTTP GET request to the MME/SGSN

Each MME and SGSN shall have the URI resource

http(s)://mmehost/ues-in-location

upon which the GET request is made
	GET
	Normal HTTP Response Codes: 200 (OK)

Error HTTP Response Codes: Bad Request (400), Forbidden (403), URL not found (404)

Request Parameters:

	
	
	
	Parameter
	Data type
	Description

	
	
	
	tai
	Number
	Tracking area identifier

	
	
	
	ecgi
	Number
	EUTRAN Cell Global Identifier

	
	
	
	enodeb_id
	Number
	eNodeB Identifier

	
	
	
	cgi
	Number
	GERAN Cell Global Identifier

	
	
	
	rai
	Number
	Routing Area Identifier

	
	
	
	sai
	Number
	UTRAN Service Area Identifier

	
	
	
	pra_id
	Number
	Presence Reporting Area Identifier

	
	
	
	Response Parameters:

	
	
	
	Parameter
	Data type
	Description

	
	
	
	number_of_ues
	Number
	Provides a count of the number of UEs in the requested location

	
	
	
	Sample JSON Encoding:

Request:

{

     "location": {

            "tai": 5,
            "enodeb_id": 25

     }

}

The above request queries the number of UEs in eNodeB ID 25 and are campted on TAI 5 (one eNB can serve multiple TAIs)

Response:

{

    "number_of_ues": 100

}

	7
	MME/SGSN configuring the event at IWK-SCEF

For this case the MME/SGSN acts as the HTTP client and the IWK-SCEF as the HTTP server. For event reporting, the IWK-SCEF will act as the proxy server

The URL to which the request is posted is:

http(s)://iwk-scefhost/scefhostid/ue-reference-id/events/
	POST
	Normal HTTP Response Codes: 201 (Created), 200 (OK) – for one time events, for which IWK-SCEF only acts as a normalizing node and doesn’t need to create the resource

Error HTTP Response Codes: Bad Request (400), Forbidden (403), Un authorized (401)

Request Parameters:

	
	
	
	Parameter
	Data type
	Description

	
	
	
	event_name
	String
	Name/Type of the event resource. Represents which event is configured for reporting (loss of connectivity, location reporting, UE reachability etc). Subsequent event reporting will happen on the resources http(s)://scefhostid/ue-reference-id/events/<value-of-event-name-created>

	
	
	
	max_number_of_reports
	Number
	Maximum number of reports expected. A value of 1 means it’s a one time report and hence resource need not be created at IWK-SCEF. Only normalization of requested parameters expected

	
	
	
	monitoring_duration
	Number
	The monitoring duration in seconds

	
	
	
	chargeable_party_id
	String
	The chargeable party identifier

	
	
	
	event_data
	object
	Data specific to the event, in case its one time reporting and IWK-SCEF is involved only for normalization of event

	
	
	
	Response Parameters:

	
	
	
	Parameter
	Data type
	Description

	
	
	
	event_name
	String
	Name of the event for which the event_data provides the normalized values
For continuous monitoring case the event_name in a 201 (Created) response indicates the name of the resource created under http(s)://iwk-scefhost/scefhostid/ue-reference-id/events/ - so that this URL can be directly referenced for future updates / deletes to the event configuration

	
	
	
	event_data
	Object
	Normalized event data values

	
	
	
	Sample JSON Request:

{

     "event_name": "location",

      " max_number_of_reports": 10,

      " chargeable_party_id": "sponsorname",

      "event_data": {

              "tai": 5,

              "enodeb_id": 25

       }

}

Sample JSON Response:

{

    "event_name": "location",

    "event_data": {

              "tai": 5,

    }

}



	8
	MME/SGSN deleting an event configuration at IWK-SCEF

MME/SGSN sends a HTTP DELETE request to the URL 

http(s)://iwk-scefhost/scefhostid/ue-reference-id/events/<event_name>
	DELETE
	Normal HTTP Response Codes: 200 (OK)

Error HTTP Response Codes: Bad Request (400), URL not found (404)




