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* * * Next Change * * * *
5.X
Prose Authentication Information Retrieval
5.X.1
General
The Authentication Information Retrieval procedure shall be used by the Prose Function to request Authentication Information from the HSS when the network option with a Prose Function with bootstrapping entity as described in Annex F.4 of 3GPP TS 33.303 [yy] is applied. The procedure shall be invoked by the ProSe Function.
The authentication scheme used with this procedure shall be "Digest-AKAv1-MD5".
This procedure is mapped to the commands Multimedia-Auth-Request/Answer (MAR/MAA) in the Diameter application specified in clause 6. Tables 5.X.1-1, 5.X.1-2 and 5.X.1-3 detail the involved information elements.
Table 5.X1.1-1: Prose Authentication Information Retrieval Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI


	User-Name (See IETF RFC 3588 [4])
	M
	This information element shall contain the user IMSI, formatted according to 3GPP TS 23.003 [7], clause 2.2.

	Supported Features
(See 3GPP TS 29.229 [6])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


Table 5.X.1-2: Prose Authentication Information Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result

(See 6.4)
	Result-Code / Experimental-Result
	M
	This IE shall contain the Result-Code AVP to indicate success / errors as defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for PC4a errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable in this case:

- User Unknown;
- Authentication Data Unavailable.

	Supported Features

	Supported-Features
(See 3GPP TS 29.229 [6])
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Authentication Data

	SIP-Auth-Data-Item
(See 6.3.Ya)
	C
	See Table 5.X.1-3 for the contents of this information element for IMS-AKA.


Table 5.X.1-3: Authentication Data content for Digest-AKA

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Item-Number
	SIP-Item-Number
(See 6.3.Yb)
	C
	This information element shall be present in a SIP-Auth-Data-Item grouped AVP in circumstances where there are multiple occurrences of SIP-Auth-Data-Item AVPs, and the order in which they should be processed is significant. In this scenario, SIP-Auth-Data-Item AVPs with a low SIP-Item-Number value should be processed before SIP-Auth-Data-Items AVPs with a high SIP-Item-Number value.

In the current specification, only the value 1 is used.

	Authentication Scheme


	SIP-Authentication-Scheme
(See 6.3.Yb)
	M
	Authentication scheme. It shall contain "Digest-AKAv1-MD5". 

	Authentication Information


	SIP-Authenticate
(See 6.3.Yc)


	M
	It shall contain, binary encoded, the concatenation of the authentication challenge RAND and the token AUTN. See 3GPP TS 33.203 [xx] for further details about RAND and AUTN. The Authentication Information has a fixed length of 32 octets; the 16 most significant octets shall contain the RAND, the 16 least significant octets shall contain the AUTN.

	Authorization Information


	SIP-Authorization
(See 6.3.Yd)
	M
	It shall contain, binary encoded, the expected response XRES. See 3GPP TS 33.203 [xx] for further details about XRES.

	Confidentiality Key


	Confidentiality-Key
(See 6.3.Ye)
	M
	This information element shall contain the confidentiality key. It shall be binary encoded.

	Integrity Key


	Integrity-Key
(See 6.3.Yf)
	M
	This information element shall contain the integrity key. It shall be binary encoded.


NOTE:
As the "Digest-AKAv1-MD5" scheme is used over the Cx interface, information elements and AVPs described in 3GPP TS 29.228 [9] and 3GPP TS 29.229 [6] for this scheme are reused in this specification.    
5.X.2
Detailed behaviour of the Prose Function
The Prose Function shall make use of this procedure in order to retrieve one Authentication Vector at a time from the HSS to be used with the "Digest-AKAv1-MD5" authentication scheme.

5.X.3
Detailed behaviour of the HSS
The HSS shall, in the following order (in case of an error in any of the steps the HSS shall stop processing and return the corresponding error code):

1.
Check that the IMSI exists in the HSS. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

2.
The HSS shall then request the AuC to generate the corresponding requested authentication vector (AV).
If no corresponding pre-computed AV is available, and the AuC is unable to calculate any corresponding AV due to unknown failures, such as an internal database error, Experimental -Result-Code shall be set to DIAMETER_AUTHENTICATION_DATA_UNAVAILABLE. The Prose Function may request authentication vectors again.

3.
The HSS shall then download this authentication vector to the Prose Function.

Exceptions to the cases specified here shall be treated by HSS as error situations, Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY. No authentication information shall be returned.

* * * Next Change * * * *
6.2.2
Command-Code Values

This section defines Command-Code values for the PC4a interface application as allocated by IANA.

Every command is defined by means of the ABNF syntax IETF RFC 5234 [8], according to the rules in IETF RFC 3588 [3]. In the case, the definition and use of an AVP is not specified in this document, the guidelines in IETF RFC 3588 [3] shall apply. 
The following Command Codes are defined in this specification:

Table 6.2.2-1: Command-Code values for PC4a
	Command-Name
	Abbreviation
	Code
	Section

	ProSe-Subscriber-Information-Request
	PIR
	8388664
	6.2.3

	ProSe-Subscriber-Information-Answer
	PIA
	8388664
	6.2.4

	Update-ProSe-Subscriber-Data-Request
	UPR
	8388665
	6.2.5

	Update-ProSe-Subscriber-Data-Answer
	UPA
	8388665
	6.2.6

	ProSe-Notify-Request
	PNR
	8388666
	6.2.7

	ProSe-Notify-Answer
	PNA
	8388666
	6.2.8

	Reset-Request
	RSR
	322
	6.2.9

	Reset-Answer
	RSA
	322
	6.2.10

	ProSe-Initial-Location-Information-Request
	PSR
	8388713
	6.2.11

	ProSe-Initial-Location-Information-Answer
	PSA
	8388713
	6.2.12

	Multimedia-Auth-Request 
	MAR
	303
	6.2.x

	Multimedia-Auth-Answer
	MAA
	303
	6.2.y


For these commands, the Application-ID field shall be set to 16777336 (application identifier of the PC4a interface application, allocated by IANA).
* * * Next Change * * * *
6.2.x
Multimedia-Auth-Request (MAR) Command

The Multimedia-Auth-Request (MAR) command, indicated by the Command-Code field set to 303 and the 'R' bit set in the Command Flags field, is sent from the Prose Function  to the HSS. 

Message Format

< Multimedia-Auth-Request> ::=
< Diameter Header: 303, REQ, PXY, 16777336 >

< Session-Id >

[ Vendor-Specific-Application-Id ]

{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]

{ Destination-Realm }

{ User-Name }

[ OC-Supported-Features ]

*[Supported-Features]

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]
6.2.y
Multimedia-Auth-Answer (MAA) Command

The Multimedia-Auth-Answer (MAA) command, indicated by the Command-Code field set to 303 and the 'R' bit cleared in the Command Flags field, is sent from the HSS to the Prose Function 
Message Format

< Multimedia-Auth-Answer> ::=
< Diameter Header: 303, PXY, 16777336 >

< Session-Id >

[ Vendor-Specific-Application-Id ]
[ Result-Code ]

[ Experimental-Result ] 

{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features ]
[ OC-OLR ]
* [Supported-Features] 

[SIP-Auth-Data-Item]

*[ AVP ]
*[ Failed-AVP ]
*[ Proxy-Info ]

*[ Route-Record ]
* * * Next Change * * * *
6.3.1
General
The following table specifies the Diameter AVPs defined for the PC4a interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).
Table 6.3.1-1: PC4a specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	ProSe-Subscription-Data
	3701
	6.3.2
	Grouped
	M,V
	
	
	
	No

	ProSe-Permission
	3702
	6.3.3
	Unsigned32
	M,V
	
	
	
	No

	ProSe-Allowed-PLMN
	3703
	6.3.4
	Grouped
	M,V
	
	
	
	No

	ProSe-Direct-Allowed
	3704
	6.3.5
	Unsigned32
	M,V
	
	
	
	No

	UPR-Flags
	3705
	6.3.6
	Unsigned32
	M,V
	
	
	
	No

	PNR-Flags
	3706
	6.3.7
	Unsigned32
	M,V
	
	
	
	No

	ProSe-Initial-Location-Information
	3707
	6.3.9
	Grouped
	M,V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as "M", indicates whether support of the AVP is required. The AVP header bit denoted as "V", indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [3]. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table specifies the Diameter AVPs re-used by the PC4a interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within PC4a. 
Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 6.3.1-2, but they may be re-used for the PC4a protocol.
Table 6.3.1-2: PC4a re-used Diameter AVPs

	Attribute Name
	Reference
	Comments
	M-bit

	Visited-PLMN-Id
	3GPP TS 29.272 [10]
	
	

	Supported-Features
	3GPP TS 29.229 [6]
	
	

	Feature-List-ID
	3GPP TS 29.229 [6]
	
	

	Feature-List
	3GPP TS 29.229 [6]
	
	

	User-Id
	3GPP TS 29.272 [10]
	See subclause 6.3.8
	

	Reset-ID
	3GPP TS 29.272 [10]
	
	

	MSISDN
	3GPP TS 29.329 [12]
	
	

	MME-Name
	3GPP TS 29.173 [14]
	See subclause 6.3.10
	

	E-UTRAN-Cell-Global-Identity
	3GPP TS 29.272 [10]
	
	

	Tracking-Area-Identity
	3GPP TS 29.272 [10]
	
	

	Age-Of-Location-Information
	3GPP TS 29.272 [10]
	
	

	OC-Supported-Features
	IETF draft-ietf-dime-ovli-04 [15]
	See subclause 6.3.11
	Must set

	OC-OLR
	IETF draft-ietf-dime-ovli-04 [15]
	See subclause 6.3.12
	Must set

	SIP-Auth-Data-Item
	3GPP TS 29.229 [6]
	See subclause 6.3.Ya
	

	SIP-Item-Number
	3GPP TS 29.229 [6]
	See subclause 6.3.Yaa
	

	SIP-Authentication-Scheme
	3GPP TS 29.229 [6]
	See subclause 6.3.Yb
	

	SIP-Authenticate
	3GPP TS 29.229 [6]
	See subclause 6.3.Yc
	

	SIP-Authorization
	3GPP TS 29.229 [6]
	See subclause 6.3.Yd
	

	Confidentiality-Key
	3GPP TS 29.229 [6]
	See subclause 6.3.Ye
	

	Integrity-Key
	3GPP TS 29.229 [6]
	See subclause 6.3.Yf
	

	NOTE 1:
The M-bit settings for re-used AVPs override those of the defining specifications that are referenced. Values include: "Must set", "Must not set". If the M-bit setting is blank, then the defining specification applies. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


* * * Next Change * * * *
6.3.Ya
SIP-Auth-Data-Item
The SIP-Auth-Data-Item is of type Grouped and it shall contain the authentication information related to one authentication vector. This AVP is originally defined in 3GPP TS 29.229 [6].
AVP format:
SIP-Auth-Data-Item :: = < AVP Header : 612 10415 >

[ SIP-Item-Number ]

[ SIP-Authentication-Scheme ]

[ SIP-Authenticate ]

[ SIP-Authorization ]

[ Confidentiality-Key ]

[ Integrity-Key ]
* [AVP]
6.3.Yaa
SIP-Item-Number
The SIP-Item-Number AVP is of type Unsigned32. Its content is defined in Table 5.X.1-3. This AVP is originally defined in 3GPP TS 29.229 [6].
6.3.Yb
SIP-Authentication-Scheme AVP

The Authentication-Scheme AVP is of type UTF8String and indicates the authentication scheme used. Its content and encoding is defined in Table 5.X.1-3. This AVP is originally defined in 3GPP TS 29.229 [6].
6.3.Yc
SIP-Authenticate AVP

The SIP-Authenticate AVP is of type OctetString. Its content and encoding is described in Table 5.X.1-3. This AVP is originally defined in 3GPP TS 29.229 [6].
6.3.Yd
SIP-Authorization AVP

The SIP-Authorization AVP is of type OctetString. Its content and encoding is described in Table 5.X.1-3. This AVP is originally defined in 3GPP TS 29.229 [6].
6.3.Ye
Confidentiality-Key AVP

The Confidentiality-Key is of type OctetString, and contains the confidentiality key (CK), This AVP is originally defined in 3GPP TS 29.229 [6].
6.3.Yf
Integrity-Key AVP

The Integrity-Key is of type OctetString, and contains the Integrity Key (IK). This AVP is originally defined in 3GPP TS 29.229 [6].
* * * Next Change * * * *
6.4.X
Transient Failures
Result codes that fall within the transient failures category shall be used to inform a peer that the request could not be satisfied at the time it was received and may be satisfied in the future. The Result-Code AVP values defined in Diameter Base Protocol RFC 3588 [4] shall be applied. When one of the result codes defined here is included in a response, it shall be inside an Experimental-Result AVP and the Result-Code AVP shall be absent.
6.4.X.1
DIAMETER_AUTHENTICATION_DATA_UNAVAILABLE (4181)
This result code shall be sent by the HSS to indicate that an unexpectedly transient failure occurred during the authentication data retrieval. The requesting node can try the request again in the future.
* * * End of Changes * * * *

