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Introduction

This document proposes a technical solution to fulfil the objectives of the Work Item on Mobile Equipment Identity signalling over WLAN (C4-150703).
Discussion

The following signalling extensions are considered to convey to the EPC, over the WLAN access, the IMEI (or IMEISV), if available, of devices accessing a trusted or untrusted WLAN:
1. Extensions to carry the IMEI from the UE to the 3GPP AAA Server, for trusted and untrusted WLAN 

2. Potential STa, SWm, SWx and S6b extensions to carry the IMEI between the TWAN/ePDG and the 3GPP AAA Server, and between the 3GPP AAA Server and the HSS

3. S2a and S2b extensions to carry the IMEI from the TWAN or ePDG to the PGW

4. Gx extensions to carry the IMEI from the PGW to the PCRF (in addition to the IMSI)

The salient aspect of the discussion is how to signal the IMEI from the UE to the TWAN/ePDG and 3GPP AAA Server, i.e. the points 1 and 2 above. The items 3 and 4 are straightforward and do not cause any particular problem.
One possible solution consists in signalling the IMEI from the UE to the 3GPP AAA Server via EAP-AKA or EAP-AKA', for both untrusted and trusted WLAN accesses, and both Single-Connection mode and Multi-Connection modes for trusted WLAN access. The 3GPP AAA Server can then forward the IMEI to the TWAN or ePDG and the HSS, over the STa, SWm and SWx reference points: 

· EAP-AKA'  has already been extended, as defined in subclause 8.2 of IETF RFC 4187 [33], for negotiating the TWAN connection mode and other connectivity parameters during the EAP-AKA' access authentication. EAP-AKA (and EAP-AKA') protocol can be further extended with a new attribute to convey the IMEI/IMEISV from the UE to the 3GPP AAA Server;
IETF RFC 7458 (Informational) provides a mechanism to carry IMEI over EAP, via the AT_MN_SERIAL_ID attribute, which could be leveraged here.

· the Authentication and Authorization Answer message over the STa and SWm reference points can be extended with a new Termination-Information IE/AVP, to forward the IMEI from the 3GPP AAA Server to the TWAN/ePDG. 
Note: This AVP is already specified over the STa reference point in TS 29.273, but from the non-3GPP access to the 3GPP AAA Server. 
· the Non-3GPP IP Access Registration Request procedure over the SWx reference point can be enhanced with a new Terminal-Information AVP (conveying the IMEI/IMEISV), to forward the IMEI from the 3GPP AAA Server to the HSS (when registering the 3GPP AAA Server in the HSS). 
The IMEI (IMEISV) needs to be sent confidentiality protected over the WLAN access. In this solution, the IMEI is sent in EAP-AKA/AKA', itself ciphered in IKEv2 or by the trusted WLAN:
· For an untrusted WLAN access, IKEv2 provides confidentiality and integrity protection of EAP-AKA messages sent inside the IKE_AUTH messages (both Request and Response) – see subclause 8.2.2 of TS 33.402. The IMEISV can be sent securely in the IKE_AUTH message, within the EAP-AKA payload. The call flow and related details are reminded for information in the annex of this document.
· For a trusted WLAN access, the radio keys are derived from EAP-AKA'. The IMEI can be sent ciphered at step 16 of the related call flow, using the security materials produced by the EAP-AKA algorithm, see subclause 6.2 of TS 33.402. Likewise, for a fast re-authentication procedure, the  IMEI can be sent protected in step 6, using the AT_ENCR_DATA attribute, see subclause 6.3.1 of TS 33.402.
The call flows and related details are reminded for information in the annex of this document.
NOTE: the 3GPP AAA Server will not get the IMEI on time for inclusion in the Authentication Request message over the SWx interface. But this is not a problem as the IMEI would be signalled to the HSS via the Non-3GPP IP Access Registration procedure (for a UE accessing the EPC via a WLAN). Likewise, for a 3GPP access, it is not possible for the MME/SGSN to signal the IMEI in the Authentication Information Request message, but the MME/SGSN does so in the Update Location Request message over the S6a/S6d interfaces – see 3GPP TS 29.272.
This solution minimizes the overall system impacts (UE, TWAN, ePDG, 3GPP AAA Server) as it defines a single method for signalling the IMEI from the UE to the 3GPP AAA Server, which applies to both untrusted and trusted WLAN accesses, and to both Single-Connection mode and Multi-Connection mode. 

It also allows the 3GPP AAA Server to retrieve the IMEI during the authentication and authorization procedure, i.e. at the earliest time when the UE accesses the network via the WLAN, which allows, in future, the possibility to support IMEI checking  procedures, even for UE just intending to perform NSWO, and (for EPC access) before the UE starts requesting the establishment of PDN connection (e.g. for UE accessing the TWAN in multi-connection mode).

This solution requires the 3GPP AAA Server to support the new EAP-AKA and STa/SWm extensions. I.e. the IMEI won't be available to any other nodes in the network (e.g. TWAN, ePDG, PGW…) until these (minor) updates are supported by the 3GPP AAA Server. So this creates one dependency on the 3GPP AAA Server implementation in the HPLMN for the VPLMN to be able to use the IMEI.

A possible alternative solution could consist in signalling the IMEI from the UE to the TWAN or ePDG, and to then forward the IMEI from the TWAN or ePDG to the 3GPP AAA Server:
· for an untrusted WLAN access:

· IKEv2 could be extended with a new IKEv2 Configuration Payload attribute in the IKE_AUTH_Request to convey the IMEI/IMEISV from the UE to the ePDG; 

· the Authentication and Authorization Request message over the SWm reference point (or the S6b Authorization Request) could then be extended with a new Termination-Information IE/AVP, to forward the IMEI from the ePDG to the 3GPP AAA Server. 

· for a trusted WLAN access:  

· for the Single-Connection mode, the IMEI can only be sent to the network, and specifically to the 3GPP AAA Server, via EAP-AKA' extensions (cf the first solution)
· For the Multi-Connection mode, the IMEI can either be sent to 
· the 3GPP AAA Server via EAP-AKA' extensions (cf the first solution), or 
· to the TWAN using a new WLCP attribute during the PDN connection establishment and with an extension of the S6b Authorization Request message to convey the IMEI from the PGW to the 3GPP AAA Server.
This solution would however cause more system impacts (UE, TWAN, ePDG, 3GPP AAA Server) as different methods would be used for signalling the IMEI from the UE to the TWAN/ePDG and 3GPP AAA Server. Besides, methods relying on WLCP signalling and/or S6b signalling extensions would defer the availability of the IMEI at the 3GPP AAA Server until the UE establishes a PDN connection, i.e. after the completion of the authentication and authorization procedure, which would be too late if/when introducing IMEI checking in future, and which would also prevent the EPC and 3GPP AAA Server from getting the IMEI when the UE only performs NSWO. 

Conclusion

It is proposed to retain the first solution, i.e.: 

· to signal the IMEI from the UE to the 3GPP AAA Server via a new EAP-AKA (EAP-AKA') extension, for both untrusted and trusted WLAN accesses, and both Single-Connection mode and Multi-Connection modes for trusted WLAN access; 

· to forward the IMEI from the 3GPP AAA Server to the TWAN or ePDG, over the STa and SWm reference points, via a new Terminal-Information AVP in the Authentication and Authorization Answer message.

· to forward the IMEI from the 3GPP AAA Server to the HSS over the SWx reference point, via a new Terminal-Information AVP in the Non-3GPP IP Access Registration Request procedure. 
Annex – Background information
1. IKEv2 call flow for untrusted WLAN access
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Figure 8.2.2-1: Tunnel full authentication and authorization

IETF RFC 5996:

The first pair of messages (IKE_SA_INIT) negotiate cryptographic algorithms, exchange nonces, and do a Diffie-Hellman exchange [DH]. The second pair of messages (IKE_AUTH) authenticate the previous messages, exchange identities and certificates, and establish the first Child SA. Parts of these messages are encrypted and integrity protected with keys established through the IKE_SA_INIT exchange, so the identities are hidden from eavesdroppers and all fields in all the messages are authenticated. See Section 2.14 for information on how the encryption keys are generated. (A man-in-the-middle attacker who cannot complete the IKE_AUTH exchange can nonetheless see the identity of the initiator.) 

…

      The initial exchanges are as follows:

   Initiator                         Responder

   -------------------------------------------------------------------

   HDR, SAi1, KEi, Ni  -->

   HDR contains the Security Parameter Indexes (SPIs), version numbers,

   and flags of various sorts.  The SAi1 payload states the

   cryptographic algorithms the initiator supports for the IKE SA.  The

   KE payload sends the initiator's Diffie-Hellman value.  Ni is the

   initiator's nonce.

                                <--  HDR, SAr1, KEr, Nr, [CERTREQ]

   The responder chooses a cryptographic suite from the initiator's

   offered choices and expresses that choice in the SAr1 payload,

   completes the Diffie-Hellman exchange with the KEr payload, and sends

   its nonce in the Nr payload.

At this point in the negotiation, each party can generate SKEYSEED,

   from which all keys are derived for that IKE SA.  The messages that

   follow are encrypted and integrity protected in their entirety, with

   the exception of the message headers.  …….

   HDR, SK {IDi, [CERT,] [CERTREQ,]

       [IDr,] AUTH, SAi2,

       TSi, TSr}  -->

2. Call flow for trusted WLAN access

· 
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Figure 6.2-1: Non-3GPP Access Authentication


The AT_MAC attribute is already used in EAP Response/AKA’ Challenge message to compute and transport the MAC value. The EAP Response/AKA’ Challenge message also allows to send the AT_ENCR_DATA attribute. The AT_ENCR_DATA attribute can be used to send the encrypted version of IMEISV in the EAP Response/AKA’ Challenge message (step 16). 
3. Call flow for fast re-authentication over a trusted WLAN access
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Figure 6.3-1: Non-3GPP Fast Re-authentication
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