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1. Introduction

This P-CR proposes to correct the Nq-AP protocol error handling mechanism.
2. Reason for Change

When the entity receives a message too short or unknown, it cannot identify the message type received. Therefore, the receiving entity cannot notify the sender this error with existing message except a new-defined general error reporting message. To simplify the error handling, it proposes that receiving entity only ignore a message too short or unknown or unforeseen, similar to the error handling used in GTPv2.
It should also be clarified that only the protocol error occurs in a request messge, the receiving entity shall send a response with failure cause value. When the protocol erro occurs in a response message, the receiving entity shall ignore the message and log the event.
How to handling a respone message with failure cause value is not specified in current specification.

3. Proposal

It is proposed to capture the proposed texts as the scope for TS 29.405.

* * * First Change * * * *

7
Error Handling
7.1
General

This subclause specifies procedures for the handling of unknown, unforeseen, and erroneous protocol data by the receiving entity (i.e. the MME or the RCAF). These procedures are called "error handling procedures". If a protocol error is detected by the receiving NqAP entity, it should log the event including the erroneous message and may include the error in a statistical counter.
7.2
Message too short

When the receiving entity receives a message that is too short to contain a complete message type information element, the receiving entity shall ignore that message.


7.3
Unknown or unforeseen message type

The entity receiving a message with a message type that is not defined or is not implemented, it shall ignore the message. 
The entity receiving a message that is not defined to be received by that entity (e.g. the message is sent in the wrong direction) shall treat the message as unknown message and shall ignore the message.

7.4
Missing mandatory information element

When the entity receiving a request message diagnoses a "missing mandatory information element" error, the receiving entity shall ignore the message and shall return a corresponding response message with the cause IE set to "Mandatory IE missing", together with the type of the missing mandatory IE.
When the entity receiving a response message diagnoses a "missing mandatory information element" error, it shall ignore the message. 
7.5
Information elements unknown or unforeseen in the message

The receiving entity shall ignore all information elements unknown or unforeseen in a message.

7.6
Out of sequence information elements

The receiving entity shall ignore all information elements that are out of sequence.

7.7
Repeated information elements

If an information element is repeated in a message in which repetition of the information element is not specified, the receiving entity shall only handle the contents of the information element appearing first and shall ignore all subsequent repetitions of the information element. When repetition of information elements is specified, the receiving entity shall only handle the contents of specified repeated information elements. If a limit on the repetition of information elements is specified and the limit is exceeded, the receiving entity shall handle the contents of information elements appearing first up to the limit of repetitions and shall ignore all subsequent repetitions of the information element.

7.8
Syntactically incorrect mandatory information element.

On receipt of a message, which contains a syntactically incorrect mandatory information element, the receiver shall ignore the message and shall return a corresponding response message with the cause IE set to "Mandatory IE incorrect", together with the type of the offending mandatory IE.

7.9
Syntactically incorrect optional information elements

The receiving entity shall treat all optional information elements that are syntactically incorrect in a message as not present in the message.

7.10
Conditional information element errors

When the entity receiving a request message diagnoses a "missing conditional information element" error, the receiving entity shall ignore the message and shall return a corresponding response message with the cause IE set to "Conditional IE missing", together with the type of the missing conditional IE.

When the entity receiving a request message diagnoses an "unexpected conditional information element" error or when it receives a message containing at least one syntactically incorrect conditional information element which is required to be present in the message, the receiving entity shall ignore the message and shall return a corresponding response message with the cause IE set to "Conditional IE incorrect", together with the type of the offending conditional IE.

When the entity receiving a response message diagnoses a "missing conditional information element" error, "unexpected conditional information element" error or when it receives a response message containing at least one syntactically incorrect conditional information element which is required to be present in the message, it shall ignore the message. 
When the entity receives a message containing a syntactically incorrect conditional information element, which is not required to be present in the message, nor required to be absent in the message, then the receiving entity shall ignore that information element.
7.11
Information elements with semantically incorrect contents

When an information element with semantically incorrect contents is received, the foreseen reactions of the procedural part of the present specification are performed.

If however no such reactions are specified, the receiving entity shall ignore that information element and treat the rest of the message. If the semantically incorrect information element in a request message is a mandatory information element, then the receiving entity shall return a corresponding response message with the cause IE set to "Mandatory IE incorrect", together with the type of the offending mandatory IE. If the semantically incorrect information element in a response message is a mandatory information element, then the receiving entity shall ignore the message.
* * * End of Changes * * * *

