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Introduction

In CT4 #68bis, there was a pending point regarding C4-150617 “Prose Authentication over PC4a” a CR to TS 29.344. It was about the Diameter application identifier to be used for the MAR command over the PC4a interface, the choice being between the PC4a application identifier (16777336) or the Zh application identifier (16777221) This paper further analyses these two possibilities and makes a recommendation.
Analysis
a)  The ABNF description of the MAR commands used with PC4a application identifier and the Zh application identifier are compatible, meaning they contain the same mandatory AVPs. In addition many AVPs are the same.

Some differences appear for the following AVPs/ Information elements depending of the application identifier:
-  User-Name AVP:
   For the MAR with PC4a application identifier:

-  the User-Name AVP simply contains the IMSI as it is the case in several 3GPP specs.
  For the MAR with the Zh application identifier:

-  TS 29.109 (4.2 step 1) states that “The User-name is the IMS Private User Identity (IMPI) as required in 3GPP TS 29.228”. The HSS checks that this IMPI exists, i.e. belongs to an IMS Subscription (cf TS 23.008 subclause 3.1.1), otherwise the HSS returns a 5401 error code (DIAMETER_ERROR_IMPI_UNKNOWN) as stated in subclause 4.2 step 2;
-  as Prose does not require the user to have an IMS subscription, the HSS may receive a MAR with an IMPI that in fact does not exist as not belonging to an IMS subscription, but the HSS has to check that the user name part of the IMPI is an IMSI which exists, so with a different behaviour currently not specified in TS 29.109.
-  it should be noted that on the same Diameter connection supporting the Zh Diameter application, the HSS may  receive MAR commands  from other BSFs outside  Prose for which the HSS  has to  check  if the IMPI exists as well as the MAR commands for Prose. The HSS may have to differentiate the two types of MAR so to have the right check;
-  another point is that, for the same interface (here PC4a), all commands will use the PC4a application identifier, except the MAR. To our knowledge, it will be the first time that such an exception is introduced. Although it is technically possible, why to introduce such an exception which can induce some unexpected consequences? Two possible cases are:
- the User name to HSS resolution may not be the same for a User-name AVP containing an IMPI or an IMSI, so with the possible result that the selected HSS for the MAR command is different from the HSS selected for other PC4a commands.

- if overload control is requested for a PC4a application, this will not apply to the MAR command although the MAR command could be a good candidate for overload throttling as being an initial request.

-  The Confidentiality Key Information Element is Mandatory (M), not Optional (O) for the Prose Authentication over PC4a as proposed for the MAR command with the PC4a application identifier. 
For the Zh application identifier, in TS 29.109 4.2 step 3 it is stated that:

The required authentication vector data  is sent in the SIP-Auth-Data-Items AVP as defined for IMS-AKA or SIP Digest authentication schemes according to 3GPP TS 29.228.

In TS 29.228 table 6.3.5, the Confidentiality Key Information Element is described as an optional element, so introducing a divergence for Prose Authentication over PC4a.
b)  Another point is that, for the same interface (here PC4a), all commands will use the PC4a application identifier, except the MAR. To our knowledge, it will be the first time that such an exception is introduced. Although it is technically possible, why to introduce such an exception which can induce some unexpected consequences. Two possible cases to consider are:

- the User name to HSS resolution may not be the same for a User-name AVP containing an IMPI or an IMSI, so with the possible result that the selected HSS for the MAR command is different from the HSS selected for other PC4a commands.

- if overload control is requested over a PC4a interface, this will not apply to the MAR command  although the MAR command could be a good candidate for overload throttling as being an initial request.
c)  An argument for using the Zh application identifier could be to reuse a potentially existing Zh implementation in the HSS. The above analysis shows that such reuse is not painless, and any existing Zh implementation would be significantly impacted in order to support ProSe PC4a. On the other hand, it can be shown that the HSS does not need to be enhanced towards the Zh interface in order to support the ProSe application with the PC4a interface. It only needs to use one of its already deployed capabilities to return the requested Authentication Vector associated with the UE’s IMSI.
Proposal
From the above analysis, it is proposed to use the Prose PC4a application identifier (16777336) in the MAR command used for the Prose Authentication over PC4a.
