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Abstract
The H.248 Iq and Mp profiles supports TLS and DTLS connections since 3GPP Rel-12. The aspect about the finally negotiated and used (D)TLS protocol parameter values is still a pending item. The discussion paper summarizes the situation. 

NOTE:

	(D)TLS terminology
	The terms used in this document represent a semantic as defined draft [draft-guballa-tls-terminology] (in IETF WG TLS).
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[bookmark: _Toc418610159]1. Background:
The issue in scope is actually not new, rather touched and discussed frequently during the integration of eMEDIASEC capabilities in H.248 profiles. However, the problem couldn't be solved in 3GPP Rel-12, primarily due to following two reasons:
1. protocol semantics behind the (D)TLS profile model and
2. stage 2: lacking of an explicit requirement in controlling and auditing the results of (D)TLS negotiation procedures between the IMS-AGW (and MRFP) and remote (D)TLS endpoints.
The discussion document summarizes again the underyling problem and indicates a possible solution.

[bookmark: _Toc418610160]2. Problem statement
DTLS and TLS connections are established between UEs and H.248 MG entities "IMS-AGW" (Iq) and "MRFP" (Mp). The UEs and H.248 MG entities acting as (D)TLS endpoints. The negotiation of (D)TLS protocol parameters and values must be inline with the supported (D)TLS Domain Profile, which is given by Annex E/33.310.
Figure 1 illustrates the situation from Iq perspective:



Figure 1: H.248 IMS access gateway as protocol endpoint for (D)TLS connections
There'll be following situation in reality:
1. The (D)TLS Domain Profile (TDP) is given by Annex E/33.310.
2. The UEs and H.248 MG entities (as (D)TLS endpoints) must support (D)TLS profiles compliant against the (D)TLS Domain Profile. There are then the
· (D)TLS MG Profile (TMP) and
· (D)TLS UE Profiles (TUP), see Figure 2.
3. Issue: Annex E/33.310 allows actually the usage of multiple different TLS profiles due to its inherent support of protocol options (mandatory and optional elements).
4. Resulting in: "TMP  TDP" and "TUPi  TDP", i.e., the supported (implemented) (D)TLS profiles (by the various H.248 MGs, by the registered UEs) will be identical or a subset of the TDP.[footnoteRef:1] [1:  	NOTE: experiences from real network operations rather show that UE implementations quite often support a superset, i.e., TUP  TDP. Hence, there might be a violation of the "TDP framework" if neither the UE nor the MG would monitor and limit the (D)TLS negotiation process!] 

5. (D)TLS connection establishment between UE and MG: should be always successfull due to the common compliance against the TDP.
6. There will be then a (D)TLS Endpoint Profile (TEP) stored in the H.248 MG (and also the UE) per established (D)TLS connection (see Figure 2), i.e., a set of TEPs. There might be variations between the TEPs due to variations within the TUPs and the relation of the TMP to the TDP. And there are again multiple TMPs per IMS AN domain due to multiple IMS-AGWs & MRFPs …
7. Issue: the finally negotiated result and executed "(D)TLS connection" is locally known by the MG (IMS-AGW or MRFP) but not visible to the MGC and OAM systems.
8. Reason: TEP related information is (so far) not foreseen to be exchanged between the MGC and MG. The rationale behind is the abstracted model of a "(D)TLS bearer session" from H.248 perspective (H.248.90, H.248.93) in 3GPP Rel-12, as well as the focus on the pure establishment (and release) process. The negotiation process at (D)TLS protocol layer, as well as any related H.248 auditing procedures were out of scope of eMEDIASEC.
9. Consequence: there might be not necessarily identical (D)TLS security applied across all IMS calls, rather variations in real networks … a situation which might be dissatisfactory for IMS network operators (and security management perspective).



Figure 2: H.248 IMS access gateway – (D)TLS profiles in use

NOTE – Above outlined problem is essentially already directly pointed out by support of "RFC 5746 TLS renegotiation procedures", which is tightly coupled to the negotiation of TLS protocol profiles.

[bookmark: _Toc418610161]3. Protocol solution
Possible stage 3 solution: would be additional support of the H.248.90 TLS capability negotiation (tlscn) package in future 3GPP releases (because it allows to influence the negotiation processs and allows to audit (D)TLS profile information).

[bookmark: _Toc418610162]4. Summary
The DISC paper documents a known gap related to eMEDIASEC. Whether that issue is a problem in real network solutions seems to be a matter of trust relationships with respect to supported UEs. When an IMS operator would want to verify the finally applied (D)TLS endpoint profiles, then there would be a requirement of call-individual audits of such information as available at H.248 MG level.
The DISC paper does not request any action.

____________________

image1.emf
IMS access 

network domain

H.24

8

 

(Iq)

TLS endpoint 

profiles

TLS domain 

profile

UEs

"Thousands of UEs, with slightly 

varying TLS profile capabilities, are 

connected to a single IMS-AGW."

IMS-AGW

IMS core

network domain

P-CSCF/

IMS-ALG

TLS or DTLS connection(at Mb)

.

.

.

SIP (Gm)

(D)TLS protocol profile

=> AnnexE of 3GPPTS33.310


oleObject1.bin
The height of the text box and its associated line increases or decreases as you add text. To change the width of the comment, drag  the side handle.


�

�


image2.emf
TEP

N

TEP

3

TEP

2

IMS access 

network domain

H.248 

(Iq)

UE

1

IMS-AGW

IMS core

network domain

P-CSCF/

IMS-ALG

TLS or DTLS connection(at Mb)

.

.

.

TEP

1

Legend:

TDP (D)TLS Domain Profile

TEP (D)TLS Endpoint Profile

TMP (D)TLS MG Profile

TUP (D)TLS UE Profile

TDP

TMP

TUP

1

UE

2

UE

3

UE

N

TUP

2

TUP

3

TUP

N


oleObject2.bin
�

�


