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1. Introduction
The following questions were raised during CT4#68 and it was discussed that these aspects need to be addressed. Hence some editor's notes were captured in v0.3.0 of TS 29.405. This contribution tries to address the questions raised and proposes a way forward to handle the editor's notes.
1. Does every request message on the Nq / Nq' interfaces require at least one response message?

2. Is a status code required for a given eNodeB ID / ECGI an MME could not find any subscriber?

3. Is an SGSN required to report a status code for IMSIs it could not find under it?
4. Is an SGSN required to send a response if it cant find any of the IMSIs sent in the request message?
2. Reason for Change
We try to analyze the questions raised above so that we arrive at some solutions / conclusions to address the editors notes.
2.1 RCAF Working Mechanism
The RCAF maintains the following context information
1. Per eNodeB / cell / SAI level context containing the congestion information of each eNodeB / cell / SAI it receives from RAN OAM.
2. Per UE context for the UEs impacted by user plane congestion. The per UE context information goes through the following life cycle events

a. Created (but not yet RUCI reported to PCRF). The UE context is created when a UE is first reported to be in one of the requested eNodeBs / ECGI (by MME) / SAI (by RNC). 
b. RUCI Reported and Np active. Once a particular UE is identified to be eligible for policy action by PCRF due to it being associated with the user plane congested eNodeBs / ECGI / SAI for a period of time, the UE context enters this state. Note that as per stage 2, it is nowhere specified that once a UE is identified to be in congested eNodeB / ECGI / SAI it shall not be RUCI reported to the PCRF immediately. Whether an RCAF reports the RUCI for a UE as soon as it is detected to be in a congested eNodeB / ECGI / SAI or it is reported sometime later is an RCAF implementation decision. 

c. If the UE moves from one user plane congested eNodeB / ECGI / SAI to another user plane congested eNodeB / ECGI / SAI between two successive updates from the MME / RNC, then the latest eNodeB ID / cell / SAI information is just updated (overwritten) in the already existing UE context.

d. If the UE is not reported to be in any of the user plane congested eNodeB / ECGI / SAI then the UE shall be declared as left out of user plane congested eNodeB / ECGI / SAI. If the UE context is in Np active state, then the PCRF shall be informed that UE is out of congestion and the Np interface association shall be removed. At this stage the UE context enters the "Created by not Np active" state (same as /a/ above)

e. Removed. Once a UE is found to be no longer in a user plane congested eNodeB / ECGI / SAI for a period of time and Np reporting is stopped, then the UE context shall be removed.
The following diagram shows the UE context state transition at RCAF. Note that depending on RCAF implementation, the states inside the pale orange box can be collapsed. Also this state transition is only for illustrative purpose and will not be normatively specified.
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Figure 1: UE Context State Transition
The following diagram shows the sequence of events that happen at the RCAF (for the Nq interface)
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Figure 2: Working of RCAF

2.1 How RCAF Detects UE Leaving a Congested Area?
For Nq Interface:
1. The RCAF periodically queries the MME for the list of IMSIs / APNs for each congested eNodeB ID / ECGI.
2. MME responds with the list it has. If an MME does not have any UE under a requested eNodeB ID / ECGI it need not respond.

3. If the report from MME contains a particular UE for the very first time, the RCAF creates a fresh UE context. The UE context is updated with the current UE location and the timestamp of the report from MME.

4. If the report from MME contains a UE for which UE context already exists at the RCAF, then the current reported location (eNodeB ID / ECGI) and the current timestamp are updated in that UE context.
5. Lets say, a particular UE 'A' was earlier reported to be in one of the congested eNodeB ID / ECGI and hence RCAF has already created the UE context. If that UE is not reported in a subsequent messaging, how can RCAF detect that the UE has left the congested eNodeB ID / ECGI? It is as follows
a. After making a NqAP-IMSI-APN-INFORMATION-REQUEST for a particular congested eNodeB ID / ECGI, the RCAF starts a timer for that particular eNodeB ID / ECGI.
b. This timer is sufficiently large enough to cover the case of multiple responses that are possible for the request and the time it takes to collate the information about all the UEs that are in the requested location.

c. Upon expiry of this timer, the RCAF walks through all the UE contexts that are linked together for this eNodeB ID / ECGI.

d. For each UE context, the RCAF takes a diff of the current timestamp and the last reported timestamp noted in that UE context. If the diff is greater than a particular threshold, then the RCAF shall infer that the UE has left the congested eNodeBID / ECGI.

e. If the UE 'A's context was initially created when it was at ECGI 1 and later it moved to ECGI 2, then the NqAP-IMSI-APN-INFORMATION-RESPONSE for the ECGI 2 query would have already updated the UE context with the new location and the UE context would have been now chained to ECGI 2. So the absence of UE 'A' in ECGI 1's response will not make RCAF wrongly detect that the UE has gone out of all congested cells.
f. The above procedure is shown below in figure 3
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Figure 3: Callflow and Procedure Explaining How RCAF Detects UE Leaving a Congested Area
6. If a particular MME doesn’t have any subscriber under a requested eNodeB ID / ECGI, sending a response with an error cause like "No UE found" does not help in anyway to identify whether a particular UE has really left the congested eNodeB ID / ECGI. The NqAP-IMSI-APN-INFORMATION-RESPONSE message does not contain per UE status. If anything it can only tell the status that there are no UEs in the requested eNodeBID / ECGI. So to find out if a UE is no longer in any congested eNodeBID  / ECGI, the RCAF has to anyways run procedures similar to those mentioned under step 5 above, irrespective of whether NqAP-IMSI-APN-INFORMATION-RESPONSE carries a cause code or not.
Observation 1: As can be seen, how RCAF identifies if a particular UE has left a congested area is largely an implementation detail. One possible implementation is explained above. There could be other possible implementations. There is nothing in the NqAP protocol that could help the RCAF clearly identify which UEs have left a particular congested area (given by RAN-Entity-Identifier IE).
For Nq' Interface:
1. The RCAF periodically queries the RNC to provide the list of IMSIs under a given user plane congested area. This interface is not specified by 3GPP.
2. Once the RCAF gets the IMSI list, if the list contains a particular UE for the very first time, the RCAF creates a fresh UE context. The UE context is updated with the current UE location and the timestamp of the report from the RNC.

3. If the report from RNC contains a UE for which UE context already exists at the RCAF, then the current reported location (SAI) and the current timestamp are updated in that UE context.

4. The RCAF issues an NqAP-APN-INFORMATION-REQUEST to all the SGSN(s) in a pool with the list of IMSIs it obtained from the RNC.

5. For each IMSI requested, the SGSN returns the APNs currently having PDPs activated with active RABs. The APN of the PDP contexts that do not have any active RABs will not be sent in the NqAP-APN-INFORMATION-RESPONSE.
6. The SGSN returns only the information of the IMSI(s) it can find registered under it. For all other IMSI(s) the NqAP-APN-INFORMATION-RESPONSE will not contain any information.
7. If a particular SGSN in the pool does not have any of the requested IMSI(s) registered under it then that SGSN need not send any NqAP-APN-INFORMATION-RESPONSE.

8. If for a particular IMSI, none of the SGSN(s) in the pool provided any APN, then that particular UE's context will not have any APN at RCAF. If that particular IMSI requested already had a UE context at RCAF with a list of APNs obtained from a previous report but if in the present query none of the SGSN(s) in the pool provided any APN, then how does the RCAF clearly identify the following cases?

a. UE has left the user plane congested area

b. UE has no active RABs even though it is currently located in a user plane congested area at the RNC.

It is as follows:

a. If the UE has left the user plane congested area, then RNC would not have sent that IMSI to RCAF in the first place. So the absence of an IMSI in the response from RNC itself indicates that UE has left the user plane congested area.

b. Whenever the UE context at RCAF is updated with the list of APNs from SGSN, the timestamp of last such update is added in the UE context. Then:

i.  Whenever RCAF receives a NqAP-APN-INFORMATION-RESPONSE containing the Subscriber-Information IE with the IMSI but no APNs, then the RCAF shall update its UE context that there are presently no active APNs for the UE. May be a specific cause in the Subscriber-Information IE stating "No APNs available" could help this case.
ii.  Whenever none of the SGSN(s) in the pool provide any information for a requested IMSI, then the RCAF shall continue to keep already received APN list information with the old timestamp. RCAF starts a timer for each user plane congested location (SAI) for which it asked SGSN to return the list of APNs for the IMSI(s) provided, after sending NqAP-APN-INFORMATION-REQUEST. This timer should be sufficiently large enough to cover the case of multiple responses that are possible for the request. Once the timer expires, the RCAF walks over each UE context linked together for that user plane congested location (SAI) and takes a diff of the current timestamp against the last received update timestamp stored at the UE context. If that diff is larger than a threshold, then the RCAF can declare that UE context was not updated with correct APN information for a long time and hence the UE does not have active PDP contexts on those APNs with active RABs. 

NOTE: This case itself can happen only if an SGSN that is having the requested IMSI is congested and hence is not responding to the RCAF.

iii. If there is a PDP context deactivation procedure happening at SGSN, then the corresponding IP-CAN session is deactivated at PCRF and the RCAF will come to know of the IP-CAN session deactivation through the Np interface anyways.

9. If the SGSN does not have any of the requested IMSI(s) registered under it, sending an explicit response with a cause stating "No UE Found" does not help the RCAF in deciding what to do with it. First the RCAF cant ensure that other SGSN(s) in the pool have these subscribers or not from this message. Second this case is invalid in a non-pooled scenario because the fact that RCAF is requesting a set of IMSI(s) mean that it got that list from the RNC and hence those IMSI(s) must be registered at this SGSN anyways (since there are no other SGSN in the pool).
Observation 2: Having a Cause IE in "Subscriber-Information" IE to convey "No APN for this IMSI Available" would be beneficial as compared to sending the Subscriber-Information IE with only IMSI and no APN. An explicit cause in this case could clearly tell the reason why SGSN did not send any APN for that subscriber even though SGSN found that subscriber registered under it.
Conclusion 1: Sending at least one NqAP-APN-INFORMATION-RESPONSE with a cause code "No UE Found" when none of the requested IMSI(s) is registered under the SGSN is provides no benefit to RCAF and hence is not required.
2.1 How to address MME / SGSN congestion?
One of the questions raised during CT4#68 is that if the RCAF does not receive any response from an MME / SGSN how will it know whether the MME / SGSN has not processed the request sent by RCAF (due to network congestion or MME/SGSN overload) or the MME (for the given eNodeB ID / ECGI) / SGSN has no subscriber under it?

The following are pros and cons of providing an explicit congestion cause from MME / SGSN to RCAF.
Pros:

1. RCAF deterministically knows that MME did not process the request and hence shall immediately stop the timer as shown in Figure 3.

2. By knowing that MME is congested, RCAF may apply a heuristic to maintain the status quo with respect to the list of IMSIs / APNs last received from that MME and not to treat those IMSIs of having left the congested cell, if an aggressive user plane congestion mitigation policy is desired in the network.
Cons:

1. Just a congestion cause alone doesn’t help. The RCAF will anyways keep retrying the same request towards that MME / SGSN at every periodic interval. If the MME / SGSN needs to be alleviated of signaling plane congestion a back off timer would also be required.

2. An important thing to note is that if at all MME / SGSN is congested, it is most probably due to the GTP / RAN interfaces and not Nq / Nq' interface. The messages on the Nq / Nq' interface are not subscriber specific unlike GTP / RAN interfaces. Hence the volume and frequency of the messages over Nq / Nq' are really very less compared to GTP / RAN interfaces. In such a case, in the event of an MME / SGSN congestion, some implicit congestion control like locally dropping the Nq request message would be sufficient. An explicit cause / back-off mechanism on the Nq / Nq' interface doesn’t really help ease the congestion at MME / SGSN.

Observation 3: Providing an explicit cause to inform MME / SGSN NqAP application congestion may be helpful but does not offer any clear benefits.

2.2 When is a cause needed at NqAP response message level?

Leaving aside the need to send a cause code at NqAP response message level when no UE is found under MME/SGSN or when MME/SGSN is congested there is one case where a NqAP response message is required with a cause code
-
Protocol errors in the NqAP request message – like mandatory IE missing, incorrect length etc

Conclusion 2:
A cause IE is needed in NqAP-IMSI-APN-INFORMATION-RESPONSE and NqAP-APN-INFORMATION-RESPONSE messages for handling protocol errors.

3. Conclusions

Based on the observation

Observation 1: As can be seen, how RCAF identifies if a particular UE has left a congested area is largely an implementation detail. One possible implementation is explained above. There could be other possible implementations. There is nothing in the NqAP protocol that could help the RCAF clearly identify which UEs have left a particular congested area (given by RAN-Entity-Identifier IE).

and

Conclusion 1: Sending at least one NqAP-APN-INFORMATION-RESPONSE with a cause code "No UE Found" when none of the requested IMSI(s) is registered under the SGSN is provides no benefit to RCAF and hence is not required.

it is proposed to remove the following Editor's Notes from 3GPP TS 29.405

Editor’s Note:
It is FFS whether every NqAP-IMSI-APN-INFORMATION-REQUEST message shall always have at least one NqAP-IMSI-APN-INFORMATION-RESPONSE message.

Editor’s Note:
It is FFS whether a status code needs to be included for the RAN Entity Identifiers for which no subscriber is present in the given MME.
Editor’s Note:
It is FFS whether a Cause code is needed in the NqAP-IMSI-APN-INFORMATION-RESPONSE message to represent the case where an MME has no subscribers under all the given RAN Entity Identifiers.

Editor’s Note:
It is FFS whether a Cause code is needed in the NqAP-APN-INFORMATION-RESPONSE message to represent the case where an SGSN has none of the subscribers requested is registered under it.
But there are 3 solutions to handle this case now
Solution 1: Response sent with a cause for requests not processed but no response from an MME / SGSN if no UE found
In this solution a cause IE is added to the NqAP-IMSI-APN-INFORMATION-RESPONSE and NqAP-APN-INFORMATION-RESPONSE messages. But these responses are sent only in cases where the request could not be processed by the MME / SGSN (like protocol error cases). If the request is processed but MME / SGSN could not find any UE then no response is sent. The structure of the messages in this case looks like as shown below.
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Figure 4: Message Structures with Solution 1
Pros:


-
Deterministic in identifying protocol errors


- 
If congestion cause + back-off timer is deemed necessary this solution can handle MME / SGSN congestion situations gracefully

Cons:


- 
If the request is successfully processed by MME / SGSN, then the RCAF cant know deterministically whether MME / SGSN processed it. If the MME / SGSN doesn’t have any UE and no response is sent in that case, the RCAF can not distinguish whether the request was not processed by MME / SGSN or there was no UE.


-
RCAF has to maintain a protocol transaction state between the request and negative response, if any.

-
There is no determinism on how long the RCAF needs to wait for a response. For negative cases the response is immediate while for positive cases, the response may or may not come and if it comes its not immediate. This adds complexity into RCAF in terms of how long protocol transaction state needs to be maintained.

Solution 2: No cause at response message level and RAN-Associated-Information IE level

In this solution, there is no response sent to the RCAF if there are protocol errors. Hence there will not be any cause code at the response message level or RAN-Associated-Information level. The structure of the messages in this case looks like as shown below.
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Figure 5: Message Structures with Solution 2
Pros:

-
For protocol errors we have already defined that the receiving entity simply ignores the request. This solution doesn’t change that principle and hence no change required.


-
Keeps RCAF NqAP protocol transaction stateless. After sending the request, the RCAF need not maintain any information at NqAP protocol level to wait for a response. Note that this does not mean at RCAF application level there is no state. At application level, anyways UE context and associated state information will have to be maintained. The only benefit of this solution is that the NqAP protocol state machine is kept very simple.
Cons:

-
Provides no information to the RCAF if there are protocol errors and correct itself.


-
This solution contradicts conclusion 2

Solution 3: Request – Ack – Notification 3 Way Messaging

In this solution, every NqAP request message shall have an immediate Ack / Nack response indicating whether the MME / SGSN successfully processed the request / failed to process. Subsequently the IMSI / APN information is sent as separate notifications (one or more from each MME / SGSN). The following diagram shows this approach.
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Figure 6: Solution 3 Call Flow
The structure of the messages in this solution looks like as shown below.
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Figure 7: Message Structures with Solution 3

Pros:


- 
Deterministic in identifying protocol errors


- 
If congestion cause + back-off timer is deemed necessary this solution can handle MME / SGSN congestion situations gracefully


- 
RCAF deterministically knows whether the request is processed by MME / SGSN or not. If RCAF doesn’t get any response from MME / SGSN it can clearly know that the request is not processed at MME / SGSN and hence can raise an alarm which would help in troubleshooting.


-
Even if MME / SGSN has no UE found and hence no Notification is sent, the RCAF will at least know by the absence of these notifications that there is no UE found in the MME / SGSN because it already knows that MME / SGSN successfully processed the request.


-
There is determinism on how long the RCAF needs to keep the protocol transaction state.

Cons:

-
RCAF has to maintain a protocol transaction state for a short period of time between the request and response.
Based on the pros and cons of each solution, it can be seen that solution 3 is much cleaner.  However based on CT4 discussions it was felt that solution 1 is good enough and there is no need to add an extra response and indication mechanism as defined in solution 3. CT4 also agreed to specify that in every NqAP response message the MME / SGSN's FQDN is carried so that without maintaining any state at RCAF, the RCAF can easily determine from which MME / SGSN the response is coming from. Based on this conclusion it is proposed to address the above editor's notes accordingly.

Also based on the conclusion 
Conclusion 2: A cause IE is needed in NqAP-IMSI-APN-INFORMATION-RESPONSE and NqAP-APN-INFORMATION-RESPONSE messages for handling protocol errors.

it is proposed to add a Cause IE under NqAP-IMSI-APN-INFORMATION-RESPONSE and NqAP-APN-INFORMATION-RESPONSE messages. Hence it is proposed to remove the following Editor's Note under clause 7.1

Editor's note: It is FFS whether the receiver will send a error indication message to the sender.
Based on the observation
Observation 2: Having a Cause IE in "Subscriber-Information" IE to convey "No APN for this IMSI Available" would be beneficial as compared to sending the Subscriber-Information IE with only IMSI and no APN. An explicit cause in this case could clearly tell the reason why SGSN did not send any APN for that subscriber even though SGSN found that subscriber registered under it.
it was discussed and agreed in CT4 that though adding a cause IE in Subscriber-Information IE could deterministically identify whether a particular registered subscriber at the SGSN does not have any active PDP contexts, the same could be alternatively achieved by SGSN not sending such subscriber's information in the response. It is proposed to remove the following editor's note on these grounds
Editor’s Note:
It is FFS what needs to be reported for IMSI(s) that don’t have any active PDP context under the given SGSN.
4. Proposal

It is proposed to remove the Editor's Notes as concluded above and introduce a Cause IE under NqAP-IMSI-APN-INFORMATION-RESPONSE and NqAP-APN-INFORMATION-RESPONSE messages.
* * * First Change * * * *
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* * * Second Change * * * *
5.2.2.2
Procedures in the MME
When the MME receives the NqAP-IMSI-APN-INFORMATION-REQUEST message from the RCAF, the MME shall report in the NqAP-IMSI-APN-INFORMATION-RESPONSE message, for each eNodeB or E-UTRAN cell requested by the RCAF, that has at least one subscriber:

-
the Macro eNodeB ID or Home eNodeB ID or the E-UTRAN cell ID in the RAN Entity value field of the RAN Entity Identifier IE for which the MME(s) report the IMSI and the APN information. 

-
all the subscribers that are currently in ECM-CONNECTED state and having active E-RABs, except the subscribers involved in an Emergency call,  under the given eNodeB or E-UTRAN cell in the Subscriber-Information IE. Multiple instances of the Subscriber-Information IE shall be included if there are multiple subscribers under the given eNodeB or E-UTRAN cell.

-
for each subscriber, the IMSI in the IMSI IE and APNs currently having active PDN connections in the APN IE. Multiple instances of the APN IE shall be included under a Subscriber-Information IE if the subscriber has active PDN connections towards multiple APNs. 

The information reported by the MME for each eNodeB or E-UTRAN cell shall be encoded as an instance of the RAN Associated Information IE.

For a single NqAP-IMSI-APN-INFORMATION-REQUEST message from the RCAF, the MME may send multiple NqAP-IMSI-APN-INFORMATION-RESPONSE messages. 
There shall be no NqAP-IMSI-APN-INFORMATION-RESPONSE sent, if the MME does not find any subscriber under any of the requested eNodeB or E-UTRAN cell.
Editor’s Note:
It is FFS whether to define an additional option to allow the MME to use push mechanism to report delta change IMSI / APN information to the RCAF.


* * * Third Change * * * *
5.3.2.2
Procedures in the SGSN

When the SGSN receives the NqAP-APN-INFORMATION-REQUEST message from the RCAF, the SGSN shall report in the NqAP-APN-INFORMATION-RESPONSE message, if there is at least one subscriber's information to report:

-
list of subscribers for which the APN information is provided by the SGSN, in the Subscriber-Information IE. Multiple instances of the Subscriber-Information IE shall be included if there are multiple subscribers for which the SGSN is reporting the APN information. Each instance of the Subscriber-Information IE contains:

-
the IMSI of the subscriber encoded in the IMSI IE;

-
the APNs currently having active PDP contexts with active RABs, encoded in the APN IE. Multiple instances of the APN IE shall be included under a Subscriber-Information IE if the subscriber has active PDP contexts towards multiple APNs. Emergency call APNs shall be excluded. 
-
If the subscriber does not have any PDP context with active RABs, then the SGSN shall not include that subscriber's information in the NqAP-APN-INFORMATION-RESPONSE.
In a pooled SGSN scenario each SGSN may have only a subset of IMSIs registered. An SGSN shall report the APN information only for the IMSIs it knows.
For a single NqAP-APN-INFORMATION-REQUEST message from the RCAF, the SGSN may send multiple NqAP- APN-INFORMATION-RESPONSE messages. 
There shall be no NqAP-APN-INFORMATION-RESPONSE sent, if the SGSN does not find any requested subscriber attached.
Editor’s Note:
It is FFS whether to define an additional option to allow the SGSN to use a push mechanism to report delta change APN information to the RCAF.


* * * Fourth Change * * * *
7
Error Handling
7.1
General

This subclause specifies procedures for the handling of unknown, unforeseen, and erroneous protocol data by the receiving entity (i.e. the MME or the RCAF). These procedures are called "error handling procedures". If a protocol error is detected by the receiving NqAP entity, it should log the event including the erroneous message and may include the error in a statistical counter.

7.2
Message too short

When the receiving entity receives a message that is too short to contain a complete message type information element, the receiving entity shall ignore that message.
Editor's note: It is FFS whether the receiver needs to send an error indication message to the sender in this case.
7.3
Unknown or unforeseen message type

The entity receiving a message with a message type that is not defined or is not implemented, it shall ignore the message. 
The entity receiving a message that is not defined to be received by that entity (e.g. the message is sent in the wrong direction) shall treat the message as unknown message and shall ignore the message.
Editor's note: It is FFS whether the receiver needs to send an error indication message to the sender in this case.
7.4
Missing mandatory information element

When the receiving entity diagnoses a "missing mandatory information element" error, the receiving entity shall ignore the message and shall return a corresponding response message with the cause IE set to "Mandatory IE missing", together with the type of the missing mandatory IE.

7.5
Information elements unknown or unforeseen in the message

The receiving entity shall ignore all information elements unknown or unforeseen in a message.

7.6
Out of sequence information elements

The receiving entity shall ignore all information elements that are out of sequence.

7.7
Repeated information elements

If an information element is repeated in a message in which repetition of the information element is not specified, the receiving entity shall only handle the contents of the information element appearing first and shall ignore all subsequent repetitions of the information element. When repetition of information elements is specified, the receiving entity shall only handle the contents of specified repeated information elements. If a limit on the repetition of information elements is specified and the limit is exceeded, the receiving entity shall handle the contents of information elements appearing first up to the limit of repetitions and shall ignore all subsequent repetitions of the information element.

7.8
Syntactically incorrect mandatory information element.

On receipt of a message, which contains a syntactically incorrect mandatory information element, the receiver shall ignore the message and shall return a corresponding response message with the cause IE set to "Mandatory IE incorrect", together with the type of the offending mandatory IE.

7.9
Syntactically incorrect optional information elements

The receiving entity shall treat all optional information elements that are syntactically incorrect in a message as not present in the message.

7.10
Conditional information element errors

When the entity receiving a message diagnoses a "missing conditional information element" error the receiving entity shall ignore the message and shall return a corresponding response message with the cause IE set to "Conditional IE missing", together with the type of the missing conditional IE. 

When the entity receiving a message diagnoses an "unexpected conditional information element" error or when it receives a message containing at least one syntactically incorrect conditional information element which is required to be present in the message, the receiving entity shall ignore the message and shall return a corresponding response message with the cause IE set to "Conditional IE incorrect", together with the type of the offending conditional IE.

When the entity receives a message containing a syntactically incorrect conditional information element, which is not required to be present in the message, nor required to be absent in the message, then the receiving entity shall ignore that information element.

7.11
Information elements with semantically incorrect contents

When an information element with semantically incorrect contents is received, the foreseen reactions of the procedural part of the present specification are performed.

If however no such reactions are specified, the receiving entity shall ignore that information element and treat the rest of the message. If the semantically incorrect information element is a mandatory information element, then the receiving entity shall return a corresponding response message with the cause IE set to "Mandatory IE incorrect", together with the type of the offending mandatory IE.
* * * Fifth Change * * * *
8.2
NqAP-IMSI-APN-INFORMATION-RESPONSE Message

8.2.1
Message definition

This message is sent by the MME to the RCAF in response to the NqAP-IMSI-APN-INFORMATION-REQUEST message. Table 8.2.1 shows the content of the NqAP-IMSI-APN-INFORMATION-RESPONSE message. The RAN-Associated-Information IE shall be encoded if the cause value in Cause IE is "Request Accepted". Multiple instances of the RAN-Associated-Information IE shall be included if the RCAF had requested IMSI and APN information for multiple eNodeB Id(s) or EUTRAN Cell Id(s) and if the particular instance of the NqAP-IMSI-APN-INFORMATION-RESPONSE message could find subscribers under some or all of these requested eNodeB Id(s) or EUTRAN Cell Id(s). 
The MME Name IE shall be included if the cause value in Cause IE is anything other than "Request Accepted".


Table 8.2.1: NqAP-IMSI-APN-INFORMATION-RESPONSE message content

	Information element
	Type/Reference
	Presence
	Format
	Length

	Message type
	Message type
9.2
	M
	V
	1

	Cause
	Cause
9.4.6
	M
	TLV
	4

	RAN Associated Information
	RAN-Associated-Information

9.4.5
	C
	TLV
	Variable

	MME Name
	Fully Qualified Domain Name (FQDN)
9.4.7
	C
	TLV
	Variable


* * * Sixth Change * * * *
8.4
NqAP-APN-INFORMATION-RESPONSE Message
8.4.1
Message definition

This message is sent by the SGSN to the RCAF in response to the NqAP-APN-INFORMATION-REQUEST message. Table 8.4.1 shows the content of the NqAP-APN-INFORMATION-RESPONSE message. The Subscriber-Information IE shall be encoded if the cause value in Cause IE is "Request Accepted". Multiple instances of the Subscriber-Information IE shall be included if the RCAF had requested APN information for multiple IMSI(s) and if the particular instance of the NqAP-APN-INFORMATION-RESPONSE message carries more than one subscriber's information.
The SGSN Name IE shall be included if the cause value in Cause IE is anything other than "Request Accepted".


Table 8.4.1: NqAP-APN-INFORMATION-RESPONSE message content

	Information element
	Type/Reference
	Presence
	Format
	Length

	Message type
	Message type
9.2
	M
	V
	1

	Cause
	Cause
9.4.6
	M
	TLV
	4

	Subscriber Information
	Subscriber-Information

9.4.4
	C
	TLV
	Variable

	SGSN Name
	Fully Qualified Domain Name (FQDN)
9.4.7
	C
	TLV
	Variable


* * * Seventh Change * * * *
9.3.1
Information Element Types
A Nq-AP message may contain several information elements. Except the Message type IE defined in subclause 9.2, all the other Information Elements shall be TLV (Type, Length, Value) coded. Nq-AP information element type values are specified in the Table 9.3.1-1.

Table 9.3.1-1: Information Element types for Nq-AP 
	IE Type value

(Decimal)
	Information elements
	Reference

	0
	Reserved
	

	1
	International Mobile Subscriber Identity (IMSI)
	9.4.1

	2
	Access Point Name (APN)
	9.4.2

	3
	RAN Entity Identifier
	9.4.3

	4
	Subscriber-Information
	9.4.4

	5
	RAN Associated Information
	9.4.5

	6
	Cause
	9.4.6

	7
	Fully Qualified Domain Name (FQDN)
	9.4.7

	8-255
	Spare. For future use.
	


* * * Eighth Change * * * *
9.4.4
Subscriber-Information
The Subscriber-Information IE is a grouped IE and it carries the information related to a subscriber (IMSI and APN).
	Octet 1
	
	IE Type = 4 (decimal)
	

	Octets 2 and 3
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	IMSI
	M
	
	IMSI

	APN
	M
	If there are more than one APN for which PDN connections are activated for a subscriber, then each APN shall be encoded as a separate instance of the APN IE
	APN


Figure 9.4.4-1: Subscriber Information

* * * Ninth Change * * * *

9.4.5
RAN Associated Information
The RAN Associated Information IE is a grouped IE and it carries the information related to list of subscribers for a given RAN Entity Identifier.
	Octet 1
	
	IE Type = 5 (decimal)
	

	Octets 2 and 3
	
	Length = n
	

	Information elements
	P
	Condition / Comment
	IE Type

	RAN Entity Identifier
	M
	
	RAN Entity Identifier

	Subscriber Information
	M
	If there are more than one subscriber under the given RAN Entity Identifier, then each subscriber's information shall be encoded as a separate instance of the Subscriber Information IE
	Subscriber-Information


Figure 9.4.5-1: RAN Associated Information

* * * Tenth Change * * * *

9.4.6
Cause
The Cause IE shall be used to indicate the RCAF 
-
Success / reason for failure of processing a request message;
The Cause IE shall be encoded as specified in figure 9.4.6-1 below. 
	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	IE Type = 6 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Cause value
	

	   
	5
	Type of the offending IE
	


Figure 9.4.6-1: Cause
Cause is a variable length IE, which may have either of the following two lengths values:

-
If n = 1, then the Cause IE shall be 4 octets long. Therefore, octet 5 will not be present.

-
If n = 2, then the Cause IE shall be 5 octets long.
The Cause value shall be included in a response message. In a response message, the Cause value indicates the acceptance or the rejection of the corresponding request message. The Cause value indicates the explicit reason for the rejection. 
If the rejection is due to a mandatory IE or a verifiable conditional IE is faulty or missing, the offending IE shall be included in Octet 5.
The following table provides the various cause values
Table 9.4.6-1: Cause values
	Cause Type
	Cause value 

(decimal)
	Meaning

	
	0
	Reserved. Shall not be sent and if received the Cause shall be treated as an invalid IE

	Acceptance Cause
	1
	Request Accepted

	
	2 to 15
	Spare. This value range shall be used for acceptance cause values.

	Protocol Errors
	16
	Mandatory IE incorrect

	
	17
	Mandatory IE missing 

	
	18
	Conditional IE incorrect

	
	19
	Conditional IE missing

	
	20 to 63
	Spare. This value range shall be used by Cause values representing protocol errors.

	Cause Codes Representing Status
	64
	MME/SGSN Congested

	
	65 to 255
	Spare. For Future Use.


* * * Eleventh Change * * * *

9.4.7
Fully Qualified Domain Name (FQDN)
Fully Qualified Domain Name (FQDN) is coded as depicted in Figure 9.4.7-1. 

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 7 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4 to (n+3)
	FQDN
	


Figure 9.4.7-1: Fully Qualified Domain Name (FQDN)

The FQDN field encoding shall be identical to the encoding of a FQDN within a DNS message of section 3.1 of IETF RFC 1035 [11] but excluding the trailing zero byte.

NOTE 1:
The FQDN field in the IE is not encoded as a dotted string as commonly used in DNS master zone files.
* * * End of Changes * * * *

