Page 1



3GPP TSG CT4 Meeting #68bis
C4-150658
Bratislava, Slovakia; 13th – 17th April 2015                                 Revision of C4-150509
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	29.273
	CR
	0408
	rev
	1
	Current version:
	12.7.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Authorization for HO in N3G

	
	

	Source to WG:
	Huawei

	Source to TSG:
	CT4

	
	

	Work item code:
	TEI12
	
	Date:
	2015-03-26

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	In the 3GPP side, the UE may not be allowed to do Handover procedures to non 3GPP access, see the following AVP defined in TS 29.272:

7.3.31
Access-Restriction-Data

The Access-Restriction-Data AVP is of type Unsigned32 and it shall contain a bit mask where each bit when set to 1 indicates a restriction. The meaning of the bits is the following:

Table 7.3.31/1: Access-Restriction-Data

Bit

Description

0

UTRAN Not Allowed
1

GERAN Not Allowed

2

GAN Not Allowed

3

I-HSPA-Evolution Not Allowed

4

E-UTRAN Not Allowed

5

HO-To-Non-3GPP-Access Not Allowed

However, for the untrusted WLAN case, there is the following descrption in TS 24.302:

“-
If NBM is used for IP mobility management and the UE performs an initial attach, the UE configures a home address based on the address information from the CFG_REPLY Configuration Payload. Otherwise, if NBM is used and the UE performs a handover attach, the UE continues to use its IP address configured before the handover, if the address information provided in the CFG_REPLY Configuration Payload does match with the UE's IP address configured before the handover. If the UE's IP address does not match with the address information of the CFG_REPLY Configuration Payload, the UE shall configure a new home address based on the IP address information contained in the INTERNAL_IP4_ADDRESS or INTERNAL_IP6_SUBNET attribute of the CFG_REPLY Configuration Payload. In the latter case, the IP address preservation is not possible.”
Therefore, although the UE cannot be allowed to perform HO, if the WLAN access is authorized and it is OK for the UE to receive a new IP address in HO based on TS 24.302 definition, then it is better for the ePDG to select a new PGW for the UE.


	
	

	Summary of change:
	Add the ePDG behavior for the HO procedures. 

	
	

	Consequences if not approved:
	In HO procedures, it is unclear on the ePDG behavior when there is no dynamic PGW ID received from the user subscription data. 
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* * * First Change * * * *

7.1.2.1.4
ePDG Detailed Behaviour

The ePDG shall initiate a new authentication and authorization procedure for each new IKE_SA. Each IKE_SA shall be handled in a different session. 

The ePDG shall set flags signalling its capabilities to the same value in all authentication and authorization  procedure for the same user (include the same MIP6-Feature-Vector). During the second and further authentication and authorization procedures, the ePDG shall discard the flag values received from the AAA Server and reuse the values received during the first procedure executed for the user.

For PMIPv6/GTPv2 based S2b, when receiving a Serving GW address in an authentication response, the ePDG shall check, whether it has already a Serving GW address stored for the user. 

-
If it has no Serving GW address available, it shall store the received value and use it as LMA address when creating PMIP bindings. 

-
If it has already a stored Serving GW address value, it shall ignore the received SGW-Address AVP.

NOTE 1:
In case of untrusted access, there is an authentication session started for all PDN connection setup requests of a user. These sessions may invoke different 3GPP AAA Proxies, which in turn may assign different Serving GWs to the user. The ePDG behaviour ensures that in spite of this possibility, the same Serving GW is used for all PDN connections of the user.

NOTE 2: 
The ePDG knows if NBM is used or if a local IP address is assigned based on the flags in the MIP6-Feature-Vector or based on preconfigured information. If the PMIP6_SUPPORTED and/or the GTPv2_SUPPORTED flag are set in the MIP6-Feature-Vector received from the 3GPP AAA Server, the ePDG knows that NBM is used.

For PMIPv6/GTPv2 based S2b, the ePDG shall utilize the downloaded APN configuration data to authorize the UE requested home address types: IPv4 home address and/or IPv6 home network prefix. In Handover procedure, if there is no dynamic PGW identity for the APN received from the downloaded APN configuration data, the ePDG could select a new PGW for the UE to establish the PDN connection.
The ePDG may use the Visited_Network_Identifier to determine the S2b protocol type (PMIPv6 or GTPv2). The ePDG may be configured with the S2b protocol variant(s) on a per HPLMN granularity, or may retrieve information regarding the S2b protocol variants supported by the PDN GW (PMIPv6 or/and GTPv2) from the Domain Name Service Function as described in 3GPP TS 29.303[34]. 
If GTPv2 is used on S2b and if the Trace-Info AVP including Trace-Data has been received in the authorization response, the ePDG shall send a GTPv2 Trace Session Activation message (see 3GPP TS 29.274 [38]) to the PGW to start a trace session for the user.
If DSMIPv6 is used and if ePDG has received the PGW identity in form of the FQDN from the 3GPP AAA server, then the ePDG may obtain the IP address of the Home Agent functionality of that PGW as described in 3GPP TS 29.303 [34]. 
If the ePDG determines that a previously assigned 3GPP AAA Sever is unavailable, it may attempt to send a new authentication and authorization request to an alternate 3GPP AAA Server. If the ePDG receives from this new server a redirect indication towards the former server (due to the HSS having stored the former 3GPP AAA Server identity), it shall terminate all previously existing sessions and PDN connections for that user, and it shall re-send again the request towards the new server, but it shall include the AAA-Failure-Indication AVP in the new request.
* * * End of Changes * * * *
