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Abstract
Stage 2 procedures for WebRTC gateway services are discussed at a very high level, beyond the usual detailled level as subject of stage 2 CRs. Purpose is to agree firstly on a set of procedures which will be finally documented in 23.334 in Rel-13.
NOTE – The reader needs to be familiar with the latest ITU-T H.248 Draft Recommendations as in scope of H.248 WebRTC gateway functions (i.e., H.248.WEBRTC, H.248.SCTP, H.248.STGROUP) as well as associated IETF documents on relevant SDP signaling elements.
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[bookmark: _Toc415751667]1. Background:
The WebRTC gateway function is composed by a number of building blocks, such as "L4 NAT traversal support for UDP", "L4 NAT traversal support for TCP", "DTLS bearer handling", "DTLS-based key exchange for SRTP", "application level interworking functions", "WebRTC data channel handling", etc.
All mandatory building blocks for audio and video were already incorporated in the Rel-12 specifications. The integration of WebRTC data channel support is now the primary scope of the continued WebRTC gateway specification. However, the "WebRTC data channel" function is not isolated, rather tightly interlinked with building blocks as already used for audio and video. There are also quite a number of possible WebRTC gateway use case variations. 
There would be consequently quite extensive stage 2 signalling procedures for 23.334 if we would use the usual level of description and specification.

The purpose of this document is to go one step back and start procedural considerations a) firstly on a more abstracted level and b) by dividing the WebRTC service in some sub-services first ("instead of the consideration of a fullfleged WebRTC call scenario").

The actual stage 2 specification for 23.334 could then a) merge building blocks and/or b) insert the usual level and details of relevant information elements.

[bookmark: _Toc415751668]2. Proceeding
Instead of immediately discussing WebRTC data channel scnearios we rather propose to revisit again firstly a WebRTC "audio & video only" call ("which is already supported by Rel-12"). The rational behind is related to following aspects:
1. DTLS: the DTLS connections will be exclusively used for SRTP key exchange procedures (but not for WebRTC data);
2. H.248 stream grouping: this concept is required for WebRTC data support, but would be also applicable in case of bundled audio and video. Bundled WebRTC audio and video is (still) out of scope of 3GPP IMS-WebRTC, but it might be worth to look at least already at the resulting H.248 context model.
Audio / video only is subject of use case areas #1 and #2. Additional WebRTC data support is then in scope of use case #3 and the following ones.

NOTEs:

	Item:
	Comments

	Notion of "L4 connection" (IP transport connection)
	The L4 protocol is preferrably 'UDP', but might be replaced by 'TCP' (in case of NAT traversal issues.
The document uses 'L4' whenever the concrete L4 protocol would be not relevant.

	DTLS terminology
	The terms used in this document represent a semantic as defined draft [draft-guballa-tls-terminology] (submitted to IETF WG TLS).

	X.200 naming convention
	The X.200 naming convention according to ITU-T H.Sup13, clause 5 (see http://wftp3.itu.int/av-arch/avc-site/2013-2016/1506_Che/AVD-4669.zip ) is applied on "connection", "endpoint" and "connection endpoint" objects (in case of possible ambiguities).

	3GPP Network Function: 
	H.248 Entity: 

	IMS-ALG 
	Media Gateway Controller (MGC)

	IMS-AGW, eIMS-AGW 
	Media Gateway (MG) 




[bookmark: _Toc415751669]3. Example use cases for communication establishment phase
WebRTC as multimedia communication service is characterized by the fact that individual media components might be dynamically added and removed again during the lifetime of the overall WebRTC call. There are consequently many variations of media configurations how a WebRTC call might start and evolve over the timeline. E.g., a later added media component might somehow "reuse gateway resources" or start from scratch.

[bookmark: _Toc415751670]3.1 Use case #1: audio & video only, unbundled

It is expected that the very majority of WebRTC calls will always use at least audio due to its positioning as "conversational / telephony" service. The likelihood of video might be in the same range or lower. Thus, a WebRTC call would typically start as "audio only" or "audio & video only", - and if "audio only" then video might be added (and removed again) at a later point in time.
Table 1.1 indicates the main use case #1.0 (as discussed here) as well as some example variations:

Table 1.1 – Use case #1 and variations
	UC:
	Characteristic:
	Comments

	#1.0
	· audio & video only
· unbundled (i.e., no RTP media multiplexing)
· no RTP transport multiplexing
· media security model: "e2ae"
· IWF "audio": transcoding (TC)
· IWF "video": transparent forwarding (TF)
· NAT-T (AN side): stable connectivity (i.e., no ICE updates)
· SRTP key exchange: only once, DTLS connections immediately released again
· DTLS: non-resumable DTLS session
	Number of L4 connections:
· 4 (2 x RTP and 2 x RTCP)
· ICE/STUN procedures: four times, for each L4 connection
Number of DTLS connections:
· 4 (because non-resumable DTLS sessions)
· thus, 4 DTLS full handshakes, leading to four DTLS connections
· Enhancement option: a single resumable DTLS session …
Number of SRTP key exchange procedures:
· 4 (SRTP master key negotiation for each RTP and RTCP stream)
· Enhancement option: SRTCP keys derived from SRTP keys

	#1.1
	as #1.0 with following change:
· media security model: "e2e"
	i.e., SRTP-to-SRTP interworking in a back-to-back RTP endsystem (B2BRE) topology with two different SRTP key management schemes (H.248 terminations T1: DTLS-SRTP; T2: SDES)

	#1.2
	as #1.0 with following change:
· DTLS connection remains in "data transfer ready state"
	What happens in case of additional data channels (see e.g. clause 3.4)?

	#1.3
	as #1.0 with following change:
· IWF "audio": also transparent forwarding
	

	#1.4
	etc (due to other valid variations)
	



Figure 1.1 outlines a correspondent H.248 context model for use case category #1:



Figure 1.1: H.248 WebRTC gateway – H.248 Context model – 
Use case #1: audio & video only, unbundled audio & video
There are two H.248 streams for audio and video. Each H.248 stream contains two UDP connections (for RTP and RTCP). ICE/STUN procedures need to be executed on each individual UDP connection. After successful STUN connectivity checks, then the DTLS connections need to be established for SRTP key exchange.
The worst case (and assumption here) would be the usage of non-resumable DTLS sessions, which lead to the execution of DTLS full handshake procedures on each UDP connection, resulting in finally four DTLS connections.
Figure 1.2 outlines an example signalling flow:



Figure 1.2: Example signalling flow for use case #1.0

Observations/discussion of selected signalling steps:

	Step:
	Comments

	15
	The establishment (incoming or outging) of the DTLS (non-resumable) session / DTLS connections is here explicitly triggered, dependent on successfully reported L4 connectivity on all four UDP connections between UE and MG.
Thus, alternatively step 15 might be merged into step 2.

	22 / 23
	The DTLS connections are immediately release again after successful key exchange for SRTP.
("The assumption behind that use case option is an expected SRTP key lifetime much greater than the expected mean holding time of the WebRTC call".)

	24
	The MGC is notified about the successfully released "DTLS-SRTP" connections.



[bookmark: _Toc415751671]3.2 Use case #2: audio & video only, bundled
NOTE – This use case area is for information only, out of scope of CT4 discussions because not (yet) supported by IMS-WebRTC (neither Rel-12 nor so far in scope of Rel-13). However, the use case is discussed here due to its aspects with regards to H.248 stream grouping based Context models.

Table 2.1 indicates the main use case #2.0 as well as some example variations:

Table 2.1 – Use case #2 and variations
	UC:
	Characteristic:
	Comments

	#2.0
	as #1.0 with following changes:
· bundled (i.e., RTP media multiplexing, also known as RTP SSRC multiplexing)
· also RTP transport multiplexing
	Number of L4 connections:
· 1 (both RTP media flows and associated RTCP control flows multiplexed on a single UDP connection)
· ICE/STUN procedures: once
Number of DTLS connections:
· 1
Number of SRTP key exchange procedures:
· 1 (SRTP master key negotiation and then key derivation for all RTP media and RTCP control flows)

	#2.1
	as #2.0 with following change:
· media security model: "e2e"
	

	#2.2
	etc
	



Figure 2.1 two options of a correspondent H.248 context model for use case category #2:



Figure 2.1: H.248 WebRTC gateway – H.248 Context model – 
Use case #2: audio & video only, bundled audio & video
Bundling implies the usage of H.248 stream grouping with (H.248.STGROUP) semantic "BUNDLE" (which indicate the MG that multiple H.248 component streams share common resources). There are two H.248 component streams in case of option 1. The H.248 stream descriptor of each component stream describes the RTP media and RTCP control flow components for a particular media type. However, there is only a single UDP connection, thus single ICE/STUN procedures and as well a single DTLS session, single DTLS connection and also only a single SRTP key exchange procedure, which are shared by audio and video. Leading to the question whether ICE, STUN, DTLS and SRTP related information should be associated to H.248 stream T1(S1) or T1(S2) (in case of option 1)?
That issue could be addressed by a dedicated H.248 component stream T1(S3), see option 2. The H.248 "BUNDLE" stream group would then cover all three H.248 component streams due to the common usage of the same and single UDP connection



Figure 2.2: Example signalling flow for use case #2.0

Observations/discussion of selected signalling steps:

	Step:
	Comments

	2
	H.248 stream group SG1 is created, containing three component streams.

	25 to 27
	Component stream T1(S3) might be removed or still kept, dependent the future expected evolution of the WebRTC call.

	28
	· audio IWF in transcoding (TC) mode
· video IWF in transparent forwarding (TF) mode; the semantic of "TF" implies that the media format for video is not changed (despite the other SRTP-to-RTP interworking functions)



[bookmark: _Toc415751672]3.3 Use case #3: additional data, preparation of transport

NOTE: The description of a protocol stack for WebRTC data and associated H.248 stream/termination models require the usage of the H.248 media grouping (mgroup) package. The reader should be familiar with H.248.STGROUP as well as the stream grouping related terminology.

The initial SDP Offer could contain a media description for WebRTC data but still missing information elements for a concrete WebRTC data application (i.e., the SDP attributes "a=dcmap" and "a=dcsa" are omitted in the SDP Offer). That's a valid scenario because the WebRTC user may want to start with audio only or audio/video telephony first before a potential later addition of a data service.
Independent of the SIP-level signalling for the establishment of a WebRTC call, the IMS-ALG (MGC) could anyway prepare the H.248 Context for a later usage of additional WebRTC data. The level of preparation of correspondent IMS-AGW resources is usually dependent on IMS-ALG local policies (e.g., traffic distribution between WebRTC calls with and without data, expected WebRTC data application(s), expected NAT traversal support at application protocol level, etc) as well as the amount of SDP information signalled at call control signalling.
Table 3.1 indicates the main use case #3.0 as well as some example variations:

Table 3.1 – Use case #3 and variations
	UC:
	Characteristic:
	Comments

	#3.0
	· SIP: SDP Offer indicates "…/DTLS/SCTP" transport, but still missing SDP attributes for a WebRTC data application
· L4 protocol: UDP, expected successful NAT traversal
· single SCTP association per DTLS connection (default for WebRTC)
· preparation of three H.248 streams for potential future WebRTC data applications in the H.248 WebRTC gateway; the preparation includes already the local reservation and assignment of SCTP StreamIDs for each DC candidate
	· the preparation and establishment of a DTLS session/DTLS connection for SCTP traffic is already feasible 
· the preparation and establishment of an SCTP association after successful DTLS connectivity is also feasible 
· however, the preparation of local DC resources is conditional, dependent on pro-active or on-demand resource management strategies of MGW resources
· the pro-active strategy is selected for this use case due to expected later WebRTC data applications

	#3.1
	as #3.0 with following change:
· no preparation of WebRTC data channels
	· thus, only the H.248 deaggregation stream will be established, but not yet any H.248 component streams for DCs would be created



The purpose of the consideration of the two UCs #3.0 and #3.1 is to emphasize the feedback on the H.248 handling of stream group SG2: the size is fixed and static in #3.0, but dynamic in #3.1 (NOTE: 'dynamic' implies future H.248 modifications of the TerminationState property mgroup/groupse of T1).

Figure 3.1 illustrates a correspondent H.248 context model for use case category #3.0:



Figure 3.1: H.248 WebRTC gateway – H.248 Context model – 
Use case #3.0: additional data, preparation of transport
H.248 stream endpoint T1(S4) represents the H.248 deaggregation stream. The protocol stack segment "SCTP association over DTLS connection over L4 over IP" is allocated to this SEP. The three potential future WebRTC data channels would be provided by the three H.248 component streams S5, S6 and S7 at termination T1. There are not yet any counterpart SEPs at T2 (in this example). The four H.248 streams for WebRTC data are denoted as Stream Group SG2 in Figure 3.1. The name SG2 is only used for illustration purposes; it does not appear in any H.248 signalling syntax.
Figure 3.2 outlines an example signalling flow:



Figure 3.2: Example signalling flow for use case #3.0
Observations/discussion of selected signalling steps:

	Step:
	Comments

	0
	Context C1 and Termination T1 does already exist due to a previous establishment of audio/SRTP and video/SRTP streams.

	2
	NOTE – The concrete H.248 command type depends on the signalling history (e.g. a MOD.req instead of a ADD.req). However, that level of detail is out of scope of this document.
Signalled information: protocol stack segment indication, ICE/STUN info (as well as explicit notification about successful STUN connectivity check), stream group SG2.
With regards to H.248 stream group SG2:
· H.248 deaggregation stream T1(S4) could be already fully specified (apart from the usual H.248 wildcarding of local MG resources);
· the three H.248 component streams T1(S5, S6 & S7) would be prepared by signalling at least the binding information between H.248 Stream Identifier and SCTP Stream Identifier (= H.248.SCTP property sctpbcc/sctpid in the LocalControl descriptor of each component stream; SCTP StreamID value might be wildcarded or explicitly provided by MGC)

	8
	The IMS-ALG is notified by successful L4 connectivity (here: one UDP connection for SCTP-over-DTLS because the UDP connection is NOT shared with audio and video in this use case). 
NOTE – Step 8 dependent on 9, see next row.

	9
	The establishment of the DTLS session/connection is here explicitly triggered (using the H.248.90 tlsbsc package) by the IMS-ALG.
That request could be of course already combined with step 2.
The DTLS protocol profile (actually the "DTLS domain profile", see H.248.90) is out of scope here, i.e., expected to be pre-provisioned in the IMS-AGW. For instance, a non-resumable DTLS session, etc.

	12, 13
	The establishment direction of the DTLS connection is out of scope here.

	14
	The IMS-ALG is notified of the successful establishment of the DTLS connection (i.e., the local (DTLS)-connection-endpoint is in state "ESTABLISHED").[footnoteRef:1]  [1:  	X.200 naming convention …] 


	15
	The establishment of the SCTP association is here explicitly triggered (using the H.248.SCTP sctpbsc package) by the IMS-ALG.
That request could be of course already combined with step 9, or the usage of H.248.92 stream endpoint interlinkage might be applied (see clause 3.6).

	18, 19
	The establishment direction of the SCTP association is out of scope here.

	20
	The IMS-ALG is notified about the successful establishment of the SCTP association (i.e., the local (SCTP)-association-endpoint is in state "ESTABLISHED").
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There is already an existing end-to-end WebRTC communication with audio and video and a prepared "tunnel" (realized as SCTP association over a DTLS connection) for data. A WebRTC endpoint or WebRTC-compatible endpoint wants to add a first data application, for instance text conversation (aka realtime text) according to ITU-T T.140 (and the "text relay" mode according to ITU-T V.151).
Table 4.1 indicates the main use case #4.0 as well as some example variations:

Table 4.1 – Use case #4 and variations
	UC:
	Characteristic:
	Comments

	#4.0
	· SIP reINVITE: SDP Offer provides a media description containing at least, e.g.:
m=application <…> UDP/DTLS/SCTP 
    webrtc-datachannel
a=dcmap:1 label="…"; 
    subprotocol="t140"
…
· H.248 component stream S5 (of SG2) is used for "realtime text"
	The UC highlights following aspects:
· Data channel "open": no usage of the DCEP (Data Channel Establishment Protocol) due to the alternative of complete out-of-band DC signalling;
· a (WebRTC)-DC-endpoint could immediately send data, which implies the allocation of buffer resources in the MG (tbc);
· H.248 WebRTC gateway interworking function: "T.140 transparent forwarding" (NOTE 1) with underlying "SCTP/DTLS/L4" to "RTP/UDP" interworking.
· Hence, SEP T2(S5) represents an "RTP endsystem" topology.
· Further, the bearer change from "data/SCTP" to "data/RTP/UDP" represent a change from an assured to a non-assured transport service. Thus, RTP packet redundancy is used in the example below (in the non-WebRTC domain) …
· … and it's still open whether the WebRTC domain should use a realiable or unreliable data channel service.

	#4.1
	as #4.0 with following change:
· but #3.1 as starting point (i.e., there wasn't yet any preparation of the "tunnel" in the user plane, thus not yet any H.248 stream group SG2 …)
	

	#4.2
	as #4.0 with following change:
· immediate establishment of three (instead of just one) WebRTC data channels
	

	NOTE 1 – Whether "T.140 transparent forwarding" is actually possible needs to be cross-checked. IETF RFC 4103 defines behaviour for RTP endsystems (i.e., the RTP source and RTP sink of a T.140 stream), which might need a few modifications (ffs).[footnoteRef:2] [2:  	More precisely (using the "RTP grouping taxonomy" terminology): we got a distributed model because 
a) the T.140 entities "media capture / media renderer". "media source / media sink", "media encoder / media decoder" and "media packetizer / media depacketizer" are located at the remote endsystem (the WebRTC client), and 
b) the media transport level entities "SCTP stream source / SCTP stream sink" and "RTP source / RTP sink" represent MG local functions.] 




Figure 4.1 shows an example H.248 context model for use case #4.0:



Figure 4.1: H.248 WebRTC gateway – H.248 Context model – 
Use case #4.0: first data channel in service
H.248 stream endpoint T1(S5) represents the H.248 component stream for "text/T.140" in the WebRTC domain.
Figure 4.2 outlines an example signalling flow:



Figure 4.2: Example signalling flow for use case #4.0
Observations/discussion of selected signalling steps:

	Step:
	Comments

	0
	Context C1 and Termination T1 does already exist due to a previous establishment of audio/SRTP and video/SRTP streams as well as Stream Group SG2 for WebRTC data applications.

	1
	The SIP reINVITE / SDP Offer provides a media description containing at least, e.g.:
m=application <…> UDP/DTLS/SCTP 
    webrtc-datachannel
a=dcmap:1 label="…"; 
    subprotocol="t140"

	2
	H.248 stream endpoint T1(S5): the associated SCTP stream is configured.
NOTE – Any originally allocated local SCTP StreamID value might be overwritten or renewed ("in case of wildcarding"). (tbc)

	5, 11
	H.248 stream endpoint T2(S5): the (T.140/RTP/UDP)-connection-endpoint is configured

	12
	The MG can derive the required (T.140)-IWF from the in the meanwhile fully specified H.248 SEPs T1(S5) and T2(S5), resulting in the conclusion, e.g., of (T.140)-IWF = "T.140 transparent forwarding".



Figure 4.3 illustrates the H.248 context model in case of three established and active H.248 component streams for WebRTC data services:



Figure 4.3: H.248 WebRTC gateway – H.248 Context model – 
Use case #4.2: three data channels in service
A correspondent signaling example for #4.2 is not discussed further.

[bookmark: _Toc415751674]3.5 Use case #5: data IWF for MSRP

MSRP-based instant messaging allows to demonstrate a) the additional usage of an (optional) B-ALG (Bearer-level Application Level Gateway; see H.248.78) function for L4+ NAT traversal support (due to address information at MSRP message level) and b) TCP-related interworking.
Table 5.1 indicates the main use case #5.0 as well as some example variations:

Table 5.1 – Use case #5 and variations
	UC:
	Characteristic:
	Comments

	#5.0
	· SIP reINVITE: SDP Offer provides a media description containing, e.g.:
m=application <…> UDP/DTLS/SCTP 
    webrtc-datachannel
a=dcmap:2 label="chat"; 
    subprotocol="MSRP"
a=dcsa:2 accept-types:message/
    cpim text/plain
a=dcsa:2 path:msrps://ben….;dc
…
· H.248 component stream S6 is used for "realtime text"
	The UC highlights following aspects:
· actually, only a subset of SDP information from attributes "a=dcmap" and "a=dcsa" should be signalled via H.248, only the information relevant for configuration of the H.248 MG-level IWF

	#5.1
	as #5.0 with following change:
· additional TLS in non-WebRTC domain
	· stack MSRP/TLS/TCP/IP at SEP T2(S6)



Figure 5.1 illustrates a correspondent H.248 context model for use case #5.0, i.e., the focus is on H.248 component stream S6 for text-oriented instant messaging:



Figure 5.1: H.248 WebRTC gateway – H.248 Context model – 
Use case #5.0: data IWF for MSRP
H.248 stream endpoint T1(S6) represents the H.248 component stream for "MSRP" in the WebRTC domain.Figure 5.2 outlines an example signalling flow:



Figure 5.2: Example signalling flow for use case #5.0
Observations/discussion of selected signalling steps:

	Step:
	Comments

	0
	Context C1 and Termination T1 does already exist due to a previous establishment of audio/SRTP and video/SRTP streams as well as Stream Group SG2 for WebRTC data applications.

	1
	The SIP reINVITE / SDP Offer provides a media description containing, e.g.:
m=application <…> UDP/DTLS/SCTP 
    webrtc-datachannel
a=dcmap:2 label="chat"; 
    subprotocol="MSRP"
a=dcsa:2 accept-types:message/
    cpim text/plain
a=dcsa:2 path:msrps://ben….;dc

	2
	H.248 stream endpoint T1(S6): the associated SCTP stream is configured.
NOTE – Any originally allocated local SCTP StreamID value might be overwritten or renewed ("in case of wildcarding"). (tbc)

	5, 11
	H.248 stream endpoint T2(S6): the (MSRP/TCP)-connection-endpoint is configured and completed in step 11. An outgoing TCP connection establishment is initiated in this example.
A B-ALG function (according to H.248.78) is enabled for MSRP for L4+ NAT-T support in order to align with the local NAT function ("the (L4/L3)-IWF represents a (UDP/IP)-to-(TCP/IP)-IWF inclusive NAPT").

	14
	The MG can derive the required (MSRP)-IWF from on the meanwhile fully specified H.248 SEPs T1(S6) and T2(S6).



[bookmark: _Toc415751675]3.6 Use case #6: MG enhancement – additional usage of stream interlinkage

H.248.92 is applicable in principle whenever a protocol uses explicit bearer control procedures. That's basically the case for H.248 WebRTC gateway interworking functions, given by connection-oriented protocols DTLS, SCTP (and possibly DCEP) and TCP (if used as L4 protocol) at an "H.248 WebRTC termination", and TCP and TLS at the "H.248 non-WebRTC termination".
Table 6.1 provides an example list of potential enhancements using stream interlinkage with scope on termination T1 only:

Table 6.1 – Use case #6 – Examples for stream interlinkage within the H.248 WebRTC termination
	UC:
	Characteristic:
	Comments

	#6.0
	DTLS-to-SCTP interlinkage (establishment):
· successful DTLS connection establishment triggers the SCTP association establishment procedure
	· type "intra-SEP interlinkage" in case of a H.248 stream grouping model where both, the (DTLS)-connection-endpoint and (SCTP)-association-endpoint are part of the same H.248 SEP (e.g., see Figure 4.0, deaggregation SEP T1(S4))
· type "intra-Termination interlinkage" in case of a H.248 stream grouping model where the (DTLS)-connection-endpoint and (SCTP)-association-endpoint would be assigned to separate H.248 SEPs (e.g., see Figures 9.1 and 10.1)

	#6.1
	SCTP-to-DTLS interlinkage (release):
· successful SCTP association shutdown triggers the DTLS connection release procedure
	· type "intra-SEP interlinkage" in case of a ….(see #6.0)
· type "intra-Termination interlinkage" in case of a ….(see #6.0)

	#6.2
	(SCTP-stream)-to-(SCTP)-association interlinkage (release):
· precondition: only a single DC is still in use;
· a SCTP Stream reset procedure (as WebRTC DC closure) triggers the shutdown of the SCTP association 
	· type "intra-Termination interlinkage" due to the H.248 stream grouping model where the (SCTP)-stream-endpoints and the (SCTP)-association-endpoint are assigned to separate H.248 SEPs (e.g., see Figure 4.1)



Figure 6.1 depicts candidates of possible stream interlinkage usage within termination T1:



Figure 6.1: H.248 WebRTC gateway – H.248 Context model – 
Use case #6: Examples for stream interlinkage within the H.248 WebRTC termination
Table 6.2 provides an example list of potential enhancements using stream interlinkage between T1 and T2:

Table 6.2 – Use case #6 – Examples for stream interlinkage between terminations T1 & T2
	UC:
	Characteristic:
	Comments

	#6.4
	… (see Fig. 6.2)
	

	to
	…
	

	#6.25
	…
	



Figure 6.2 outlines candidates of possible stream interlinkage usage between termination T1 and T2:



Figure 6.2: H.248 WebRTC gateway – H.248 Context model – 
Use case #6: Examples for stream interlinkage between terminations T1 & T2
Some observations and conclusions:
· non-WebRTC interlinkage scenarios UCs #6.14 and #6.25 are already supported (as part of eMEDIASEC);
· interlinkage between DTLS and SCTP (UCs #6.0 and #6.1) depends on the handling of both protocol layers from H.248 perspective, i.e., as individual protocols or as an abstracted, monolithic object (sth like a H.248 "SCTP/DTLS" bearer connection endpoint);
· new interlinkage capability (called "intra-Termination interlinkage"), see e.g., UC #6.2, which requires an upversioned H.248 seplink package v2;
· the number of theoretical interlinkage cases is cut into halves when TLS is not used at termination T2;
· some interlinkage candidates are only applicable when the DTLS connection, SCTP associaten and WebRTC data channel would be established at the same point in time ("given by the nature of interlinkage which "immediately takes effect", and does not support delayed actions");
· thus, stream interlinkage is applicable as well for H.248 context configurations as required for WebRTC data applications, but the theoretical number of possible scenarios (as listed in Fig. 6.1 and 6.2) will end up in only a few cases.


[bookmark: _Toc415751676]4. Example use cases for release of data channels and call release
There are multiple levels of release procedures due to the hierarchical protocol stack as well as the nature of the communication service (see intial comments in clause 4.1). Only a few examples are discussed in this document (clauses 4.2 to 4.4). 

[bookmark: _Toc415751677]4.1 Service cancellation for WebRTC data in H.248 WebRTC media gateways

The hierarchical protocol stack for WebRTC data ("DC/SCTP/DTLS/(UDP|TCP)/IP") contains up to four levels of user plane bearer control procedures, from top to down:
1. DC: SCTP stream reconfiguration procedures for resetting SCTP streams;
2. SCTP association: shutdown procedure;
3. DTLS: DTLS connection release procedure (apart from resumption and renegotiation procedures) and
4. TCP (if not UDP): TCP connection release procedure.

There are basically two options of service cancellation, attributed as "forced" and "graceful" in this discussion document.

[bookmark: _Toc415751678]4.1.1 Forced service cancellation for WebRTC data in H.248 WebRTC media gateways

A situation where the MGC removes an H.248 SEP for a particular protocol layer or protocol stack segment, a H.248 
stream group or even the complete substraction of the termination from the context, without execution (by the MG) at all of the protocol specific bearer control procedures for releasing protocol endpoints. Such a forced service cancellation represents an incorrect service termination in the user plane because will cause protocol failure indications at the remote endpoint.

[bookmark: _Toc415751679]4.1.2 Graceful service cancellation for WebRTC data in H.248 WebRTC media gateways

The normal behaviour of the MG as communication endpoint by executing bearer release procedures (by the MG) protocol correctly and in the right order. Some examples:
· the H.248 command request for releaseing the DTLS connection (despite the fact of a still established SCTP association and still open DCs) should firstly lead to the execution of a SCTP association shutdown procedure before starting the DTLS connection release procedure;
· the H.248 command request for releasing the SCTP association (despite the fact of still open data channels) might benefit from firstly resetting all SCTP streams before starting the SCTP association shutdown (ffs);
· the H.248 command request for subtracting the H.248 WebRTC termination (despite the fact …) ….

[bookmark: _Toc415751680]4.2 Use case #7: release of a data channel without call release

Data channels might be removed before the overall end of the WebRTC call. There are multiple variations possible because the "CLOSURE of a data channel" results in a reset of the SCTP stream (see clause 6.7/ draft-ietf-rtcweb-data-channel), i.e., the concerned SCTP stream is firstly still existent. Such a resetted SCTP stream could be basically reused again (for the same or another WebRTC data application). There are consequently two options from IMS-ALG (MGC) perspective: the correspondent H.248 stream endpoint is still kept, i.e., remains allocated and part of the H.248 stream group, or the H.248 stream endpoint is completely removed from the termination.
Table 7.1 indicates the main use case #7.0 as well as some example variations:

Table 7.1 – Use case #7 and variations
	UC:
	Characteristic:
	Comments

	#7.0
	· existing H.248 stream group with three active data channels (i.e., three H.248 component streams)
· closing of 1-out-of-3 data channels
· underlying SCTP stream is kept after the SCTP stream reset procedure
	· we don't consider the level of detail concerning the directionality of the DC closure procedure
· MGC removes SEP at the non-WebRTC termination T2, but keeps SEP at WebRTC termination T1 (of the original H.248 SEPP)

	#7.1
	as #7.0 with following change:
· resetted SCTP is not intented to be reused, thus, MGC removes H.248 SEP
	· there are two options again: the H.248 stream group SG2 is either not modified or updated according the actual stream group size

	#7.2
	as #7.0 with following change:
· closing of 2-out-of-3 or 3-out-of-3 data channels
	· the RFC 6525 SCTP Stream re-configuration procedure allows the reset of multiple streams in parallel …
· … hence, that "SCTP bearer control procedure" is actually running at the H.248 deaggregation stream T1(S4) and not at the affected H.248 component streams (ffs)

	#7.3
	· release of all data channels and subsequent shutwdown of the SCTP association
	· there are two options again: either the underyling DTLS connection is also released or not (yet)



Figure 7.1 illustrates a correspondent H.248 context model for use case #7.0 (using H.248 stream S6 as example), highlighting the three phases of context modification:



Figure 7.1: H.248 WebRTC gateway – H.248 Context model – 
Use case #7.0: release of a data channel without call release
Figure 7.2 outlines an example signalling flow:



Figure 7.2: Example signalling flow for use case #7.0
Observations/discussion of selected signalling steps:

	Step:
	Comments

	1
	the SDP offer doesn't contain the SDP attributes of the orignal data channel and data application

	2
	the IMS-ALG (MGC) maps the SDP on the H.248.SCTP sctpreset package elements, dependent of an incoming or outgoing SCTP stream reconfiguration procedure

	15
	stream group SG2 is not modified as such, i.e., SEP T1(S6) still part of the group and allocated SCTP StreamID values (for potential future "reuse")



[bookmark: _Toc415751681]4.3 Use case #8: SCTP association shutdown without DTLS connection release

There might be two reasons for keeping the DTLS connection after a shutdown of the SCTP association: either the DTLS connection is still used for DTLS-SRTP ("we think that this case will be not supported in 3GPP Rel-13") or there might be again WebRTC DCs opened in a future point in time.
Such an approach is considerable, keeping in mind that the establishment of a new DTLS connection represents a significant cost factor in terms of CPU cycles and memory, as well as the associated delay aspect.
Table 8.1 indicates the main use case #8.0 as well as some example variations:

Table 8.1 – Use case #8 and variations
	UC:
	Characteristic:
	Comments

	#8.0
	· existing H.248 stream group with active data channels 
· closing of all data channels
· subsequent shutdown of the SCTP association without DTLS connection release
	· the use case demonstrates the removal of all H.248 component streams of stream group SG2, and the modification of the H.248 deaggregation stream T1(S4) (which is kept due to the still established DTLS connection)

	#8.1
	as #8.0 with following change:
· but keeping the stream group SG2 definition, i.e., unused H.248 component streams)
	· looks feasible from H.248 perspective ("a real world use case is dependent on "reuse debates" in context of WebRTC data discussions")



Figure 8.1 discusses H.248 context models for use case #8.0:



Figure 8.1: H.248 WebRTC gateway – H.248 Context model – 
Use case #8.0: SCTP association shutdown without DTLS connection release
Figure 8.2 outlines an example signalling flow:



Figure 8.2: Example signalling flow for use case #8.0
Observations/discussion of selected signalling steps:

	Step:
	Comments

	3
	the property mgroup/groupse is removed from the TerminationState descriptor of termination T1 as well as property mgroup/strdeaggr is removed from the LocalControl descriptor of SEP T1(S4)

	5, 6
	to be discussed: seems to be redundant due to explicit removal of H.248 SEPs T1(S4, S5 & S6)

	17
	the now normal H.248 media stream T1(S4) houses still the protocol stack segment "DTLS/IP/L2"



[bookmark: _Toc415751682]4.4 Use case #9: complete call release

Table 9.1 indicates the main use case #9.0 as well as some example variations:

Table 9.1 – Use case #9 and variations
	UC:
	Characteristic:
	Comments

	#9.0
	· all WebRTC data channels are closed and the underyling transport stack is completely released, but the H.248 termination isn't subtracted
	· see general comments in clause 4.1

	#9.1
	as #9.0 with following change:
· subtraction of H.248 WebRTC termination
	· see general comments in clause 4.1



Figure 9.1 illustrates an example signalling flow for use case #9.0:



Figure 9.1: Example signalling flow for use case #9.0 (incomplete)
Observations/discussion of selected signalling steps:

	Step:
	Comments

	9, 10
	NOTE: there might be a subsequent TCP connection relase in case of "L4 = TCP"




[bookmark: _Toc415751683]5. Example use cases for extended stream grouping models
The handling of the protocol stack for WebRTC data from perspective of an H.248 WebRTC gateway might benefit from additional stream grouping models. Two further stream grouping options are indicated in this clause. That grouping models are conditional, and their real value is still subject of ongoing evaluations. It is expected that the 3GPP Rel-13 H.248 WebRTC gateway must support the first stream grouping model as introduced in clauses 3.3 to 3.6. Subsequent stream grouping models (clauses 5.1 and 5.2) might be most likely out of scope of Rel-13.

[bookmark: _Toc415751684]5.1 Use case #10: separation of SCTP association and DTLS connection

FIXTHIS ("provide a description of this use case in a future revision of this DISC memorandum")
NOTE – Study item in ITU-T, see
a) Draft H.248.SCTP, clause 11.2
b) Draft H.248.STGROUP[footnoteRef:3], clause L.2 and clause L.5 [3:  	Latest draft: http://wftp3.itu.int/av-arch/avc-site/2013-2016/1506_Che/AVD-4680.zip ] 




Figure 10.1: H.248 WebRTC gateway – H.248 Context model – 
Use case #10: extended stream grouping "separation of SCTP association and DTLS connection"

[bookmark: _Toc415751685]5.2 Use case #11: separation of Layer 4 in order to isolate ICE-based L4 modifications

FIXTHIS ("provide a description of this use case in a future revision of this DISC memorandum")
NOTE – Study item in ITU-T, see
c) Draft H.248.SCTP, clause 11.2
d) Draft H.248.STGROUP[footnoteRef:4], clause L.2 and clause L.5 [4:  	Latest draft: http://wftp3.itu.int/av-arch/avc-site/2013-2016/1506_Che/AVD-4680.zip ] 




Figure 11.1: H.248 WebRTC gateway – H.248 Context model – 
Use case #11: extended stream grouping "additional L4 separation due ICE-related (L4)-endpoint modifications during active call phase"

[bookmark: _Toc415751686]5.3 Use case #12: WebRTC with bundled audio & video plus multiple data channels

Combination of use cases #2 and #4.2, see Figure 12.1:



Figure 12.1: H.248 WebRTC gateway – H.248 Context model – 
Use case #12: WebRTC with bundled audio & video plus multiple data channels
There are two H.248 stream groups with two different grouping semantics ("Bundle" and "SCTP"). The individual DTLS connections for DTLS-SRTP and SCTP traffic transport are part of the correspondent stream groups.

[bookmark: _Toc415751687]6. Summary
Additional support of WebRTC data channels is the main purpose of existing WebRTC work item. A correspondent update of 23.334 requires stage 2 CRs which should focus in our understanding on
· primary scope:
· establishment: use cases #3, #4 & #5,
· release: use cases #7 & #9,
· secondary: enhancements based on
· interlinkage: use case #6.

Furthermore, the overall completion of general WebRTC gateway services implies to revisit
· ICE for TCP
· cross-check again from perspective of WebRTC data IWFs and TCP-based data services;
· DTLS usage, check of
· DTLS capability negotiations (H.248.90, H.248.93)
· DTLS security session maintenance (H.248.93)
· SRTP key exchange method discrimination
· srtp package v2 (H.248.77)



[bookmark: _Toc415751688]A. Appendix – Stage 2 (23.334) procedures

This Appendix provides high-level information about 23.334 clauses which are directly or indirectly related to WebRTC gateway services:

	5.1
	General

	5.2
	Gate Control & Local NAT

	5.3
	IP realm indication and availability

	5.4
	Remote NAT traversal support

	5.5
	Remote Source Address/Port Filtering

	5.6
	Traffic Policing

	5.7
	Hanging Termination Detection

	5.8
	QoS Packet Marking

	5.9
	Handling of RTCP streams

	5.10
	Media Inactivity Detection

	5.11
	IMS Media Plane Security

	5.12 
	Explicit Congestion Notification support

	5.13
	Transcoding

	5.14
	Multimedia Priority Service (MPS) Support

	5.15
	Coordination of Video Orientation

	5.16
	Generic image attributes

	5.17
	TCP bearer connection control

	5.18
	Interactive Connectivity Establishment (ICE)

	5.19
	MSRP handling

	5.20
	Web Real Time Communication (WebRTC)

	5.21
	Alternate Connection (ALTC) Addresses Management




	6.2
	Call Related Procedures

	6.2.1
	Gate Control & Local NA(P)T procedure

	6.2.2
	IP realm indication procedure

	6.2.3
	Remote NA(P)T traversal support procedure

	6.2.4
	Remote Source Address/Port Filtering

	6.2.5
	Traffic Policing

	6.2.6
	Hanging Termination Detection

	6.2.7
	QoS Packet Marking

	6.2.8
	Media Inactivity Detection

	6.2.9
	Handling of RTCP streams

	6.2.10
	IMS end-to-access-edge Media Plane Security

	6.2.10A
	IMS end-to-end Media Plane Security

	6.2.11
	Change Through-Connection

	6.2.12
	Emergency Calls

	6.2.13
	Explicit Congestion Notification support

	6.2.14
	Access Transfer procedures with media anchored in IMS-AGW  (ATGW)

	6.2.15
	Multimedia Priority Congestion Control Procedures

	6.2.16
	Coordination of Video Orientation

	6.2.17
	Procedures for Interactive Connectivity Establishment (ICE)

	6.2.18
	TCP bearer connection control

	6.2.19
	Application-aware MSRP interworking at the IMS-AGW

	6.2.20
	Alternate Connection (ALTC) Addresses Management







[bookmark: _Toc415751689]B. Appendix – Stage 3 (29.334) packages
This Appendix provides high-level information about 29.334 packages with regards to WebRTC gateway services (see discussion in accompanying contribution C4-150423):

[bookmark: _Toc414442860][bookmark: _Toc415751690]5.14	Packages
[bookmark: _Toc414442861][bookmark: _Toc415751691]5.14.1	Mandatory Packages
Table 5.14.1.1: Mandatory Packages
	Mandatory Packages:
	Required for

	Package Name
	PackageID
	Version
	WebRTC

	IP NAPT traversal (H.248.37)
	ipnapt, (0x0099)
	1
	Yes (NAT-T)

	Generic (H.248.1, Annex E.1)
	g, (0x0001)
	1
	-

	Base root (H.248.1, Annex E.2)
	root, (0x0051)
	2
	-

	Gate management (H.248.43)
	gm, (0x008c)
	2
	Yes (IP traffic control)

	Traffic management (H.248.53)
	tman, (0x008d)
	1
	Yes (IP traffic control)

	IP Domain Connection (H.248.41)
	ipdc, (0x009d)
	1
	Yes (IP realm control)

	Hanging Termination Detection (H.248.36)
	hangterm, (0x0098)
	1
	-

	Diffserv (H.248.52)
	ds, (0x008b)
	2
	Yes (IP traffic control)

	RTP Control Protocol (H.248.57)
	rtcph, (0x00b5)
	1
	Yes (if "RTP /RTCP transport multiplexing for audio & video")



[bookmark: _Toc414442862][bookmark: _Toc415751692]5.14.2	Optional Packages
Table 5.14.2.1: Optional Packages
	Optional Packages:
	Requ.

	Package Name
	PackageID
	Vers.
	Support dependent on:
	WebRTC

	Inactivity Timer (H.248.14)
	it, (0x0045)
	1
	MGC polling by MG.
Only applicable for UDP transport.
	-

	Media Gateway Overload Control (H.248.11)
	ocp, (0x0051)
	1
	Support of message throttling, based on rate limitation, from MGC towards MG.
	-

	Media Gateway Resource Congestion Handling Package (H.248.10)
	chp, (0x0029)
	1
	Support of message throttling, based on percentage limitation, from MGC towards MG.
	-

	IP realm availability (H.248.41)
	ipra (0x00e0)
	1
	Support of mechanisms allowing the MGC to discover the IP realms that are available at the MG at a certain time and allowing the MG to inform the MGC about any changes in the availability of realms.
	-

	Application Data Inactivity Detection (H.248.40)
	adid (0x009c)
	1
	MGC requires to be explicitly informed of a cessation of an application data flow.
	-

	Explicit Congestion Notification  for RTP-over-UDP Support (H.248.82)
	ecnrous (0x010b)
	1
	Support of Transparent forwarding of ECN packets
	ffs

	MG Act-as STUN Server (H.248.50)
	mgastuns (0x00c2)
	1
	Support of incoming STUN connectivity checks. 
Applicable for ICE lite and full ICE 
	Yes (NAT-T)

	Originate STUN Continuity Check (H.248.50)
	ostuncc (0x00c3)
	1
	Support of originating STUN connectivity checks
Only applicable for full ICE
	Yes (NAT-T)

	TCP basic connection control (H.248.89)
	tcpbcc, (0x0115)
	1
	Support of state-aware TCP handling (TCP proxy mode) (NOTE: Stateless TCP handling (i.e. TCP relay and TCP merge mode) are solely based on SDP indication (thus, package-less) according to H.248.84, clause 13.).
	Yes 
(Data IWF to TCP)

	TLS basic session control (H.248.90)
	tlsbsc, (0x0117)
	1
	Support of 
a) TCP-based media using TLS or 
b) UDP-based media using DTLS.
	Yes (DTLS; Data IWF to TLS)

	Stream endpoint interlinkage (H.248.92)
	seplink, (0x011b)
	21
	Support of state-aware TCP handling (TCP proxy mode) and of Forward Incoming TCP Connection Establishment Requests Indicator.
	Yes (interlink-age)

	MG located Bearer Level ALG (H.248.78)
	mgbalg (0x011d)
	1
	Support of a bearer level application gateway (B-ALG) function for application-aware MSRP interworking.
	Yes (NAT-T)

	STUN Consent Freshness (H.248.50)
	stnconfres
(0x0120)
	1
	Support of STUN usage for consent freshness procedures.
Applicable for full ICE.
	Yes (NAT-T)

	Secure RTP (H.248.77)
	srtp, 
(0x0107)
	2 (!)
	Indication of SRTP key exhange method ("DTLS-SRTP" for WebRTC domain, "SDES" for non-WebRTC domain)
	Yes
(generic)

	SCTP basic connection control (H.248.SCTP)
	sctpbcc, (0x0121)
	1
	Support of WebRTC data services: control of establishment and release of SCTP associations, and the allocation of local SCTP stream identifiers
	Yes
(Data)

	SCTP Re-configuration Stream reset (H.248.SCTP)
	sctpreset, (0x0122)
	1
	Support of WebRTC data services: control of SCTP stream reset ("release") procedure
	Yes
(Data)

	Media grouping (H.248.STGROUP)
	mgroup, (0x011f)
	1
	Support of WebRTC: 
a) multiplexing as part of WebRTC data stack;
b) multiplexing in case of bundled WebRTC audio & video (out of scope of Rel-13)
	Yes
(generic)



Table 5.14.2.1b: Unconfirmed (optional) Packages for WebRTC
	Optional Packages:
	Requ.

	Package Name
	PackageID
	Vers.
	Support dependent on:
	WebRTC

	Data Channel Establishment Protocol Support (H.248.WEBRTC])
	dcep, (0x0124)
	1
	WebRTC gateway with WebRTC data services support and a WebRTC network domain using "in-band"-based DC control
(NOTE: out of scope of 3GPP IMS-WebRTC domains, but might be used by non-3GPP WebRTC domains, i.e. a requirement for the IBCF/TrGW as WebRTC GW)
	ffs

	MGC Controlled Bearer Level ALG (H.248.78)
	mcbalg, 
(0x0108)
	2
	
	ffs

	TLS capability negotiation (H.248.90)
	tlscn, 
(0x0118)
	1
	MGC influenced DTLS capability negotiation procedures for DTLS sessions/connections:
a) for DTLS-SRTP key exchange
b) for DTLS-based SCTP transport
(NOTE: out of scope of 3GPP IMS-WebRTC domains in case of a single, unambiguous DTLS domain profile (see also clause 14.2/H.248.90).)
	ffs

	DTLS extended capabilities (H.248.93)
	dtlscn, 
(0x011e)
	1
	
	ffs

	TLS session maintenance (H.248.90)
	tlsm, 
(0x0119)
	1
	Handling of DTLS error alerts (not DTLS closure alert) in order to avoid undetermined states of "H.248 WebRTC termination".
	ffs

	Advanced SDP Wildcarding (H.248.39)
	aswp, 
(0x011c)
	1
	Simplified handling of DTLS authentication related signalling at H.248 interface ("wildcarding SDP a=fingerprint"). The benefit is conditional, see Appendix I/H.248.39.
	ffs
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