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1. Introduction
This contribution proposes to define a specific IKEv2 configuration attribute for the UE capability indicating the support of P-CSCF restoration extension for untrusted WLAN.
2. Reason for Change
In current release of TR TS 29.926, the coding for the UE capability indication of the support of P-CSCF restoration between the ePDG and the UE has not been worked out. There are two alternatives proposed to transport the indication for S2b in IKEv2 signaling over WLAN access.
a) 
Define a new IKEv2 configuration attribute to be used for carrying the UE capability indication of the support of P-CSCF restoration. The new configuration attribute will then be intercepted by ePDG and will be transposed using the APCO mechanism to PGW over S2b.
b) 
Define a new IKEv2 configuration attribute which is referred as PCO, as the generic container to carry 3GPP parameters including the UE capability indication of the support of P-CSCF restoration between the UE and the PGW.
For alternative a), as shown below, specific IKEv2 configuration attributes and APCO are already supported over S2b today for transport of PAP/CHAP authentication materials, DNS IP address(es) and P-CSCF IP address between the UE and the PDN GW.
	Additional Protocol Configuration Options (APCO)
	CO
	If multiple authentications are supported by the ePDG, the ePDG shall include this IE on the S2b interface and perform the corresponding procedures as specified for PAP and CHAP authentication of the UE with external networks in 3GPP TS 33.402 [50].
	Additional Protocol Configuration Options (APCO)
	0

	
	O
	If the UE requests the DNS IPv4/IPv6 address in the Configuration Payload (CFG_REQ) during the IPsec tunnel establishment procedure (as specified in 3GPP TS 33.402 [50]), and if the ePDG supports the Additional Protocol Configuration Options IE, the ePDG may include this IE over S2b interface and correspondingly set the "DNS Server IPv4/v6 Address Request" parameter as defined in 3GPP TS 24.008 [5].
	
	

	
	CO
	If the UE includes the P-CSCF_IP6_ADDRESS attribute, or the P-CSCF_IP4_ADDRESS attribute or both in the CFG_REQUEST configuration payload during the IPsec tunnel establishment procedure as specified in 3GPP TS 24.302 [63]), and if the ePDG supports these IKEv2 attributes and the Additional Protocol Configuration Options IE, the ePDG shall include this IE over the S2b interface and correspondingly set the P-CSCF IPv6 Address Request, or P-CSCF IPv4 Address Request, or both parameters as defined in 3GPP TS 24.008 [5].
	
	

	
	O
	The TWAN may include this IE on the S2a interface to retrieve additional IP configuration parameters from the PGW (e.g. DNS server) if the transparent single-connection mode is used as specified in 3GPP TS 23.402 [45].
	
	


CT working group has been continued evolving APCO to support S2b, such as recently, APCO is enhanced to transport the address of P-CSCF over S2b. It seems that APCO becomes the defacto choice of container to transport S2b parameters. Therefore, defining another new IKEv2 configuration attribute for carrying the UE capability indication of the support of P-CSCF restoration is a likely traditional and clear way for S2b case.
For alternative b), introducing a new IKEv2 configuration attribute referring to the generic PCO can avoid the need to specify new IETF RFCs whenever new 3GPP parameters to be conveyed in IKEv2 messages in the future. However, there have been quite a few specific parameters defined as separate IKEv2 configuration attribute since Rel-10. If this PCO IKEv2 configuration attribute is supported now, it means there will be two co-existing mechanisms for transport of the same set of related parameters for S2b. Also the PGW may need to handle the possible abnormal cases such as receiving APCO and PCO including different value of the same parameters.
In addition, both alternatives will require a proposal of new IE for IKEv2 which is prepared by 3GPP to be submitted to IANA for evaluation before the approval for assignment.
3. Conclusions

Considering the analysis above, alternative a) is proposed.
4. Proposal

It is proposed to agree the following changes to TS 29.926 v0.2.0
* * * First Change * * * *

6.3.2.1.4
Coding between the ePDG and the UE

As indicated in step 9 of subclause 6.3.2.1.2, and in subclause 6.3.2.1.3, between the ePDG and the UE, IKEv2 messages are used with a configuration payload containing P-CSF restoration information ( i.e. the UE capability indicating the support of P-CSCF restoration extension for untrusted WLAN and list(s) of P-CSCF addresses).

The encoding of P-CSCF restoration information within the Configuration Payload in IKEv2 needs to be specified.

The IETF Draft draft-gundavelli-ipsecme-3gpp-ims-options-03 [9] specifies Configuration attributes defining lists of P-CSCF addresses to be used for P-CSCF discovery. It is relevant to use the same Configuration attributes for lists of P-CSCF addresses used for P-CSCF restoration.

The UE shall send its capability indication of the support of P-CSCF restoration to the ePDG by including the P-CSCF_RESELECTION_SUPPORT attribute in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message.
The format of the P-CSCF_RESELECTION_SUPPORT attribute is shown as below.
	7
	6
	5
	4
	3
	2
	1
	0
	

	
Attribute Type = P-CSCF_RESELECTION_SUPPORT
	octet 1

	
Length = 1
	octet 2

	
Value 
	octet 3

octet 4


Figure 6.3.2.1.4-1: P-CSCF_RESELECTION_SUPPORT attribute

Table 6.3.2.1.4-1: P-CSCF_RESELECTION_SUPPORT attribute

	Octet 1 indicates the type of attribute as P-CSCF_RESELECTION_SUPPORT with a value of xxx.

	Octet 2 is the length of this attribute which shall be set to 1 as per IETF RFC 4187.

	Octet 3 and 4 is the value of the attribute. Octet 3 is reserved and shall be coded as zero. Octet 4 shall be set as follows. All other values are reserved.

	7
	6
	5
	4
	3
	2
	1
	0
	
	IP-CSCF re-selection support indication

	0
	0
	0
	0
	0
	0
	0
	1
	
	P-CSCF_RESELECTION_SUPPORT


Editor’s note: The value of Attribute Type P-CSCF_RESELECTION_SUPPORT will be assigned by IANA.
* * * End of Changes * * * *

