Page 1



3GPP TSG CT4 Meeting #68bis
C4-150444
Bratislava, Slovakia; 13th – 17th April 2015                    

	CR-Form-v11.1

	CHANGE REQUEST

	

	
	29.334
	CR
	0090
	rev
	-
	Current version:
	12.6.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	WebRTC transport protocols 

	
	

	Source to WG:
	Nokia Networks

	Source to TSG:
	CT4

	
	

	Work item code:
	IMS_WebRTC
	
	Date:
	2015-03-24

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	23.334 specifies: "When the IMS-ALG requests the eIMS-AGW to reserve transport addresses/resources for e2ae media security, the IMS ALG shall configure "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" as transport protocol at the access side termination...”. The indication for these transport protocols should be added to this specification.

	
	

	Summary of change:
	The transport protocol indications "UDP/TLS/RTP/SAVP" and "UDP/TLS/RTP/SAVPF" are added to the tables "Allowed Stream Modes" and "Transport Protocol". The referred RFC 5763 and RFC 5764 are added to the reference list.

	
	

	Consequences if not approved:
	There is no support specified for WebRTC transport protocols "UDP/TLS/RTP/SAVP" and "UDP/TLS/RTP/SAVPF".

	
	

	Clauses affected:
	2, 5.7.2.1, 5.15

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	

	affected:
	
	X
	 Test specifications
	

	(show related CRs)
	
	X
	 O&M Specifications
	

	
	

	Other comments:
	


* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".

[3]
ETSI TS 183 018 V3.5.1 (2009-07): "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); Resource and Admission Control: H.248 Profile Version 3 for controlling Border Gateway Functions (BGF) in the Resource and Admission Control Subsystem (RACS); Protocol specification".

[4]
ITU-T Recommendation H.248.37 (06/2008): "Gateway control protocol: IP NAPT traversal package".

[5]
ITU-T Recommendation H.248.57 (10/2014): "Gateway control protocol: RTP Control Protocol Package".

[6]
ITU-T Recommendation H.248.43 (06/2008): "Gateway control protocol: Gate Management and Gate Control packages".

[7]
ITU-T Recommendation H.248.53 (03/2009): "Gateway control protocol: Traffic management packages".

[8]
ITU-T Recommendation H.248.41 Amendment 1 (06/2008): "Gateway control protocol: IP domain connection package: IP Realm Availability Package".

[9]
ITU-T Recommendation H.248.36 (09/2005): "Gateway control protocol: Hanging Termination Detection package".

[10]
ITU-T Recommendation H.248.1 (05/2002): "Gateway Control Protocol: Version 2" including the Corrigendum1 for Version 2 (03/04).

[11]
ITU-T Recommendation H.248.14 (03/2009): "Gateway control protocol: Inactivity timer package".

[12]
ITU-T Recommendation H.248.52 (06/2008): "Gateway control protocol: QoS support packages".

[13]
ITU-T Recommendation H.248.11 (11/2002): "Gateway control protocol: Media gateway overload control package". 
Inclusive Corrigendum 1 (06/2008) to H.248.11 " Gateway control protocol: Media gateway overload control package: Clarifying MG-overload event relationship to ADD commands".

[14]
ITU-T Recommendation H.248.10 (07/2001): "Media gateway resource congestion handling package".

[15]
IETF RFC 5234 (2008): "Augmented BNF for Syntax Specifications: ABNF".
[16]
IETF RFC 4960 (2007): "Stream control transmission protocol".

[17]
IETF RFC 4566 (2006): "SDP: Session Description Protocol".

[18]
IETF RFC 4975 (2007): "The Message Session Relay Protocol (MSRP)".

[19]
IETF RFC 3551 (2003): "RTP Profile for Audio and Video Conferences with Minimal Control".

[20]
IETF RFC 4145 (2005): "TCP-Based Media Transport in the Session Description Protocol (SDP)".

[21]
IETF RFC 3605 (2003): "Real Time Control Protocol (RTCP) attribute in Session Description Protocol (SDP)".

[22]
ITU-T Recommendation X.690 (11/2008): "ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)".

[23]
3GPP TS 23.334: "IMS Application Level Gateway (IMS-ALG) – IMS Access Gateway (IMS-AGW) interface: Procedures Descriptions".

[24]
ITU-T Recommendation H.248.40 (01/2007): "Gateway control protocol: Application Data Inactivity Detection package".

[25]
IETF RFC 4585 (2006): "Extended RTP Profile for Real-time Transport Control Protocol (RTCP) - Based Feedback (RTP/AVPF)".

[26]
3GPP TS 26.114: "IP Multimedia Subsystem (IMS); Multimedia telephony; Media handling and interaction".

[27]
3GPP TS 33.210: "Technical Specification Group Services and System Aspects;3G Security; Network Domain Security; IP Network Layer Security".

[28]
IETF RFC 3556 (2003): "Session Description Protocol (SDP) Bandwidth Modifiers for RTP Control Protocol (RTCP) Bandwidth".

[29]
IETF RFC 4568 (2006): "Session Description Protocol (SDP) Security Descriptions for Media Streams".

[30]
IETF RFC 3711 (2004): "The Secure Real-time Transport Protocol (SRTP)".

[31]
IETF RFC 5124 (2008): "Extended Secure RTP Profile for Real-time Transport Control Protocol (RTCP)-Based Feedback (RTP/SAVPF)".

[32]
IETF RFC 2216 (1997): "Network Element Service Specification Template".

[33]
Supplement 7 to ITU-T H-series Recommendations H.Sup7 (05/2008):" Gateway control protocol: Establishment procedures for the H.248 MGC-MG control association".

[34]
3GPP TS 33.328: "IMS Media Plane Security".

[35]
Void

[36]
Void

[37]
Void

[38]
3GPP TS 23.237: "IP Multimedia subsystem (IMS) Service Continuity; Stage 2".
[39]
3GPP TS 22.153: "Multimedia Priority Service".
[40]
ITU-T Recommendation H.248.82 (03/2013): "Gateway control protocol: Explicit Congestion Notification Support".

[41]
IETF RFC 5285 (2008): "A General Mechanism for RTP Header Extensions".

[42]
IETF RFC 6236: "Negotiation of Generic Image Attributes in the Session Description Protocol (SDP)". 
[43]
Draft ITU-T Recommendation H.248.50 (2015): "Gateway control protocol: NAT traversal toolkit packages".
Editor's Note: The above document cannot be formally referenced until it is published as an ITU-T Recommendation. The latest draft of revised H.248.50 is available from the following link: http://wftp3.itu.int/av-arch/avc-site/2013-2016/1411_Seo/TD-08.zip
[44]
IETF RFC 5245: "Interactive Connectivity Establishment (ICE): A Protocol for Network Address Translator (NAT) Traversal for Offer/Answer Protocols".

[45]
3GPP TS 24.229: "IP Multimedia Call Control Protocol based on SIP and SDP".
[46]
ITU-T Recommendation H.248.84 (07/2012): "Gateway control protocol: NAT traversal for peer-to-peer services".

[47]
ITU-T Recommendation H.248.89 (07/2014): "Gateway control protocol: TCP support packages".

Editor's Note: The above document cannot be formally referenced until it is published as an ITU-T Recommendation.
[48]
ITU-T Recommendation H.248.90 (07/2014): "Gateway control protocol: H.248 packages for control of transport security using TLS".

Editor's Note: The above document cannot be formally referenced until it is published as an ITU-T Recommendation.
[49]
ITU-T Recommendation H.248.92 (07/2014): "Gateway control protocol: Stream endpoint interlinkage package".

Editor's Note: The above document cannot be formally referenced until it is published as an ITU-T Recommendation 

[50]
ITU-T Recommendation H.248.93 (07/2014): "Gateway control protocol: H.248 packages for control of transport security using DTLS".

Editor's Note: The above document cannot be formally referenced until it is published as an ITU-T Recommendation.
[51]
IETF RFC 793: "Transmission Control Protocol – DARPA Internet Program – Protocol Specification".
[52]
IETF RFC 4582: "The Binary Floor Control Protocol (BFCP)".
[53]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[54]
IETF draft-schwarz-mmusic-sdp-for-gw-01: "SDP codepoints for gateway control".

Editor's Note: The above document cannot be formally referenced until it is published as an RFC.
[55]
IETF RFC 4572: "Connection-Oriented Media Transport over the Transport Layer Security (TLS) Protocol in the Session Description Protocol (SDP)".

[56]
Draft ITU-T Recommendation H.248.78 (Ed. 0.9, 11/2014): "Gateway control protocol: Bearer-level message backhauling and application level gateway".
Editor's Note: The above document is currently under revision by ITU-T. The latest output draft of the revised ITU-T Recommendation H.248.78 is available from the following link:
http://wftp3.itu.int/av-arch/avc-site/2013-2016/1411_Seo/TD-09.zip.
[57]
IETF RFC 6714: "Connection Establishment for Media Anchoring (CEMA) for the Message Session Relay Protocol (MSRP)".
[58]
IETF draft-ietf-rtcweb-stun-consent-freshness-11: "STUN Usage for Consent Freshness".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[xy]
IETF RFC 5763: "Framework for Establishing a Secure Real-time Transport Protocol (SRTP)    Security Context Using Datagram Transport Layer Security (DTLS)".
[xz]
IETF RFC 5764: "Datagram Transport Layer Security (DTLS) Extension to Establish Keys for the Secure Real-time Transport Protocol (SRTP)".


* * * Next Change * * * *
5.7.2.1
LocalControl Descriptor

Table 5.7.2.1.1: Local Control Descriptor

	
	Termination Type
	Stream Type

	ReserveGroup used:
	No
	NA
	NA

	ReserveValue used:
	Yes
	IP
	Audio, Video (NOTE 1, NOTE 2)

	NOTE 1:
The value of the H.248 Stream Type is given here by the SDP “m=” line element media type (in contrast to the SDP “m=” line element transport protocol in Table 5.7.2.1.2). Usage of ReserveValue implies thus media type aware Local and Remote Descriptors.

NOTE 2:
Not used (at this profile version (see clause 5.1 for the version number)) for TCP transport (IETF RFC 793 [51]) and media types:
a) "Message" (for MSRP (IETF RFC 4975 [18]) and
b) "Application" (for BFCP (IETF RFC 4582 [52])
because the application control will not use them in context ReserveValue.


Table 5.7.2.1.2: Allowed Stream Modes

	Termination Type
	Stream Type
	Allowed StreamMode Values

	IP
	RTP/AVP
	SendOnly, RecvOnly, SendRecv, Inactive

	
	RTP/SAVP
	SendOnly, RecvOnly, SendRecv, Inactive

	
	RTP/AVPF
	SendOnly, RecvOnly, SendRecv, Inactive

	
	RTP/SAVPF
	SendOnly, RecvOnly, SendRecv, Inactive

	
	TCP (NOTE 1)
	SendRecv, Inactive

	
	TCP/MSRP (NOTE 1)
	SendRecv, Inactive

	
	TCP/TLS (NOTE 1)
	SendOnly, RecvOnly, SendRecv, Inactive

	
	TCP/TLS/MSRP (NOTE 1, NOTE 2)
	SendOnly, RecvOnly, SendRecv, Inactive

	
	UDPTL
	SendRecv, Inactive

	
	UDP
	SendOnly, RecvOnly, SendRecv, Inactive

	
	UDP/DTLS
	SendOnly, RecvOnly, SendRecv, Inactive

	
	UDP/TLS/RTP/SAVP
	SendOnly, RecvOnly, SendRecv, Inactive

	
	UDP/TLS/RTP/SAVPF
	SendOnly, RecvOnly, SendRecv, Inactive

	NOTE 1:
The H.248 StreamMode does not affect protocol control information at the bearer interface. See clause 7.1.7.1.1 in ITU-T Recommendation H.248.1 [10] and:
a) TCP: ITU-T Recommendation H.248.89 [47], clause 8.6.4.1, Table "Impact of StreamMode on TCP bearer traffic at external MG interface"
b) TLS: ITU-T Recommendation H.248.90 [48], clause 8.6.4.1, Table "Impact of StreamMode on TLS bearer traffic at external MG interface".
NOTE 2:
Conditional support, dependent on support of application-aware interworking.


* * * Next Change * * * *
5.15
Mandatory support of SDP and Annex C information elements

Table 5.15.1: Mandatory Annex C and SDP information elements
	Information Element
	Annex C Support
	SDP Support

	v-line
	"SDP_V "
	The value must always be equal to zero: v=0

	c-line
	"SDP_C "
	<nettype> <addrtype> and <connection address> are required. 

The network type shall be set to "IN".

The address type may be IPv4 or IPv6.  

The MGC may apply parameter underspecification to the <connection address> subfield. 

	m-line
	"SDP_M "
	There are four fields (or SDP values) <media>, <port>, <proto> and <fmt> in the "m=" line (see IETF RFC 4566 [17];NOTE 1).

The "m=" line may be omitted from SDP. 

<media>, <port>, <proto >  and <fmt-list> are required if the "m=" line is included.

Media type <media> :

The <media> field shall be set to "audio", "video", "message", "application" or  "-". When "-" is used for the media value then no media resources are required to be reserved at this stage (NOTE 1). If the MG does not support the requested media value it shall reject the command with error code 515.

Transport port <port>

The port value may be underspecified with CHOOSE wildcard.

Transport protocol <proto>

As in table 5.15.2.

Media format <fmt>

Various values may be used for media-format, dependent on the related <media>.  

"-" may be used for the format list value if no media reservation is required at this stage.

If the  MG does not support the requested media format value the MG shall reject the command with error code 449.

	b-line
	"SDP_B "
	Shall not be used without a "m=" line.

The modifier values shall be "AS", "RS" and "RR".

The AS modifier implies that the bandwidth-value represents the ""maximum bandwidth" (see clause 5.8/ IETF RFC 4566 [17]). The bandwidth-value relates therefore to the peak bitrate (NOTE 2).

The bandwidth-value value defines the IP layer bandwidth for the specific H.248 Stream.

For RTP flows, where RTCP resources are reserved together with the RTP resources using the "RTP Specific Behaviour" property of the Gate Management package (gm) property, the IMS-ALG may also supply additional RTCP bandwidth modifiers (i.e. RR and RS, see IETF RFC 3556 [28]). The AS bandwidth value will include the bandwidth used by RTP. In the absence of the RTCP bandwidth modifiers the IMS-AGW shall allow an additional 5% of the AS bandwidth value for the bandwidth for RTCP, in accordance with IETF RFC 3556 [28].

	o-line
	"SDP_O"
	The origin line consists of six fields:

(<username>, <sess-id>, <sess-version>, <nettype>, <addrtype> and <unicast-address>).

The MGC is not required to supply this line but shall accept it (see clause 7.1.8/ITU-T Recommendation H.248.1 [10]).

The MG shall return the value received from the MGC or if there is no o-line sent by the MGC, the MG shall populate this line as follows:

- <user name> should contain an hyphen

- <session ID> and <version> should contain one or mode digits as described in IETF RFC 4566 [17]

- <network type> shall be set to IN

- <address type> shall be set to IP4 or IP6 The Address Type shall be set to "IP4" or "IP6” depending on the addressing scheme used by the network to which the MG is connected. 

- <address> should contain the fully qualified domain name or IP address of the gateway.

	s-line
	"SDP_S"
	The session name "s=" line contains a single field 

s= <session name>.

The MGC is not required to supply this line but shall accept it (see clause 7.1.8/ITU-T Recommendation H.248.1 [10]).

The MG  shall return the value received from the MGC or if there is no s-line sent by the MGC, the MG shall populate this line as follows:

- "s=-"

	t-line
	"SDP_T"
	The time "t=" line consists of two fields 

t= <start time> and <stop time>.

The MGC is not required to supply this line but shall accept it (see clause 7.1.8/ITU-T Recommendation H.248.1 [10]).

The MG  shall return the value received from the MGC or if there is no t-line sent by the MGC, the MG shall populate this line as follows:

"t=0 0"

	NOTE 1:    IETF RFC 4566 [17] enables "-" as a valid character. 

NOTE 2:
The unit for the bandwidth-value (peak bitrate) is "kbit/s". The "b=" line is not providing any information about the traffic characteristic, i.e. whether the traffic flow has a Constant BitRate (CBR) or Variable BitRate (VBR). The bandwidth-value is thus independent of the traffic characteristic and relates to the peak bitrate for CBR and VBR traffic.


Table 5.15.2: Transport Protocol

	Transport Protocol <proto> in m-line:
	If the MG does not support the requested transport protocol, it shall reject the command with error code 449. 

	RTP/AVP
	RTP profile according IETF RFC 3551 [19]. Allow only L4 protocol = UDP (see NOTE 1).

	RTP/AVPF
	Extended RTP profile for RTCP-based Feedback (RTP/AVPF) according to IETF RFC 4585 [25]. See 3GPP TS 26.114 [26]. Allow only L4 protocol = UDP (see NOTE 1).

	RTP/SAVP
	SRTP profile according IETF RFC 3711 [30] (NOTE 3). Allow only L4 protocol = UDP (see NOTE 1).

	RTP/SAVPF
	Extended SRTP profile for RTCP-based Feedback (RTP/SAVPF) according to IETF RFC 5124 [31] (NOTE 3). Allow only L4 protocol = UDP (see NOTE 1).

	TCP
	Allow only L4 protocol = TCP (NOTE 2)

	TCP/MSRP
	Message service using IETF RFC 4975 [18] (NOTE 6).

	TCP/TLS
	Application agnostic indication with L4 protocol = TCP (NOTE 4).

	TCP/TLS/MSRP
	Application-specific indication with L4 protocol = TCP and TLS-based transport security (SDP codepoint see IETF RFC 4975 [18]) (NOTE 6).

	udptl
	Allow only L4 protocol = UDP

	udp
	Allow only L4 protocol = UDP (NOTE 1).

	UDP/DTLS
	Application agnostic indication with L4 protocol = UDP and DTLS-based transport security (NOTE 5).

	UDP/TLS/RTP/SAVP
	Indication for WebRTC end-to-access edge transport security using DTLS-SRTP, where DTLS is used to establish keys for SRTP according to IETF RFC 5763 [xy] and IETF RFC 5764 [xz].

	UDP/TLS/RTP/SAVPF
	Indication for WebRTC end-to-access edge transport security using DTLS-SRTP, where DTLS is used to establish keys for extended SRTP according to IETF RFC 5763 [xy] and IETF RFC 5764 [xz].

	NOTE 1:
Parameter "udp" is introduced by IETF RFC 4566 [17].

NOTE 2:
Upper case TCP is defined by IETF RFC 4145 [20] and registered by IANA. 

NOTE 3:
The IMS AGW does not need to reserve resources for end-to-access edge media (e2ae) security en-/decryption at this stage if RTP profile identifiers "RTP/SAVP" or "RTP/SAVPF" are signalled without the “a=crypto” property  for that stream. For e2e media security either "RTP/SAVP" is signalled at all terminations in a context, or "RTP/SAVPF" is signalled at all terminations in a context and no media attribute will be signalled; the IMS AGW shall then not terminate the SRTP / SRTCP protocol, but shall pass the encrypted media and control flows (as indicated with the rtcph/rsb property) transparently.

NOTE 4:
Parameter "TCP/TLS" is defined by IETF RFC 4572 [55] for the TLS protocol according to IETF RFC 5246 [53].

NOTE 5:
Parameter "UDP/DTLS" is introduced by IETF draft-schwarz-mmusic-sdp-for-gw [54] (based on ITU-T Recommendation H.248.93 [50]).

NOTE 6:
Conditional support, dependent on application-aware interworking.


