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1. Introduction
CT4 is studying various EPC race conditions scenarios and scenarios with hanging session/bearer contexts in EPC nodes, and assessing whether to improve the existing stage 3 protocols and/or specifications for effective handling of these scenarios. 
2. Reason for Change
Heavy usage of core network resources may cause processing or transport delays, which can lead to unexpected race conditions. E.g. if during a PDN connection establishment, the PGW defers its response to the MME/SGSN due to signalling delays in the PGW, PCRF or OCS, the MME/SGSN may attempt to establish the PDN connection via an alternative PGW. If the first PGW still processes the original request and requests the PCRF to establish a Gx session, the PCRF tears down the IP-CAN session established via the second PGW, resulting then in failure of any subsequent VoLTE call establishment. 

3. Conclusions

This P-CR provides a description of potential existing solutions to handle scenarios with overlapping transactions in the network. 
4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.811 v0.0.0.
* * * First Change * * * *

5.x
Solutions for scenario X – overlapping transactions in the network 
5.x.1
Solution 1 – Guard timer at PGW to control the maximum time to respond to a Create Session Request
5.x.1.1
Solution description
The PGW monitors the time it takes to respond to an incoming Create Session Request and returns a negative Create Session Response if this time exceeds the maximum response time configured locally. In such a case, the PGW tears down any session it may have already established towards upstreams node(s), e.g. PCRF, AAA or OCS.
5.x.1.2
Impacts on existing nodes and functionality

Impacts on PGW:

-
control the maximum time to respond to a Create Session Request. 
-
tear down sessions established towards upstreams nodes if the PGW cannot return a response to the originating node before the maximum response time.
5.x.1.3
Evaluation of the solution

Pros:

-
only minimal impact in the PGW;
-
can be implemented without standardization changes.
Cons:
-
does not address the case of message loss or transport delay from the MME/SGSN to the PGW, i.e. when the request is already received late by the PGW; so this only deals with upstreams delays e.g. towards PCRF, AAA or OCS.
-
there are difficulties, for roaming with home routed traffic, to ensure accurate and coordinated timer configuration in the network such that the PGW ceases to try to process the request not too early but not too late either (compared to when the originating node will timeout its request), since the PGW and MME/SGSN pertain to different PLMNs;
-
evaluating for every incoming request whether the request is still valid or obsolete (i.e. receiving node comparing the current time with the time at which the message was received plus the maximum response time); cease processing a request if it is too late.
5.x.2
Solution 2 – Longer T3 timer for the last GTP-C repetition
5.x.2.1
Solution description
The originator of the GTP-C Create Session Request (MME/SGSN, TWAN/ePDG) uses a longer T3 timer for the last GTP-C repetition of the message, so as to leave enough time to the PGW to respond and minimize the risk of generating overlapping transactions in the network. 
5.x.2.2
Impacts on existing nodes and functionality

Impacts on MME/SGSN, TWAN/ePDG:

-
have a longer T3 timer for the last GTP-C repetition.
5.x.2.3
Evaluation of the solution
Pros:

-
only minimal impact in MME/SGSN, TWAN/ePDG
-
can be implemented without standardization changes.

Cons:
-
causes some extra delay before reselecting an alternative node (in rare scenarios); 
-
decreases but does not completely remove the risk of overlapping transactions in the network;
-
requires accurate timer configuration in the network such that the MME/SGSN (TWAN/ePDG) does not wait too short nor too long before reselecting an alternative PGW. In roaming with home routed traffic, the PGW and MME/SGSN pertain to different PLMNs and may use different timers setting.
5.x.3
Solution 3 – PCRF tearing down the Gx session towards the previous PGW
5.x.3.1
Solution description
The PCRF tears down the Gx session towards the previous PGW, upon receipt of a new Gx session establishment colliding with an existing IP-CAN session context for the same UE and APN from a different PGW. In the scenario of figure 4.x.1.2, upon receipt of the late Gx request from PGW1 (which is received by the PCRF after the Gx session is established with PGW2), the PCRF tears down the Gx session with PGW2. As a result, PGW2 initiates a PDN disconnection and the UE re-establishes its IMS PDN connection, which leads to clear the stale contexts in PGW1. 
5.x.3.2
Impacts on existing nodes and functionality

Impacts on PCRF:

-
tearing down the stale Gx session towards the previous PGW;
5.x.3.3
Evaluation of the solution
Pros:

-
only minimal impact in the PCRF;

-
can be implemented without standardization changes.

Cons:

-
generates extra signalling to tear down and re-establish the IMS PDN connection, in a network already experiencing delays;

-
this is a reactive solution, after the problem has already taken place; the end user's services may possibly be affected for a short duration (until the UE completes its IMS re-registration).
* * * End of Changes * * * *

