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1.
Problems with Delete Bearer Failure Indication

1.1 
Problem with mandatory Bearer Context IE

Subclause 7.2.17.2 "Delete Bearer Failure Indication" reads:

This message shall be sent back if none of the bearers (not even a single one) included in the Delete Bearer Command message could be deleted.

The Cause IE indicates that the EPS bearer has not been deleted in the PGW. 

Possible Cause values are specified in Table 8.4-1. Message specific cause values are:
· "Context not found"

So, PGW sends the message specifically for the case when the PGW cannot find a single dedicated bearer context from the received the Delete Bearer Command message.

Subclause 7.2.17.2 further specifies that Delete Bearer Failure Indication message contains mandatory Cause IE and Bearer Context IE (also few CO and O type IEs).

Mandatory Bearer Context IE reads: 

· This IE shall contain the list of failed bearers. See subclause 6.1.1 "Presence requirements of Information Elements".

Now, subclause 6.1.1 reads:

Only the Cause information element at message level shall be included in the response if the Cause contains a value that indicates that the request is not accepted regardless of whether there are other mandatory or conditional information elements defined for a given response message. 

The following are exceptions:

· Failure Indication type messages do not have "Accept" types of cause values i.e. all used values indicate the rejection, therefore the preceding rules do not apply. For Failure Indication type of triggered messages, some of the Mandatory information elements, other than the Cause IE, may not be included if they are not available. 

The above highlighted in bold two statements collide and the second one clashes also with provisions in subclause 7.2.17.2.

a. "The preceding rules do not apply" means the yellow highlighted statements must be ignored in Delete Bearer Failure Indication message. Therefore, Delete Bearer Failure Indication shall contain all mandatory IEs and possibly also CO and O type of IEs.

b. "Some of the Mandatory information elements, other than the Cause IE, may not be included if they are not available" means that as long as PGW cannot find any dedicated bearers, the mandatory Bearer Context IE shall not be included in the Delete Bearer Failure Indication. If so, PGW shall send only mandatory Cause IE with the Delete Bearer Failure Indication.

It is important to highlight that implementations most probably follow requirements in Delete Bearer Failure Indication message definition, because this message is used for conveying other useful information (Recovery, Indication, PGW's Overload Control Information, Private Extension), which would be never sent if the statement in the above bullet point b is correct. Therefore, the above bullet point b must be corrected.

In order to find a solution, we should consider other Failure Indication messages.

· Bearer Resource Failure Indication: all mandatory IEs are available.

· Downlink Data Notification Failure Indication: only mandatory IEs is Cause IE.

· Modify Bearer Failure Indication: only mandatory IEs is Cause IE.
So, it looks safe to remove the statement highlighted in the above bullet point b.

1.2
Problem with TEID=0
Subclause 5.5.2 "Conditions for sending TEID=0 in GTPv2-C header" reads:
If a peer's TEID is not available, the TEID field still shall be present in the header and its value shall be set to "0" in the following messages:

-
If a node receives a message for which it has no context, i.e. TEID-C is not known, it shall respond with "Context not found" Cause in the corresponding response message to the sender, the TEID used in the GTPv2-C header in the response message shall be then set to zero.

The above statement is ambiguous in two ways. 
For a PGW, "no context" actually means "no PDN connection". So, when PGW receives Delete Bearer Command, the PGW considers two conditions for sending back a Delete Bearer Failure Indication message:

· If the PGW cannot find the default bearer i.e. TEID-C is not known, then TEID=0 in the Delete Bearer Failure Indication message.

· If however the default bearer is active in PGW, i.e. TEID-C is known, TEID shall be also non-zero in the Delete Bearer Failure Indication message.

Another, more problematic ambiguity is that the statement does not address differences between PGW and SGW. In PGW each PDN connection is identified by unique TEID-C. In SGW however TEID-C is common for all PDN connections in the given UE. Let's consider two use cases when SGW receives Delete Bearer Command:

· If the SGW does not have any PDN connections for the UE, i.e. TEID-C is not known, the SGW cannot forward the message to any PGW. For this case the above statement is correct.

· If however the SGW does have at least one PDN connections for the UE, then the TEID-C is known, but SGW has to consider three conditions:

· If the SGW cannot find any of the EBIs received with Delete Bearer Command and the UE has multiple PDN connections, the SGW cannot forward Delete Bearer Command to any PGW, because the SGW cannot identify the correct PDN connection. So, SGW has to send back Delete Bearer Failure Indication, but it is not obvious if the above statement applies, or not (i.e. if TEID-C should be non-zero or zero). We believe the above statement should not apply to this case.
· If the SGW cannot find any of the EBIs received with Delete Bearer Command but the UE has only one PDN connection, the SGW shall forward Delete Bearer Command to PGW.

· If the SGW can find at least one of the EBIs received with Delete Bearer Command, this means the SGW does have respective PDN connection. So SGW will forward Delete Bearer Command to PGW(s).

2. Solutions

2.1 
Solution to the mandatory Bearer Context IE problem

* * * First Change * * * *

Subclause 6.1.1 "Presence requirements of Information Elements" should be corrected as follows:

Only the Cause information element at message level shall be included in the response if the Cause contains a value that indicates that the request is not accepted regardless of whether there are other mandatory or conditional information elements defined for a given response message. 
The following are exceptions:

-
Optionally, the Protocol Configuration Options, Recovery, User Location Information (ULI), Load Control Information, Overload Control Information, Bearer Context and Local Distinguished Name (LDN) information elements may be included. 
-
For the rejection response of a Forward Relocation Request, the Forward Relocation Response message may also include an F-Cause IE as specified in clause 7.3.2. 
-
For the rejection response of a SRVCC PS to CS Request, the SRVCC PS to CS Response message may also include an SRVCC Cause IE as specified in clause 5.2.3 in 3GPP TS 29.280 [15].

-
A Downlink Data Notification Acknowledge (with or) without an indication of success may also include a DL low priority traffic Throttling IE and the IMSI IE. 

-
The PGW Back-Off Time IE may also be returned when rejecting a Create Session Request with the cause "APN Congestion".
-
Change Notification Response message may also include the IMSI and MEI information elements.
-
Failure Indication type messages do not have "Accept" types of cause values i.e. all used values indicate the rejection, therefore the preceding rules do not apply. 
-
The Context Response message (sent by an SGSN or MME) should also include the IMSI IE if the Cause IE contains the value "P-TMSI Signature mismatch", except if the UE is emergency attached and the UE is UICCless.

-
The Create Bearer Response message and the Update Bearer Response message shall include the RAN/NAS Cause IE according to the conditions specified in subclauses 7.2.4 and 7.2.16.
* * * Second Change * * * *
Subclause 7.2.17.1 "Delete Bearer Command" should be corrected as follows:

A Delete Bearer Command message shall be sent on the S11 interface by the MME to the SGW and on the S5/S8 interface by the SGW to the PGW as a part of the eNodeB requested bearer release or MME-Initiated Dedicated Bearer Deactivation procedure. 
The message shall also be sent on the S4 interface by the SGSN to the SGW and on the S5/S8 interface by the SGW to the PGW as part of the MS and SGSN Initiated Bearer Deactivation procedure using S4.

Abnormal use cases in SGW:

· If SGW receives Delete Bearer Command and the UE has only one PDN connection (i.e. TEID-C in the GTPv2 header is known), but the SGW cannot find any of the dedicated bearers included in the message, the SGW shall forward the Delete Bearer Command to PGW with non-zero TEID in the GTPv2 header.
· Subclause 7.2.17.2 "Delete Bearer Failure Indication" specifies SGW functionality in other abnormal use cases.
Table 7.2.17.1-1: Information Elements in Delete Bearer Command

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	Bearer Contexts
	M
	This IE shall be used to indicate dedicated bearers. When used, at least one dedicated bearer shall be present. Several IEs with this type and instance values shall be included as necessary to represent a list of Bearers
	Bearer Context 
	0

	User Location Information (ULI)
	CO
	This IE shall be included by the MME on the S11 interface or by the SGSN on the S4 interface. The CGI/SAI shall be included by SGSN and the ECGI shall be included by MME.
The SGW shall forward this IE on the S5/S8 interface if it receives it from the MME/SGSN. 

See NOTE 1.
	ULI
	0

	ULI Timestamp
	CO
	This IE shall be included on the S4/S11 interface if the ULI IE is present. It indicates the time when the User Location Information was acquired. 
The SGW shall include this IE on S5/S8 if the SGW receives it from the MME/SGSN. 
	ULI Timestamp
	0

	UE Time Zone
	CO
	This IE shall be included, if available, by the MME on the S11 interface or by the SGSN on the S4 interface. 
	UE Time Zone
	0

	
	CO
	The SGW shall forward this IE on the S5/S8 interface if the SGW receives it from the MME/SGSN.
	
	

	MME/S4-SGSN's Overload Control Information
	O
	During an overload condition, the MME/S4-SGSN may include this IE on the S11/S4 interface if the overload control feature is supported by the MME/S4-SGSN and is activated for the PLMN to which the PGW belongs (see clause 12.3.11).

When present, the MME/S4-SGSN shall provide only one instance of this IE, representing its overload information.
	Overload Control Information
	0

	
	CO
	If the SGW receives this IE and if it supports the overload control feature, it shall forward it to the PGW on the S5/S8 interface.
	
	

	SGW's Overload Control Information
	O
	During an overload condition, the SGW may include this IE over the S5/S8 interface if the overload control feature is supported by the SGW and is activated for the PLMN to which the PGW belongs (see clause 12.3.11).

When present, the SGW shall provide only one instance of this IE, representing its overload information.
	Overload Control Information
	1

	Private Extension
	O
	
	Private Extension
	VS

	NOTE 1:
In shared networks, when the message is sent from the VPLMN to the HPLMN, the PLMN ID that is communicated in this IE shall be that of the selected Core Network Operator for supporting UEs, or that of the allocated Core Network Operator for non-supporting UEs. As an exception, based on inter-operator roaming/sharing agreement, if the information on whether the UE is a supporting or non-supporting UE is available, the PLMN ID that is communicated to the HPLMN for non-supporting UEs shall be the Common PLMN ID. 
In shared networks, when the MME/S4-SGSN and PGW pertain to the same PLMN, the Primary PLMN ID shall be communicated in the ECGI to the PGW, and the Common PLMN ID shall be communicated in SAI/CGI to the PGW, for both supporting and non-supporting UEs. The Core Network Operator PLMN ID (selected by the UE for supporting UEs or allocated by the network for non-supporting UEs) shall be communicated in the TAI, RAI, UCI and the Serving Network.
See subclause 4.4 of 3GPP TS 23.251 [55].




Table 7.2.17.1-2: Bearer Context within Delete Bearer Command

	Octet 1
	
	Bearer Context IE Type = 93 (decimal)
	
	

	Octets 2 and 3
	
	Length = n 
	
	

	Octet 4
	
	Spare and Instance fields
	
	

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	EPS Bearer ID
	M
	
	EBI
	0

	Bearer Flags
	CO
	Applicable flags are:

· VB (Voice Bearer) indicator shall be set to indicate a voice bearer for PS-to-CS (v)SRVCC handover.
· Vind (vSRVCC indicator) indicator shall be set to indicate a video bearer for PS-to-CS vSRVCC handover.
	Bearer Flags
	0

	RAN/NAS Release Cause
	CO


	The MME shall include this IE on the S11 interface to indicate the RAN release cause and/or NAS release cause to release the bearer, if available and this information is permitted to be sent to the PGW operator according to MME operator's policy. 
If both a RAN release cause and a NAS release cause are generated, then several IEs with the same type and instance value shall be included to represent a list of causes.

The SGW shall include this IE on the S5/S8 interface if it receives it from the MME.
	RAN/NAS Cause
	0


Table 7.2.17.1-3: Overload Control Information within Delete Bearer Command

	Octet 1
	
	Overload Control Information IE Type = 180 (decimal)
	
	

	Octets 2 and 3
	
	Length = n 
	
	

	Octet 4
	
	Spare and Instance fields
	
	

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	Overload Control Sequence Number
	M
	See clause 12.3.5.1.2.1 for the description and use of this parameter.
	Sequence Number
	0

	Overload Reduction Metric
	M
	See clause 12.3.5.1.2.3 for the description and use of this parameter.
	Metric
	0

	Period of Validity
	M
	See clause 12.3.5.1.2.2 for the description and use of this parameter.

This IE should be set to "0" if the "Overload Reduction Metric" is null. This IE shall be ignored by the receiver if the "Overload Reduction Metric" is null.
	EPC Timer
	0


* * * Third Change * * * *

Subclause 7.2.17.2 "Delete Bearer Failure Indication" should be corrected as follows:

A Delete Bearer Failure Indication shall be sent on the S5/S8 interface by the PGW to the SGW and on the S11 interface by the SGW to the MME as part of failure of eNodeB requested bearer release or MME Initiated Dedicated Bearer Deactivation procedure.
The message shall also be sent on the S5/S8 interface by the PGW to the SGW and on the S4 interface by the SGW to the SGSN as part of failure of MS and SGSN Initiated Bearer Deactivation procedure using S4.

This message shall be sent back if none of the dedicated bearers (not even a single one) included in the Delete Bearer Command message could be deleted.
SGW behaviour depends on the following conditions:

· If SGW receives Delete Bearer Command but SGW cannot find any PDN connection for this IE (i.e. TEID-C in the GTPv2 header is not known, see subclause 5.5.2), the SGW shall right away send Delete Bearer Failure Indication message to the MME/S4-SGSN with TEID=0 in the GTPv2 header and include only Cause IE into the message. 

If SGW receives Delete Bearer Command and the UE has multiple PDN connections (i.e. TEID-C in the GTPv2 header is known), but the SGW cannot find any of the dedicated bearers included in the message (i.e. SGW cannot identify the correct PDN connection), the SGW shall right away send Delete Bearer Failure Indication message to the MME/S4-SGSN with non-zero TEID in the GTPv2 header and include IEs as specified in Table 7.2.17.2-1 (SGW obviously cannot forward the Delete Bearer Command to any PGW).PGW behaviour depends on the following conditions:

· If PGW receives Delete Bearer Command and the PGW cannot find the default bearer (i.e. the TEID-C in the GTPv2 header is not known, see subclause 5.5.2), the PGW shall send Delete Bearer Failure Indication with TEID=0 in the GTPv2 header and include only Cause IE into the message.

· If PGW receives Delete Bearer Command and finds the default bearer (i.e. TEID-C in the GTPv2 header is known), the PGW shall send Delete Bearer Failure Indication with non-zero TEID in the GTPv2 header and include IEs as specified in Table 7.2.17.2-1.

MME/S4-SGSN behaviour depends on the following conditions:

· If MME/S4-SGSN receives Delete Bearer Failure Indication with TEID=0 in the GTPv2 header, the MME/S4-SGSN should locally delete the UE's all PDN connections.

· If MME/S4-SGSN receives Delete Bearer Failure Indication with with non-zero TEID in the GTPv2 header, the MME/S4-SGSN should locally delete dedicated bearers received with the message.
The Cause IE indicates that the EPS bearer has not been deleted in the PGW. 

Possible Cause values are specified in Table 8.4-1. Message specific cause values are:
· "Context not found"

Table 7.2.17.2-1: Information Elements in a Delete Bearer Failure Indication

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	Cause
	M
	
	Cause
	0

	Bearer Context
	M
	This IE shall contain the list of failed bearers. See subclause 6.1.1 "Presence requirements of Information Elements".
	Bearer Context 
	0


Table 7.2.17.2-2: Bearer Context within Delete Bearer Failure Indication
	Octet 1
	
	Bearer Context IE Type = 93 (decimal)
	
	

	Octets 2 and 3
	
	Length = n 
	
	

	Octet 4
	
	Spare and Instance fields
	
	

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	EPS Bearer ID
	M
	See subclause 6.1.1 "Presence requirements of Information Elements".
	EBI
	0

	Cause
	M
	This IE shall indicate the reason of the unsuccessful handling of the bearer.
	Cause
	0


2.2 
Solution to the TEID=0 problem

* * * Fourth Change * * * *

Subclause 5.5.2 "Conditions for sending TEID=0 in GTPv2-C header" should be corrected as follows:

If a peer's TEID is not available, the TEID field still shall be present in the header and its value shall be set to "0" in the following messages:

-
Create Session Request message on S2a/S2b/S5/S8

-
Create Session Request message on S4/S11, if for a given UE, the SGSN/MME has not yet obtained the Control TEID of the SGW.

-
Create Indirect Data Forwarding Tunnel Request message on S4/S11, if the SGW selected by the MME/S4-SGSN for indirect data forwarding is different from the SGW used as anchor.

-
Identification Request/Response messages.

-
Forward Relocation Request message: over S10, S16 interfaces, over S3 interface during I-RAT handover when ISR is not active. 
-
Forward Relocation Request message over S3 interface during I-RAT handover between ISR associated nodes, when ISR is active for the UE, and if the node decides to allocate new S3 TEID-C.
-
Context Request message.

-
Relocation Cancel Request message except for the case where the old SGSN/MME has already been assigned the Tunnel Endpoint Identifier Control Plane of the new SGSN/MME.

-
Relocation Cancel Response message if the new SGSN/MME does not have the Tunnel Endpoint Identifier Control Plane of the old SGSN/MME.

-
Delete PDN Connection Set Request/Response messages.
-
Configuration Transfer Tunnel message.

-
RAN Information Relay message.

-
If a node receives a message and the  TEID-C in the GTPv2 header of the received message is not known, it shall respond with "Context not found" Cause in the corresponding response message to the sender, the TEID used in the GTPv2-C header in the response message shall be then set to zero.
-
If a node receives a request message containing protocol error, e.g. Mandatory IE missing, which requires the receiver to reject the message as specified in clause 7.7, it shall reject the request message. For the response message, the node should look up the remote peer’s TEID and accordingly set the GTPv2-C header TEID and the message cause code. As an implementation option, the node may not look up the remote peer’s TEID and set the GTPv2-C header TEID to zero in the response message. However in this case, the cause code shall not be set to "Context not found".

-
MBMS Session Start Request message. 
- 
PGW Restart Notification / PGW Restart Notification Acknowledge messages. 
-
Downlink Data Notification message sent on S11/S4 as part of the Network Triggered Service Restoration procedure (see 3GPP TS 23.007 [17]), and corresponding Downlink Data Notification Acknowledge and Downlink Data Notification Failure Indication if the SGW did not include the Sender F-TEID for Control Plane IE in the Downlink Data Notification message. 
-
Stop Paging Indication message is sent to the the restarted CN node (or another node in the same pool) as part of the Network Triggered Service Restoration procedure with ISR (see 3GPP TS 23.007 [17]).
-
Suspend Notification and Suspend Acknowledge messages: over S16 interface; over S3 interface when ISR is not active.
-
PGW Downlink Triggering Notification message on S5 and S11/S4, PGW Downlink Triggering Acknowledge message on S11/S4, and PGW Downlink Triggering Acknowledge message on S5 if the PGW did not include the Sender F-TEID for Control Plane IE in the PGW Downlink Triggering Notification message.
NOTE: 
Legacy implementation conforming to earlier versions of this specification can send the Change Notification Request/Response messages on the TEID zero in spite of the peer’s node TEID being available.
