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1. Introduction
CT4 is studying various EPC race conditions scenarios and scenarios with hanging session/bearer contexts in EPC nodes, and assessing whether to improve the existing stage 3 protocols and/or specifications for effective handling of these scenarios. 
2. Reason for Change
Heavy usage of core network resources may cause processing or transport delays, which can lead to unexpected race conditions. E.g. if during a PDN connection establishment, the PGW defers its response to the MME/SGSN due to signalling delays in the PGW, PCRF or OCS, the MME/SGSN may attempt to establish the PDN connection via an alternative PGW. If the first PGW still processes the original request and requests the PCRF to establish a Gx session, the PCRF tears down the IP-CAN session established via the second PGW, resulting then in failure of any subsequent VoLTE call establishment. 

3. Conclusions

This P-CR provides an example scenario resulting to overlapping transactions in the network and to valid context/sessions being improperly deleted as a result of a late processing of the original request. 
4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.811 v0.0.0.
* * * First Change * * * *

4.x
scenario X – overlapping transactions in the network 
4.x.1
Scenario description

4.x.1.1
Introduction

Heavy usage of core network resources may possibly cause processing or transport delays, which can lead to unexpected race conditions. This subclause addresses use cases with potential overlapping transactions in the network, in networks experiencing processing or transport delays, whereby the original request is repeated towards an alternative node. If the original request is still pending in the network, it may lead to tear down valid context/session established via the alternative node. 

4.x.1.2
MME/SGSN reselecting an alternative PGW during  a PDN connection establishment
If during a PDN connection establishment, the PGW defers its response to the MME/SGSN due to signalling delays in the PGW, PCRF, OCS or in the network, the MME/SGSN may re-attempt to establish the PDN connection via an alternative PGW. If the first PGW still processes the original request and subsequently requests the PCRF to establish a Gx session, the PCRF tears down the IP-CAN session established via the second PGW, resulting then in failure of any subsequent VoLTE call establishment, as illustrated in figure 4.x.1.2.1.
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Figure 4.x.1.2.1: MME reselecting an alternative PGW during a PDN connection establishment 
1.
During an E-UTRAN Attach or PDN connectivity request procedure, the MME sends a GTP-C Create Session Request towards an SGW and PGW1. Due to some abnormal conditions (e.g. PGW in overload, internal PGW problem, transient path failure towards the PCRF, problem or delay in an upstream node such as external AAA server, OCS), the PGW1 initiates the IP-CAN session establishment towards the PCRF with some delay.

The SGW repeats the GTP-C Create Session Request towards the PGW1 and finally returns a negative response to the MME with the indication that the remote peer is not responding.
2.
The MME selects an alternative PGW2 and initiates a new GTP-C Create Session Request procedure towards the same SGW and PGW2. PGW2 performs an IP-CAN session establishment successfully and returns a GTP-C Create Session Response with the UE's IP address assigned by the PGW2.

The E-UTRAN Attach or PDN Connectivity request procedure ends successfully. The UE can then register to IMS with the UE's IP address assigned by the PGW2.
3.
The PGW1 eventually initiates the IP-CAN session establishment procedure towards the same PCRF. The PCRF detects that this new request collides with the previous IP-CAN session established for the same UE and same APN with the PGW2. The PCRF accepts the new request and overwrites the existing session context. 

PGW1 returns a GTP-C Create Session Response to the SGW, which ignores the response.
4.
If the PCRF does not tear down the previous Gx session with PGW2, when the UE initiates SIP signalling e.g. to establish a VoLTE call, the PCRF is not able to bind the UE's IP address (from PGW2) received via the Rx interface with the IP-CAN session established over Gx (from PGW1). The PCRF rejects the Rx request and the P-CSCF returns a SIP error to the UE, i.e. the VoLTE call establishment fails. Subsequent UE's re-attempts to establish the VoLTE call continue to fail.

If the PCRF tears down the previous Gx session with PGW2 (not represented in the figure), the PGW2 initiates the procedure to release the PDN connection towards the UE. In that case, the UE can re-establish the PDN connection and re-register to IMS, and subsequent calls succeed.
All upstream nodes may receive an overlapping request (from PGW2) when the MME reselects an alternative PGW to establish the PDN connection.
The problem exists when a new PGW is selected, with or without reselecting the SGW.
4.x.1.3
TWAN/ePDG reselecting an alternative PGW during  a PDN connection establishment
A similar scenario as described in subclause 4.x.1.2 can also occur when the TWAN or ePDG reselects an alternative PGW during a PDN connection establishment. This scenario also involves a 3GPP AAA Server, which may receive a late S6b Authorization request from the first selected PGW1. If the 3GPP AAA Server accepts a late incoming S6b authorization request from PGW1, it may overwrite the valid / existing S6b session established via the alternative PGW2 (i.e. similar situation as described for the PCRF in subclause 4.x.1.2). The 3GPP AAA Server ends up pointing to the wrong PGW1.

The exact behaviour of the 3GPP AAA Server in this collision case is not specified, and thus currently left to each implementation's choice. The 3GPP AAA Server may e.g. tear down the S6b session towards the previous PGW (PGW2), leading then to disconnect the user's PDN connection in this example; the user could then re-establish the PDN connection which would lead to also clear the stale context in PGW1. 
4.2.2
Summary of identified problems

The following problems are identified:

1.
There is a risk of potential overlapping transactions in the network, in networks experiencing processing or transport delays, whereby the original request is repeated towards an alternative node. If the original request is still pending in the network, it may lead to tear down valid context/session established via the alternative node,  with the following possible consequences (depending on implementations):
a)
failure of subsequent SIP session (e.g. VoLTE) establishments; or
b)
disconnection of the user's PDN connection, generating additional signalling to re-establish the PDN connection and to re-register to IMS, in a network already experiencing problems/delays, and impacting the end user's experience.


This may happen in the following scenarios:

-
MME/SGSN or TWAN/ePDG reselecting an alternative PGW during a PDN connection establishment; 
Editor's note: whether there are other potential scenarios causing problems is FFS.

This problem might occur in rare scenarios/conditions; however, when occurring, this may affect a lot of UEs (as the conditions driving to long network answers would likely affect a lot of UEs).
NOTE:
 the GTP-C/Diameter overload control mechanisms introduced in Release 12 can help reducing the occurrence of these problems.

2.
Requests may possibly arrive late at a node due to transport or processing delays, possibly after the sender has timeout. This leads to unnecessary signalling and processing overhead for obsolete requests by the receiver and possibly upstreams nodes.
* * * End of Changes * * * *
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