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1. Introduction
CT4 is studying various EPC race conditions scenarios and scenarios with hanging session/bearer contexts in EPC nodes, and assessing whether to improve the existing stage 3 protocols and/or specifications for effective handling of these scenarios. 
2. Reason for Change
The PCRF may end up with hanging IP-CAN session contexts in certain abnormal scenarios. It is unspecified how the PCRF should behave upon receipt of a subsequent IP-CAN session establishment for the same UE and same APN, in particular when the new and the hanging IP-CAN sessions are supported via different PGWs.
3. Conclusions

This P-CR provides example scenarios resulting to hanging IP-CAN session contexts in the PCRF, identifies the associated problems and proposes to document the PCRF behaviour upon subsequent establishment of new IPCAN sessions for the same UE and same APN. 
4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.811 v0.0.0.
* * * First Change * * * *
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…
4.2
scenario 1 – Hanging IP-CAN session context in PCRF
4.2.1
Scenario description

When dynamic PCC is deployed in the network, the PGW initiates an IP-CAN Session Establishment and an IP-CAN Session Termination towards the PCRF upon establishment and release of e.g. an IMS PDN connection, as specified in 3GPP TS 23.401 [x] e.g. in subclauses 5.3.2.1 (E-UTRAN Initial Attach) and 5.3.8 (Detach procedure).
The PGW sends a CCR-I command (Credit Control Request, INITIAL_REQUEST) and a CCR-T command (Credit Control Request, TERMINATION_REQUEST) to the PCRF to establish and terminate the IP-CAN session respectively. See 3GPP TS 29.212 [y]. 
In actual deployments, the IP-CAN Session Termination may not be performed successfully in some cases during the PDN connection release, i.e. the CCR-T command is not received by the PCRF. Examples of such scenarios are: the PDN connection is not cleanly released (e.g. UE is powered off out of coverage), PGW problem (e.g. overload, internal issue or PGW failure), communication issues between the PGW and PCRF, or between the MME/SGSN and the PGW.
4.2.2
Summary of identified problems

This results in hanging IP-CAN session contexts in the PCRF and stale Gx sessions between the PCRF and PGWs, and possibly hanging contexts in other EPC nodes too (e.g. hanging PDN connection context or Diameter session context in the PGW if a GTP-C Delete Session Request could not be sent over S5 due to a transient path failure).

The behaviour of the PCRF upon subsequent receipt of a subsequent IPCAN session establishment for the same UE and same APN is unspecified in 3GPP specifications, in particular when the new and the hanging IPCAN sessions are supported via different PGWs, which might result in incorrect PCRF behaviour and denial of service for the subscriber if the PCRF does not accept such subsequent requests.
* * * Next Change * * * *

5.2
Solutions for scenario 1– Hanging IP-CAN session context in PCRF
5.2.1
Solution1 – PCRF accepts subsequent IP-CAN session establishment
5.2.1.1
Solution description

A UE may establish multiple PDN connections to the same APN, but as in 3GPP TS 23.401 [x], all the UE's PDN connections to the same APN shall be supported by the same PGW. 
Upon receipt of a new IP-CAN Session Establishment request which collides with an existing IP-CAN session for the same UE and APN established with a different PGW, the PCRF shall delete all the existing IP-CAN session(s) context(s) for this UE and APN, and proceed with the new IP-CAN Session Establishment request.
While deleting the existing IP-CAN session(s), the PCRF shall also tear down any existing associated Diameter session (e.g. Gx session towards the previous PGW, Sd session towards a TDF) by sending session termination request(s) towards the PCRF's peer(s).
5.2.1.2
Impacts on existing nodes and functionality

Impacts on PCRF:

-
overwrite the existing UE's IP-CAN session context when a new Gx session is established while another one is already established for the same UE and APN with a different PGW
5.2.1.3
Evaluation of the solution

The solution provides the following benefits:

-
it ensures an IP-CAN session can be established successfully even if a former IP-CAN session for the same UE and APN had not been terminated successfully, i.e. so it ensures service resilience when abnormal scenarios take place in the network.
No drawbacks have been identified.
* * * End of Changes * * * *

