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* * * First Change * * * *

4.2.2.1.1
Diameter-EAP-Request (DER) Command

The Diameter-EAP-Request (DER) command, indicated by the Command-Code field set to 268 and the ‘R’ bit set in the Command Flags field, is sent from a trusted non-3GPP access network to a 3GPP AAA Server.

< Diameter-EAP-Request > ::=

< Diameter Header: 268, REQ, PXY >

< Session-Id >

{ Auth-Application-Id }
{ Origin-Host }
{ Origin-Realm }

{ Destination-Realm }

{ Auth-Request-Type }

{ EAP-Payload }

[ User-Name ]
[ Calling-Station-Id ]

[ RAT-Type ]

…
[ ANID ]

[ Full-Network-Name ]

[ Short-Network-Name ]

*[ Supported-Features ] 
[ Transport-Access-Type ]
[ OC-Supported-Features ]
…
*[ AVP ]

4.2.2.1.2
Diameter-EAP-Answer (DEA) Command

The Diameter-EAP-Answer (DEA) command, indicated by the Command-Code field set to 268 and the ‘R’ bit cleared in the Command Flags field, is sent from a 3GPP AAA Server to a trusted non-3GPP access network NAS. 
< Diameter-EAP-Answer > ::=

< Diameter Header: 268, PXY >

< Session-Id >

{ Auth-Application-Id }
{ Result-Code }
[ Experimental-Result ]

{ Origin-Host }
{ Origin-Realm }

{ Auth-Request-Type }

[ EAP-Payload ]
[ User-Name ]
[ Session-Timeout ]
[ Accounting-Interim-Interval ]
[ EAP-Master-Session-Key ]

*[ Redirect-Host ]

[ AN-Trusted ]

*[ Supported-Features ]

[Mobile-Node-Identifier]
[ OC-Supported-Features ]
[ OC-OLR ]
…
*[ AVP ]

* * * Next Change * * * *

7.2.2.1.1
Diameter-EAP-Request (DER) Command

The Diameter-EAP-Request (DER) command, indicated by the Command-Code field set to 268 and the "R" bit set in the Command Flags field, is sent from a ePDG to a 3GPP AAA Server/Proxy. The ABNF is based on the one in IETF RFC 5779 [2].

< Diameter-EAP-Request > ::=
< Diameter Header: 268, REQ, PXY, 16777264 >

< Session-Id >

{ Auth-Application-Id }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Auth-Request-Type }

[ EAP-Payload ]

[ User-Name ]

[ RAT-Type ]
[ Service-Selection ]

[ MIP6-Feature-Vector ]

[ QoS-Capability ]

[ Visited-Network-Identifier ] 
[ AAA-Failure-Indication ]
*[ Supported-Features ] 
[ UE-Local-IP-Address ]
[ OC-Supported-Features ]
…

*[ AVP ]

7.2.2.1.2
Diameter-EAP-Answer (DEA) Command

The Diameter-EAP-Answer (DER) command, indicated by the Command-Code field set to 268 and the "R" bit cleared in the Command Flags field, is sent from a 3GPP AAA Server/Proxy to the ePDG. The ABNF is based on the one in IETF RFC 5779 [2].

< Diameter-EAP-Answer > ::=
< Diameter Header: 268, PXY, 16777264>

< Session-Id >

{ Auth-Application-Id }

{ Auth-Request-Type }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

{ EAP-Payload }

[ EAP-Master-Session-Key ]
[ APN-OI-Replacement ]

[ APN-Configuration ]
[ MIP6-Feature-Vector ]

[ Mobile-Node-Identifier ] 

[ Trace-Info ] 

[ Subscription-ID ]
[ Session-Timeout ]

[ MIP6-Agent-Info ] 
[ 3GPP-Charging-Characteristics ]
*[ Redirect-Host ]

*[ Supported-Features ]
[ OC-Supported-Features ]
[ OC-OLR ]
…
*[ AVP ]

7.2.2.1.3
Diameter-AA-Request (AAR) Command

The AA-Request (AAR) command, indicated by the Command-Code field set to 265 and the "R" bit set in the Command Flags field, is sent from a ePDG to a 3GPP AAA Server/Proxy.

<AA-Request> ::= 



< Diameter Header: 265, REQ, PXY, 16777264 >

< Session-Id >

{ Auth-Application-Id }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Auth-Request-Type }

[ User-Name ]

[ OC-Supported-Features ]
…

*[ AVP ]

7.2.2.1.4
Diameter-AA-Answer (AAA) Command
The AA-Answer (AAA) command, indicated by the Command-Code field set to 265 and the "R" bit cleared in the Command Flags field, is sent from 3GPP AAA Server/Proxy to a ePDG. 

<AA-Answer> ::= 



< Diameter Header: 265, REQ, PXY, 16777264 >

< Session-Id >

{ Auth-Application-Id }

{ Auth-Request-Type }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ User-Name ]
[ APN-OI-Replacement ]
[ APN-Configuration ] 
[ Trace-Info ] 

[ Subscription-ID ]
[ 3GPP-Charging-Characteristics ]

[ Session-Timeout ]

[ OC-Supported-Features ]
[ OC-OLR ]
…

*[ AVP ]
7.2.2.2
Commands for ePDG Initiated Session Termination

7.2.2.2.1
Session-Termination-Request (STR) Command

The Session-Termination-Request (STR) command, indicated by the Command-Code field set to 275 and the "R" bit set in the Command Flags field, is sent from a ePDG to a 3GPP AAA Server/Proxy. The ABNF is based on the one in IETF RFC 3588 [7], and is defined as follows:
< Session-Termination-Request > ::=

< Diameter Header: 275, REQ, PXY, 16777264 >

< Session-Id >

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Auth-Application-Id }

{ Termination-Cause }

[ User-Name ]

[ OC-Supported-Features ]
…

*[ AVP ]

7.2.2.2.2
Session-Termination-Answer (STA) Command

The Session-Termination-Answer (STA) command, indicated by the Command-Code field set to 275 and the "R" bit clear in the Command Flags field, is sent from a 3GPP AAA Server/Proxy to a ePDG. The ABNF is based on the one in IETF RFC 3588 [7], and is defined as follows:
< Session-Termination-Answer > ::=

< Diameter Header: 275, PXY, 16777264 >

< Session-Id >

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features ]
[ OC-OLR ]
…

*[ AVP ]

* * * Next Change * * * *

7.2.2.3.3
Session-Termination-Request (STR) Command

The Session-Termination-Request (STR) command, indicated by the Command-Code field set to 275 and the "R" bit set in the Command Flags field, is sent from an ePDG to a 3GPP AAA Server/Proxy. The Command Code value and ABNF are re-used from the IETF RFC 3588 [7] Session-Termination-Request command. 

<Session-Termination-Request> ::=
< Diameter Header: 275, REQ, PXY, 16777264 >

< Session-Id >

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Auth-Application-Id }

{ Termination-Cause }

[ User-Name ]

[ OC-Supported-Features ]
…

*[ AVP ]

7.2.2.3.4
Session-Termination-Answer (STA) Command

The Session-Termination-Answer (STA) command, indicated by the Command-Code field set to 275 and the "R" bit cleared in the Command Flags field, is sent from a 3GPP AAA Server/Proxy to an ePDG. The Command Code value and ABNF are re-used from the IETF RFC 3588 [7] Session-Termination-Answer command.
   <Session-Termination-Answer> ::=
< Diameter Header: 275, PXY, 16777264 >

< Session-Id >

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features ]
[ OC-OLR ]
*[ AVP ]
* * * Next Change * * * *

7.2.3.1
General
The following table describes the Diameter AVPs defined for the SWm interface protocol for untrusted non-3GPP access, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.
Table 7.2.3.1/1: Diameter SWm AVPs

	
	AVP Flag rules

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not

	APN-Configuration
	1430
	8.2.3.7
	Grouped
	M,V
	
	
	P

	Mobile-Node-Identifier
	506
	5.2.3.2
	OctetString
	M
	
	
	V,P

	MIP6-Feature-Vector
	124
	5.2.3.3
	Unsigned64
	M
	
	
	V,P

	QoS-Capability
	578
	9.2.3.2.4
	Grouped
	M
	
	
	V,P

	RAT-Type
	1032
	5.2.3.6
	Enumerated
	M,V
	
	
	P

	Visited-Network-Identifier
	600
	9.2.3.1.2
	OctetString
	M,V
	
	
	P

	Trace-Info
	1505
	8.2.3.1.3
	Grouped
	V
	
	
	M,P

	Service-Selection
	493
	5.2.3.5
	UTF8String
	M
	
	
	V,P

	NOTE 1:
The AVP header bit denoted as "M", indicates whether support of the AVP is required. The AVP header bit denoted as "V", indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [4]. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table describes the Diameter AVPs re-used by the SWm interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within SWm. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported.

Table 7.2.3.1/2: SWm re-used Diameter AVPs 
	Attribute Name
	Reference
	Comments
	M-bit

	Auth-Request-Type
	IETF RFC 3588 [7]
	
	

	Subscription-ID
	IETF RFC 4006 [20]
	
	

	EAP-Master-Session-Key
	IETF RFC 4072 [5]
	
	

	EAP-Payload
	IETF RFC 4072 [5]
	
	

	Re-Auth-Request-Type
	IETF RFC 3588 [7]
	
	

	Session-Timeout
	IETF RFC 3588 [7]
	
	

	User-Name
	IETF RFC 3588 [7]
	
	

	MIP6-Agent-Info
	IETF RFC 5447 [6]
	
	

	APN-OI-Replacement
	3GPP TS 29.272 [29]
	
	

	Supported-Features

	3GPP TS 29.229 [24]
	
	

	Feature-List-ID
	3GPP TS 29.229 [24]
	See section 7.2.3.2
	

	Feature-List

	3GPP TS 29.229 [24]
	See section 7.2.3.3
	

	3GPP-Charging-Characteristics
	3GPP TS 29.061 [31]
	
	

	UE-Local-IP-Address
	3GPP TS 29.212 [23]
	
	

	OC-Supported-Features
	IETF draft-ietf-dime-ovli-02 [47]
	See section 8.2.3.22
	

	OC-OLR
	IETF draft-ietf-dime-ovli-02 [47]
	See section 8.2.3.23
	

	NOTE 1: 
The M-bit settings for re-used AVPs override those of the defining specifications that are referenced. Values include: "Must set", "Must not set". If the M-bit setting is blank, then the defining specification applies.

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


Only those AVP initially defined in this reference point and for this procedure are described in the following subchapters. 
* * * Next Change * * * *

B.V
SWa Interface

B. V.1
General

The Diameter overload control mechanism is an optional feature over the SWa interface. 
It is recommended to make use of the IETF draft-ietf-dime-ovli-02 [47] over the SWa interface where, when applied, the untrusted non-3GPP access network shall behave as a reacting node and the 3GPP AAA server as a reporting node.

B. V.2
3GPP AAA server behaviour

The 3GPP AAA server behaviour is the same as described in subclause B.3.2 for STa by replacing: 
-
trusted non 3GPP access network by untrusted non 3GPP access network;
- 
STa by SWa.
B.V.3
untrusted non-3GPP access network behaviour

The untrusted non-3GPP access network behaviour is the same as described in subclause B.3.3 for STa by replacing: 

-
trusted non 3GPP access network by untrusted non 3GPP access network;

- 
STa by SWa.
Annex C gives guidance on message prioritisation over the SWa interface.

* * * Next Change * * * *

B.X
SWm Interface
B.X.1
General

The Diameter overload control mechanism is an optional feature over the SWm interface.

It is recommended to make use of the IETF draft-ietf-dime-ovli-02 [47] over the SWm interface where, when applied, the ePDG shall behave as a reacting node and the 3GPP AAA server as a reporting node.

B.X.2
3GPP AAA server behaviour

The 3GPP AAA server behaviour is the same as described in subclause B.3.2 for STa by replacing 

-
trusted non 3GPP access network by ePDG;

- 
STa by SWm. 

B.X.3
ePDG behaviour

The ePDG behaviour is the same as described in subclause B.3.3 for STa by replacing: 

-
trusted non 3GPP access network by ePDG;

- 
STa by SWm.

Annex C gives guidance on message prioritisation over the SWm interface.
* * * Next Change * * * *

C.3
Message prioritisation over STa, SWm and SWa
This clause gives an analysis of possible behaviours of the trusted non 3GPP access network over STa, of the untrusted non 3GPP access network over SWa and of the ePDG over SWm regarding message prioritisation as guidance and for an informative purpose.
In the rest of the subclause, a reacting node identifies:

-
a trusted non 3GPP access network over STa;
-
an untrusted non 3GPP access network over SWa;
-
an ePDG over SWm.
As applying Diameter overload control over SWm and SWa may overlap, this is an operator policy to apply Diameter overload control either on SWm or on SWa or on both.
When the 3GPP AAA server is overloaded, the reacting node will receive overload reports from the 3GPP AAA server requesting a reduction of requests sent by the reacting node. This will apply to DER, STR (and also AAR for STa and SWm) commands.

The reacting node can consider some messages with a lower or a higher priority; lower priority messages will be candidates for throttling before higher priority messages.
The reacting node can take into account the following considerations:
-
if the user has no existing context in the reacting node, thereacting node gives a lower priority to authentication and authorisation procedures, so to DER commands. This avoids adding new users on the 3GPP AAA server. There is nevertheless a consequence in limiting an inter RAT mobility between non 3GPP accesses when such a DER is throttled, this is considered as acceptable;
-
if the initial request was not throttled, the subsequent requests have a higher priority, otherwise it would mean that the initial  request processed by the (overloaded) 3GPP AAA server has been useless. An example is the call flow described in Annex A.2 for STa;
-
If the user has an existing context in the reacting node, new requests have a higher priority so to maintain the service to the user;

-
DER Requests (and also AAR for STa) resulting from the reception of a re-authentication re-authorisation procedure (or also re-authorisation procedure over STa) from the 3GPP AAA server have a higher priority, so to maintain the service to the user;
-
The trusted non 3GPP access network has the possibility (see 5.1.2.3.1subclause), at any time, to send a AAR command for check if there is any modification in the user authorization parameters previously provided by the 3GPP AAA Server. The trusted non 3GPP access network may defer such AAR requests to diminish the traffic without impacting the service to the user;

-
Session termination procedures initiated by the reacting node may have a higher priority as releasing resources in the 3GPP AAA server.
* * * Next Change * * * *
C.4
Message prioritization over S6b

This clause gives an analysis of possible behaviours of the PDN-GW regarding message prioritisation as guidance and for an informative purpose. 
When the 3GPP AAA server is overloaded, the PDN-GW will receive overload reports from the 3GPP AAA server requesting a reduction of requests sent by the PDN-GW. This will apply to AAR and STR commands.
The PDN-GW can consider some messages with a lower or a higher priority; lower priority messages will be candidates for throttling before higher priority messages.
Following considerations can be taken into account:
-
An important point to consider is that UEs accessing the PDN-GW via S2a or S2b have already been previously authorized to use the non 3GPP access (i.e. via STa or SWm or SWa). The AAR command over S6b following this initial authorisation has a higher priority, otherwise, if the AAR is throttled, it would mean that the initial authorisation procedure (and its process by the 3GPP AAA server) has been useless;

-
An exception is in the Multi Connection Mode (MCM) (described in 3GPP TS 23.402 [3]), where after a first PDN connection being established, the UE requests the establishment of additional PDN connections. As the priority, when overload in the 3GPP AAA server, is to maintain the existing service in preference to setting up new services for the user, such AAR commands over S6b may have  a lower priority;

-
Traffic reduction over the STa or SWm or SWa interfaces with the throttling of new authentication authorisation procedures, results in diminishing requests for new PDN connections to the PDN-GW and diminishing the traffic over S6b;

-
regarding the 3GGP AAA Server behaviour, it is better to request traffic reduction over the STa or SWm or SWa  interfaces than over the S6b interface, so following the principle to request  the traffic reduction as early and as close as possible to the traffic source (i.e. the UE);

-
AAR Requests resulting from the reception of a re-authorisation procedure from the 3GPP AAA server have a higher priority, so to maintain the service to the user;

-
the session termination procedures over S6b initiated by the PDN-GW resulting from a UE request may  have a higher priority as releasing resources in the 3GPP AAA server.
* * * End of Changes * * * *

