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Background:
A sufficient good terminology for TLS (and hence DTLS too) isn't yet available, neither from IETF RFC side nor from ITU-T H.248.90 (TLS) / H.248.93 (DTLS) side. However, for eMEDIASEC we could live with a coarse granular model, without differentiating between a TLS session and TLS connection (or DTLS session and DTLS connection). The abstraction of an "H.248 (D)TLS bearer connection" is sufficient for  a particular communication service (instant messaging, floor control, facsimile transmission). There's a 1:1 relation to the particular IP application protocol (MSRP, BFCP, (T.38) IFP). And there's also a 1:1 relation between the (user plane) "H.248 (D)TLS bearer connection endpoint" and the (control plane) "(D)TLS-enabled H.248 stream endpoint".

Such a simple model might be insufficient for WebRTC service, reflected by following editor's note:

[bookmark: _Toc390174126]6.2.10.5	End-to-access-edge security for RTP based media using DTLS-SRTP
Editor's Note: There are two served user instances of the DTLS service within WebRTC: the data channel and the key exchange for SRTP. Thus, there are either two DTLS connections behind a single DTLS session, or two separate DTLS sessions.
... 
Discussion:
Figure A recalls again the WebRTC user plane protocol layering as relevant for the eIMS-AGW:



Figure A: WebRTC service – complete protocol stack

Figure B summarizes our understanding concerning the relation between (D)TLS session and (D)TLS connection:



Figure B: User plane – Hierarchical "endpoint" relationships
The (D)TLS role characterstic is a (D)TLS session endpoint level property in our understanding. There are following hierarchical relationships:
· multiple (D)TLS connection endpoints could be instantiated from a single (D)TLS session endpoint; and
· multiple (D)TLS session endpoints could be part of a single (D)TLS endpoint.

Observations WebRTC "DTLS framework":
There are at least two DTLS connections, because RFC 5764 (DTLS-SRTP) does not allow the usage of the record layer for any other applications (here: SCTP). Hence, a second DTLS connection is "normally" required for SCTP traffic from RFC side. However, it is yet unclear whether this RFC condition will befinally respected by WebRTC client implementations (hence, to be cross-checked with IETF RTCWEB).
Figure C illustrates possible mapping models for WebRTC:



Figure C:  WebRTC service – Possible mapping models (for discussion)
There are two separate DTLS sessions in case of model I and II. There are then different DTLS client/server relationships possible for the two WebRTC DTLS traffic components. This is not possible in case of the "single DTLS session" model III. There would be a single DTLS connection endpoint shared by WEbRTC data traffic and DTLS-based key exchange for SRTP in case of model IV, - a scenario which isn't really feasible from RFC side in our understanding. The usage of a single DTLS session endpoint implies also the usage of the same cryptographic configuration for both DTLS applications, - might be feasible. 

Summary:
Some preliminary thougts were presented, related to:
· the "complete WebRTC" picture is illustrated, which need the additional consideration of SCTP/DTLS traffic besides DTLS-SRTP;
· the hierarchical relationship between "endpoints", - according our understanding of the RFCs -, is indicated ("but not explained at detailed level");
Not discussed here in more detail:
· the RFC "DTLS association" concept may probably relate to a RFC "DTLS session" or "DTLS connection" (but we could just avoid the usage of this term in 3GPP specs)); 

Mapping between "DTLS protocol objects" to H.248 stream endpoint / termination?:
This is related to the mapping between a (user plane) "DTLS endpoint / DTLS session endpoint / DTLS connection endpoint" to a (control plane) "DTLS-enabled H.248 stream endpoint".
The solution to this aspect needs to consider
1. what kind of DTLS information is visible at the H.248 interface (i.e., the information flows related to DTLS)?
2. at non-Root and Root termination level?
3. multiplexing ("media grouping")?
The questions are not evaluated in this DISC paper, but some preliminary conclusions are provided below.

Position by Alcatel-Lucent:
We did recently further evaluations on this subject and will publish our conclusions and proposals at the coming ITU-T WP1/16 meeting. The refered document AVD-4600 "… Terminology related to TLS and DTLS" may be downloaded via following URL: http://wftp3.itu.int/av-arch/avc-site/2013-2016/1411_Seo/AVD-4600.zip 
Based on that analysis we would draw following conclusions:
1. WebRTC "DTLS framework" would be mapped to model II (or III?), i.e., two separate DTLS sessions, which are part of separate DTLS endpoint objects.
2. A DTLS connection endpoint object is mapped to an individual H.248 stream endpoint (SEP), hence there would be 
a) no media grouping: an H.248 multiple-stream-per-termination structure with two H.248 SEPs used for WebRTC DTLS –based services;
b) with media grouping: an H.248 multiple-stream-per-termination structure with two H.248 SEPs which are grouped (according to H.248.STGROUP "H.248 Stream grouping and aggregation") together for WebRTC DTLS–based services.
3. A "DTLS association" is synonym to a "DTLS connection", thus, term DTLS association should be replaced by DTLS connection in 23.334 / 29.334.

Proposal
Not (yet) any action for 23.334 (at this meeting). It becomes obvious that firstly the WebRTC requirements should be fixed concerning the DTLS protocol stack usage and DTLS protocol procedures for the two WebRTC DTLS applications, and then H.248 aspects could be fixed. 
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