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* * * First Change * * * *

5.11.3.2
End-to-end security for TCP-based media using TLS

End-to-end protection of MSRP (used in IMS session-based messaging) and BFCP (used in IMS conferencing) media is based on TLS, according to the TLS profile specified in Annex M of 3GPP TS 33.328 [12].
If the IMS-ALG receives SDP containing media lines with "TCP/TLS/MSRP" (see IETF RFC 4975 [25] and IETF RFC 6714 [26]) and/or "TCP/TLS/BFCP" (see IETF RFC 4583 [27]) as transport protocol but did not receive any request for end-to-access-edge security, the IMS-ALG shall:
· forward the SDP with unmodified transport protocol for those media lines and unmodified TLS related SDP attribute(s);

· indicate "TCP" to the IMS-AGW as transport protocol for all related terminations, and provide no media related information to these terminations,  to configure the IMS-AGW to pass media transparently.  

NOTE:
End-to-end security for TCP-based media using TLS is not supported between two terminals being located behind firewalls/NATs.
* * * Next Change * * * *

6.2.10A.2
End-to-end security for TCP-based media using TLS
This procedure is identical to that of subclause 6.2.1 apart from the IMS-ALG providing "TCP" to the IMS-AGW as transport protocol and not providing any TLS related information nor any other media related information to the corresponding terminations, and configuring the IMS-AGW to pass media transparently.

The IMS-ALG shall forward the SDP with unmodified transport protocol for those media lines and unmodified TLS related SDP attribute(s). 


NOTE:
End-to-end security for TCP-based media using TLS is not supported between two terminals being located behind firewalls/NATs.
* * * End of Changes * * * *

