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1. Overall Description:

CT4 has discussed the following stage 2 requirement recently specified in subclause 4.5.9.2. (GTP-C overload control) of 3GPP TS 23.402:

A TWAN may during access authentication in Transparent Single-Connection Mode […] apply certain restrictions towards PDN GW that have indicated overload, e.g.:

-
reject PDN connection requests from the UE (e.g. Initial Attach with PDN Connectivity, UE Initiated PDN connectivity request, Attach and PDN Connectivity Request at handover to Trusted WLAN) as follows:

-
for Transparent Single-Connection Mode, locally set a back-off timer and instructs the AAA server to reject the current EAP-Authentication request. For any further request for the same UE and the same SSID, as long as the back-off timer is running, the TWAN instructs the AAA server to reject the UE's request.

The highlighted requirements would cause substantial changes to the AAA procedures specified in Release 11 / 12 for the Transparent Single-Connection mode, by requiring an extra AAA message exchange between the 3GPP AAA Server and the TWAN to trigger the establishment of the S2a connectivity before sending an EAP Success/Failure message, along the protocol extensions specified in TS 29.273 in Rel-12 for the Single-Connection mode. Besides which, the new TSCM call flow and procedures would need to be supported in addition to the pre-Rel-12 call flow and procedures, for backward compatibility with a pre-Rel-12 TWAN or 3GPP AAA Server. 
Per existing Rel-11 / 12 procedures for TSCM, the 3GPP AAA Server sends a DEA message to the TWAN, including the user subscription information and encapsulating an EAP Success message, before the TWAN establishes the S2a connectivity. In scenarios where the S2a tunnel cannot be established, the TWAN releases the WLAN resources and send a request to the 3GPP AAA Server to terminate the STa Diameter session.
CT4 would like to know whether SA2 really intended to change the AAA procedures for TSCM, and if so, to provide the justifications for such changes. 
Besides, this back-off mechanism appears to reject the UE request (when the local back-off timer is running) at a late stage of the call flow, before the establishment of the S2a connectivity, i.e. after downloading the subscription information from the HSS to the 3GPP AAA Server and after all the authentication and authorization exchanges between the UE and the 3GPP AAA Server, and thus does not provide signalling savings upon repeated accesses from the UE during a period of overload (although still providing fairness with UEs in SCM). Did SA2 consider to allow the TWAN to reject the UE request (when the local back-off timer is running) upon receiving the very first message from the UE (EAP-RSP/Identity), based on the UE MAC address and SSID, without sending any AAA signalling towards the 3GPP AAA Server? 

2. Actions:

To SA2 group.

ACTION: 
CT4 kindly asks SA2 whether SA2 intended to change the AAA procedures for TSCM, and if so, to provide the justifications for such changes. Otherwise, SA2 is kindly asked to revise their specification to avoid impacts to AAA procedures for the TSCM and to consider the possibility for rejecting the UE request by the TWAN at the earliest opportunity.
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