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5.11.2.3.2
e2ae security for T.38 fax over UDP/UDPTL transport
If the IMS-ALG and the IMS-AGW support e2ae security for the UDP based media using DTLS and certificate fingerprints, then for each T.38 fax media stream over UDPTL/UDP transport to be setup with e2ae security, the IMS-ALG shall:

-
include the IMS-AGW in the media path and allocate the required resources for the media stream in the IMS-AGW;

-
determine via SDP negotiation with the served UE if the IMS-AGW needs to act as DTLS client or DTLS server as specified in IETF draft-ietf-mmusic-udptl-dtls [33];

-
when requesting resources towards the access network:

a)
indicate to the IMS-AGW "UDP/DTLS" as transport protocol;

NOTE:
For IANA registry of "UDP/DTLS" see IETF draft-schwarz-mmusic-sdp-for-gw [34].

b)
send the certificate fingerprint received from the served UE to the IMS-AGW; and

c)
request from the IMS-AGW the certificate fingerprint; 
-
include the certificate fingerprint received from the IMS-AGW in the SDP body it sends to the served UE;
-
request the IMS-AGW to start the DTLS session setup if the IMS-AGW needs to act as DTLS client; and
-
when requesting resources towards the core network:

a)
indicate to the IMS-AGW "UDP" as transport protocol.
For each T.38 fax media stream over UDPTL/UDP transport to be setup with e2ae security, the IMS-AGW shall:

-
be capable to support both the DTLS server and DTLS client roles;

-
upon request from the IMS-ALG, act as DTLS client and start DTLS session establishment;

-
upon request from the IMS-ALG, select an own certificate for the T.38 fax media stream, uniquely associate its own certificate with the media stream, and send the fingerprint of the own certificate to the IMS-ALG; 
-
uniquely associate the certificate fingerprint received from the IMS-ALG with the corresponding T.38 fax media stream; and  
-
verify during the subsequent DTLS handshake with the served UE (as described in IETF draft-ietf-mmusic-udptl-dtls [33]) that the fingerprint of the certificate passed by the served UE during DTLS handshake matches the certificate fingerprint received from the IMS-ALG:

a)
if the verification fails, the IMS-AGW shall regard the remote DTLS endpoint as not authenticated, terminate the DTLS session and report the unsuccessful DTLS session setup to the IMS-ALG; 

b)
otherwise, the IMS-AGW shall continue with DTLS session setup and when the DTLS session is established, the IMS-AGW shall be prepared to receive and convert unprotected media from the core network to the protected media to be sent to the served UE and vice versa.
* * * Next Change * * * *

5.16.1
Stateless TCP handling

An IMS‑ALG and IMS‑AGW that supports TCP as transport protocol (see IETF RFC 793 [29] and IETF RFC 4145 [30]) shall support the following procedures.

NOTE 1:
It is assumed that pre-Release 12 IMS‑ALGs and IMS‑AGWs also apply these procedures.

When receiving an SDP offer or answer containing a media line for a new TCP based media stream (e.g. with "TCP", "TCP/MSRP" as transport protocol), the IMS‑ALG: 

-
shall indicate "TCP" (for application-agnostic interworking) or "TCP/MSRP" (for application-aware MSRP interworking) as transport protocol to the IMS‑AGW;

-
shall indicate the TCP port numbers received in the SDP from the remote peer as destination port in the remote descriptor at the termination towards the SDP sender;

-
shall request the IMS‑AGW to allocate a TCP port number at the destination towards the SDP receiver; and

-
shall replace the TCP port in the received SDP with the TCP port number allocated by the IMS‑AGW and forward the SDP; 

-
shall indicate to the IMS‑AGW to perform TCP stateless handling (by not including the TCP session setup direction attribute at the interconnected terminations in the same context).

An IMS‑AGW receiving an indication of "TCP", or "TCP/MSRP" as transport protocol, but no indication to perform TCP state-aware handling (via information about the directionality of the TCP session setup):

-
shall send a TCP SYN when receiving a TCP SYN at the interconnected termination in the same context;

-
shall forward received TCP payload; and

-
shall use its own port number as TCP source port numbers and the remote port number received from the IMS‑ALG as TCP destination port numbers and calculate a new TCP checksum for all TCP packets it sends.

NOTE 2:
This mode of operation corresponds to the "TCP Relay" mode in ITU-T Recommendation H.248.84 [38].

* * * Next Change * * * *

6.2.x
TCP bearer connection control
6.2.x.1
General

All message sequence charts in this clause are examples. The H.248 context model is defined in Figure 6.2.1.1.
6.2.x.2
Stateless TCP handling
This procedure is identical to that of subclause 6.2.1 apart from the IMS-ALG and IMS-AGW applying the requirements specified in subclause 5.16.1.
6.2.x.3
State-aware TCP handling without support of modifying the TCP setup direction
This procedure is identical to that of subclause 6.2.1 apart from the IMS-ALG and IMS-AGW applying the requirements specified in subclause 5.16.2.2.
Subclause 6.2.10.3.1 provides example call flows for TCP bearer connection establishment without modyfing the TCP setup direction.
6.2.x.4
State-aware TCP handling with support of modifying the TCP setup direction

This procedure is identical to that of subclause 6.2.1 apart from the IMS-ALG and IMS-AGW applying the requirements specified in subclause 5.16.2.3.

Figure 6.2.x.4.1 shows an example call flow for a terminating session set-up procedure, where the IMS-ALG receives an incoming SDP offer containing media line for a new MSRP media stream with an "a=setup:active" SDP attribute towards a served UE located behind a remote NAT.
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Figure 6.2.x.4.1: Terminating example call flow for MSRP between UEs located behind NAT
The IMS UE B performs an IMS terminating session set-up according to 3GPP TS 23.228 [2], with modifications as described in 3GPP TS 33.328 [12]. 

The procedure in the above figure is described step-by-step with an emphasis on the additional aspects for IMS-ALG and IMS-AGW of TCP bearer connection control.

1.
The P‑CSCF (IMS‑ALG) receives an SDP offer for an MSRP media stream with an "a=setup:active" attribute. For the MSRP media stream offered with transport "TCP/MSRP", the P‑CSCF (IMS‑ALG) allocates the required resources, includes the IMS‑AGW in the media path and proceeds as specified in this clause. 
2.-4.
The IMS-ALG uses the "Reserve AGW Connection Point" procedure to request a termination for "TCP" media (for application-agnostic interworking) or "TCP/MSRP" media (for application-aware interworking) towards the access network. The IMS-ALG preconfigures the IMS-AGW to operate in TCP merge mode by providing the "a=setup:passive" attribute. 
5.-7.
The IMS-ALG uses the "Reserve And Configure AGW Connection Point" procedure to request a termination for "TCP" media (for application-agnostic interworking) or "TCP/ MSRP" media (for application-aware interworking) towards the core network. The IMS-ALG preconfigures the IMS-AGW to operate in TCP Merge mode by providing the "a=setup:passive" attribute. 
8.
The P‑CSCF (IMS‑ALG) changes the "a=setup" SDP attribute to "actpass" in the SDP offer and inserts the address information received from the IMS-AGW.

9.
The P‑CSCF (IMS‑ALG) forwards the SDP offer.

10.
The UE B chooses to become the active party in the TCP connection establishment and sends a TCP SYN to establish the TCP connection. If the P-CSCF (IMS-ALG) indicated to the IMS-AGW at step 2 that it shall ignore any incoming TCP connection establishment requests (TCP SYN), e.g. to enable a remote source transport address filtering, or if the P-CSCF (IMS-ALG) did not indicate to the IMS-AGW at step 2 that it shall latch onto the required destination address via the source address/port of the incoming media, the IMS-AGW shall drop the TCP SYN received from the UE. 
If the TCP SYN is not answered before a timer expiry, the UE will send the TCP SYN a second time (step 10'). 
11.
The P‑CSCF (IMS‑ALG) receives the SDP answer. It contains the SDP answer with an "a=setup:active" attribute.

12.-14.
The IMS-ALG uses the "Configure AGW Connection Point" procedure to configure the termination towards the UE B with remote address information. 

15.
The P‑CSCF (IMS‑ALG) modifies the SDP answer before sending it to the core network. The P‑CSCF (IMS‑ALG) sets the "a=setup:passive" SDP attribute.

16.
The P-CSCF (IMA-ALG) then sends the updated SDP answer to core network. 
17. The IMS-AGW answers the TCP SYN and the remote peer completes the TCP connection establishment.
18.
The IMS-AGW answers the TCP SYN and UE B completes the TCP connection establishment.
* * * End of Change * * * *

_1465634987.vsd
P‑CSCF (IMS‑ALG)


IMS-AGW


3. Create outgoing termination T1 


1. SDP offer (c=IP1o, m=P1o TCP/MSRP, a=setup:active)


2. H.248 ADD req (C=?, T=?, m=TCP, a=setup:passive, LAddr=?, LPort=?)


4. H.248 ADD resp (C=C1, T=T1, LAddr=IP2o, LPort=P2o)


6. Create incoming termination T2 


5. H.248 ADD req (C=C1, T=?, m=TCP, a=setup:passive, LAddr=?, LPort=?, RAddr=IP1o, RPort=P1o)


7. H.248 ADD resp (C=C1, T=T2, LAddr=IP2a, LPort=P2a, RAddr=IP1o, RPort=P1o)


8. Modify SDP offer 


9. SDP offer (c=IP2o, m=P2o TCP/MSRP, a=setup:actpass)


10. TCP SYN


17. TCP SYN


11. SDP answer (c=IP1a, m=P1a TCP/MSRP, a=setup:active)


13. Configure outgoing termination T1 


12. H.248 MOD req (C=C1, T=T1, RAddr=IP1a, RPort=P1a)


14. H.248 MOD resp (C=C1, T=T1)


15. Modify SDP answer 


16. SDP answer (c=IP2a, m=P2a TCP/MSRP, a=setup:passive)


Reserve AGW Connection Point 
(, Change Through-Connection)


Reserve and Configure AGW Connection Point 
(, Change Through-Connection)


Configure AGW Connection Point 
(, Change Through-Connection)


UE-B


TCP ACK


TCP SYN ACK


10'. TCP SYN


TCP ACK


18. TCP SYN ACK



