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1. Introduction
2. Reason for Change
Mp procedures for end-to-end security of TCP based media using TLS (MSRP, BFCP) are still not specified in the technical report.
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v1.3.0.
* * * First Change * * * *

7.2.1.1
Generic procedures
7.2.1.1.1
Ad-hoc Conferences
IMS conferencing concepts and procedures are specified in 3GPP TS 23.228 [3], 3GPP TS 24.147 [21] and 3GPP TS 24.229 [5]. An ad-hoc conference starts without any prior booking or reservation when a user initiates the conference, for further definition of ad-hoc conference, see 3GPP TS 24.147 [21]. Further participants can then be added to the conference without any prior reservation of resources, through either, a "dial-in" scenario where the end user calls the conference or by a method of "dial-out" where the conference calls the participant.
When participating in conferences, the IMS UEs and the conference server may use the e2e security of the session based message conferencing (MSRP) and conferencing (BFCP) using a TLS tunnel established with the MIKEY-TICKET mechanism (specified in IETF RFC 6043 [11] with the profiling of the tickets and procedures given in 3GPP TS 33.328 [2]. The conference focus shall verify that the UE identity (KMS UID) specified in the MIKEY-TICKET exchange is authorized to join the conference.

NOTE: e2e security between IMS UE and conference server does not imply e2e security between two IMS UEs.

* * * Next Change * * * *

7.2.1.2
Specific procedures for session based messaging (MSRP)

7.2.1.2.n1
IMS UE originating procedures ("dial-in" scenario) for e2e

Figure 7.2.1.2.n1.1 shows the "dial-in" conference procedure for one MSRP session using TLS and KMS based security.
NOTE 1:
In the shown example it is assumed that the UE-A and the MRFC/MRFP support IETF RFC 6714 [9].
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Figure 7.2.1.2.n1.1: Originating ("dial-in") example call flow for e2e case
The IMS UE-A and the MRFC performs an IMS "dial-in" conference session set-up according to 3GPP TS 23.228 [3], 3GPP TS 24.147 [21] and with modifications described in 3GPP TS 33.328 [2].
The procedure in the above figure for requesting e2e security for a media stream is described step-by-step with an emphasis on the additional aspects for the MRFC and the MRFP of the MSRP based media e2e protection using TLS and KMS.
1.
Depending on the KMS and a local policy, the IMS UE-A will either interact with the KMS to obtain keys and a MIKEY-TICKET ticket usable for the MRFC, or it will create the ticket by itself. In the latter case, MIKEY-TICKET mode 3 as specified in IETF RFC 6043 [11] is used, and the IMS UE-A will then perform all key and ticket generation functions otherwise performed by the KMS.


The IMS UE-A generates the TRANSFER_INIT message according to IETF RFC 6043 [11] containing the ticket associated with the MRFC. The identities of the initiator/IMS UE-A and the responder/MRFC in the message shall be the KMS UIDs derived from the URI's in the To and From header fields in the SIP initial INVITE request.

A single Crypto Session is included in the TRANSFER_INIT message as described in Annex H.3 of 3GPP TS 33.328 [2]. The protocol type in the Crypto Session shall be set to TLS.


The IMS UE-A creates the SDP offer with an MSRP based media over TLS transport protocol and inserts the SDP attribute "a=key-mgmt" specified in IETF RFC 4567 [n2] which indicates use of the MIKEY-TICKET ticket and contains the TRANSFER_INIT message encapsulated in the key management attribute and with an "a=setup:actpass" SDP attribute.
2.
The IMS UE-A sends the INVITE request with the SDP offer.
NOTE 2:
For the IMS UE-A located in its home service area the INVITE request will be sent to the MRFC via the P-CSCF, the S-CSCF and the AS.
NOTE 3:
If the P-CSCF supports e2ae security, the P-CSCF (IMS-ALG) checks for the presence of the indication "e2ae-security requested by UE". As the indication is not present, the P-CSCF forwards the SDP offer towards the S-CSCF. The S-CSCF performs the required procedures according to 3GPP TS 23.228 [3] and forwards the SDP offer to the AS/MFRC.

3.
Upon reception of the SIP INVITE request with the SDP offer containing the media stream that uses "TCP/TLS/MSRP" transport protocol, the MRFC checks for the presence of the key management protocol "a=key-mgmt" SDP attribute. If it indicates the usage of the MIKEY the MRFC extracts the key management data from the keymgmt-data field and "base64" decodes them to reconstruct the original TRANSFER_INIT message. The MRFC checks if it is authorized to resolve the ticket and if that is the case the MRFC interacts with the KMS to resolve the ticket and receive keys.

4. - 6.
The MRFC uses the "Reserve And Configure IMS resources" procedure to request a termination for "TCP/TLS/MSRP" media with the request to establish the TLS session once the TCP connection is established (effectively making the MRFP acting as the TLS client), in accordance with the information in the "a=setup" attribute that will be sent in the SDP answer. The MRFC provides the IP address and port received from the IMS UE-A and the derived Pre-Shared Key (PSK) key i.e. the Traffic-Encrypting Key (TEK) associated with the Crypto Session (CS) that will be used by the MRFP in the TLS handshake.

7.
The MRFP sends a TCP SYN towards the IMS UE-A to establish a TCP connection. The IMS UE-A answers with a TCP SYN ACK and the MRFP replies with a TCP ACK, completing the TCP connection establishment.

8.
Upon completion of the TCP connection establishment, the MRFP starts the establishment of the TLS session using the received PSK to set-up a TLS-PSK tunnel to protect the MSRP messages.
9.
The MRFC includes the MIKEY-TICKET response in the TRANSFER_RESP message created according to IETF RFC 6043 [11]. The MRFC inserts the SDP key management protocol attribute "a=key-mgmt" specified in IETF RFC 4567 [n2] which indicates use of the MIKEY-TICKET ticket and contains the "base64" encoded TRANSFER_RESP message. The TRANSFER_RESP message includes the information required for the generation of keys.
10.
The MRFC sends the 200 OK final response (or 18x provisional response) with the SDP answer for the MSRP session towards the IMS UE-A.

After receiving the SIP 200 OK final response (or 18x provisional response) with the SDP answer the IMS UE-A extracts the key management data from the keymgmt-data field and "base64" decodes them to reconstruct the original TRANSFER-RESP message. The IMS UE-A verifies the TRANSFER-RESP message according to IETF RFC 6043 [11] and then verifies that the authenticated identity of the recipient corresponds to the policy for the call before completing the media security set-up.

7.2.1.2.n2
IMS UE terminating procedures ("dial-out" scenario) for e2e

Figure 7.2.1.2.n2.1 shows the "dial-out" conference procedure for one MSRP session using TLS and KMS based security.
NOTE:
In the shown example it is assumed that the UE-B and the MRFC/MRFP support IETF RFC 6714 [9].
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Figure 7.2.1.2.n2.1: Terminating ("dial-out") example call flow for e2e case

The MRFC and the IMS UE-B performs an IMS "dial-out" conference session set-up according to 3GPP TS 23.228 [3], 3GPP TS 24.147 [21] and with modifications described in 3GPP TS 33.328 [2].
The procedure in the above figure for requesting e2e security for a media stream is described step-by-step with an emphasis on the additional aspects for the MRFC and the MRFP of the MSRP based media e2e protection using TLS and KMS.
1.
The MRFC receives a trigger to create an ad-hoc conference. Depending on the KMS and a local policy, the MRFC will either interact with the KMS to obtain keys and a MIKEY-TICKET ticket usable for the IMS UE-B, or it will create the ticket by itself. In the latter case, MIKEY-TICKET mode 3 as specified in IETF RFC 6043 [11] is used, and the MRFC will then perform all key and ticket generation functions otherwise performed by the KMS.


The MRFC generates the TRANSFER_INIT message according to IETF RFC 6043 [11]. The identities of the initiator and the responder in the message shall be the KMS UIDs derived from the URI's in the To and From header fields in the SIP initial INVITE request.

A single Crypto Session is included in the TRANSFER_INIT message as described in Annex H.3 of 3GPP TS 33.328 [2]. The protocol type in the Crypto Session shall be set to TLS.

2. - 4.
The MRFC uses the "Reserve IMS resources" procedure to request a termination for "TCP/TLS/MSRP" media towards the IMS UE-B.
5.
The MRFC creates the SDP offer with an MSRP based media over TLS transport protocol and inserts the SDP attribute "a=key-mgmt" specified in IETF RFC 4567 [n2] which indicates the use of the MIKEY-TICKET ticket and contains the TRANSFER_INIT message encapsulated in the key management attribute and with an "a=setup:actpass" SDP attribute.

6.
The MRFC sends the INVITE request with the SDP offer towards the IMS UE-B.
7.
Upon reception of the SIP INVITE request with the SDP offer containing the media stream that uses transport "TCP/TLS/MSRP", the IMS UE-B checks if it is authorized to resolve the ticket and if that is the case the IMS UE-B interacts with the KMS to resolve the ticket and receive keys.

8.
The IMS UE-B includes the MIKEY-TICKET response in the TRANSFER_RESP message created according to IETF RFC 6043 [11]. The IMS UE-B inserts the SDP key management protocol attribute "a=key-mgmt" specified in IETF RFC 4567 [n2] which indicates use of the MIKEY-TICKET ticket and contains the TRANSFER_RESP message.


The IMS UE-B sends the 200 OK final response (or 18x provisional response) with the SDP answer for the MSRP session.
9. - 11.
After receiving the SIP 200 OK final response (or 18x provisional response) with the SDP answer the MRFC extracts the key management data from the keymgmt-data field and "base64" decodes them to reconstruct the original TRANSFER-RESP message. The MRFC verifies the TRANSFER-RESP message according to IETF RFC 6043 [11] and then verifies that the authenticated identity of the recipient corresponds to the policy for the call before completing the media security set-up.

The MRFC uses the "Configure IMS resources" procedure to configure the termination towards the IMS UE-B with the IP address and port received from the IMS UE-B and the derived Pre-Shared Key (PSK) key i.e. the Traffic-Encrypting Key (TEK) associated with the Crypto Session (CS) that will be used by the MRFP in the TLS handshake.
12.
The IMS UE-B sends a TCP SYN towards the MRFP to establish a TCP connection. The MRFP answers with a TCP SYN ACK and the IMS UE-B replies with a TCP ACK, completing the TCP connection establishment.

13.
Upon completion of the TCP connection establishment, the IMS UE-B starts the establishment of the TLS session using the received PSK to set-up a TLS-PSK tunnel to protect the MSRP messages.

* * * Next Change * * * *

7.2.1.3
Specific procedures for conferencing (BFCP)

7.2.1.3.1
IMS UE originating procedures ("dial-in" scenario) for e2e

Figure 7.2.1.3.1.1 shows the "dial-in" conference procedure for one BFCP session using TLS and KMS based security.
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Figure 7.2.1.3.1.1: Originating ("dial-in") example call flow for e2e case
The IMS UE-A and the MRFC performs an IMS "dial-in" conference session set-up according to 3GPP TS 23.228 [3], 3GPP TS 24.147 [21] and with modifications described in 3GPP TS 33.328 [2].
The procedure in the above figure for requesting e2e security for a media stream is described step-by-step with an emphasis on the additional aspects for the MRFC and the MRFP of the BFCP based media e2e protection using TLS and KMS.
1.
As step 1 in figure 7.2.1.2.1.1.
2.
As step 2 in figure 7.2.1.2.1.1 with the exception that SDP offer indicates "TCP/TLS/BFCP" as transport protocol.
3.
As step 3 in figure 7.2.1.2.1.1.
4. - 6.
As steps 4 - 6 in figure 7.2.1.2.1.1 with the exception that the MRFC requests a termination for "TCP/TLS/BFCP" media in the "Configure BFCP Termination" procedure.

7.
As step 7 in figure 7.2.1.2.1.1.
8.
As step 8 in figure 7.2.1.2.1.1.
9.
As step 9 in figure 7.2.1.2.1.1.
10.
As step 10 in figure 7.2.1.2.1.1 with the exception that SDP answer indicates "TCP/TLS/BFCP" as transport protocol.
7.2.1.3.2
IMS UE terminating procedures ("dial-out" scenario) for e2e

Figure 7.2.1.3.2.1 shows the "dial-out" conference procedure for one BFCP session using TLS and KMS based security.
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Figure 7.2.1.3.2.1: Terminating ("dial-out") example call flow for e2e case

The MRFC and the IMS UE-B performs an IMS "dial-out" conference session set-up according to 3GPP TS 23.228 [3], 3GPP TS 24.147 [21] and with modifications described in 3GPP TS 33.328 [2].
The procedure in the above figure for requesting e2e security for a media stream is described step-by-step with an emphasis on the additional aspects for the MRFC and the MRFP of the BFCP based media e2e protection using TLS and KMS.
1.
As step 1 in figure 7.2.1.2.2.1.

2. - 4.
As steps 4 - 6 in figure 7.2.1.2.2.1 with the exception that the MRFC requests a termination for "TCP/TLS/BFCP" media.
NOTE 1:
The Remote BFCP Connection Address information element is mandatory in the "Configure BFCP Termination" procedure, see 3GPP TS 23.333 and thus this procedure cannot be used to request the BFCP termination. A new Mp procedure to request a BFCP termination in the MRFP needs to be specified to enable a "dial-out" conference session set-up scenario for BFCP based media. Addition of a new procedure is not specific for e2e media security and thus will be done outside the Extended IMS media plane security feature.
5.
As step 5 in figure 7.2.1.2.2.1 with the exception that SDP offer indicates "TCP/TLS/BFCP" as transport protocol.

6.
As step 6 in figure 7.2.1.2.2.1 with the exception that SDP offer indicates "TCP/TLS/BFCP" as transport protocol.

7.
As step 7 in figure 7.2.1.2.2.1.

8.
As step 8 in figure 7.2.1.2.2.1 with the exception that SDP answer indicates "TCP/TLS/BFCP" as transport protocol.
9. - 11.
As steps 9 - 11 in figure 7.2.1.2.2.1 with the exception that the MRFC uses the "Configure BFCP Termination" procedure to configure the termination towards the IMS UE-B with the IP address and port received from the IMS UE-B and the derived Pre-Shared Key (PSK) key i.e. the Traffic-Encrypting Key (TEK) associated with the Crypto Session (CS) that will be used by the MRFP in the TLS handshake.
12.
As step 12 in figure 7.2.1.2.2.1.

13.
As step 13 in figure 7.2.1.2.2.1.
NOTE 2:
For the BFCP the TLS session set-up is always initiated by the SDP answerer.
* * * End of Changes * * * *
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