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3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [6] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [6].

End-to-end security:
media protection between the IMS UE and the MRFP without being terminated by any intermediary node.

Full ICE: 
The full implementation of the Interactive Connectivity Establishment (ICE) specified in IETF RFC 5245 [29].
ICE lite: 
The lite implementation of the Interactive Connectivity Establishment (ICE) specified in IETF RFC 5245 [29].
Media Gateway: 
See Recommendation H.248.1 [3].

Media Gateway Controller: 
See Recommendation H.248.1 [3].

Multimedia Resource Function Controller:
See 3GPP TS 23.228 [1].

Multimedia Resource Function Processor:
See 3GPP TS 23.228 [1].
For the purposes of the present document, the following terms and definitions given in IETF RFC 3830 [n7] apply:
Crypto Session (CS)

Initiator

Responder
For the purposes of the present document, the following terms and definitions given in IETF RFC 6043 [n3] apply:
Traffic-Encrypting Key (TEK)

TEK Generation Key (TGK)

Ticket
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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [6] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [6].

ASR
Automatic Speech Recognition

BFCP
Binary Floor Control Protocol

CS
Crypto Session

CVO
Coordination of Video Orientation
DTMF
Dual Tone Multi Frequency 

e2e
End-to-end 

ECN
Explicit Congestion Notification

ECN-CE
ECN Congestion Experienced
EMMA
Extensible MultiModal Annotation markup language

ICE
Interactive Connectivity Establishment

IP
Internet Protocol

KMS
Key Management Service

MGC
Media Gateway Controller

MGW
Media Gateway

MIKEY
Multimedia Internet KEYing
MPS
Multimedia Priority Service

MRFC
Multimedia Resource Function Controller

MRFP
Multimedia Resource Function Processor

MSRP
Message Session Relay Protocol
NLSML
Natural Language Semantics Markup Language

PSK
Pre-Shared Key

SDP
Session Description Protocol

SIP
Session Initiation Protocol

SRGS
Speech Recognition Grammar Specification

SSML
Speech Synthesis Markup Language

STUN
Session Traversal Utilities for NAT
TCP
Transmission Control Protocol
TEK
Traffic Encryption Key

TGK
TEK Generation Key 

TLS
Transport Layer Security

TTS
Text to Speech

URN
Uniform Resource Name

VXML
Voice Extensible Markup Language
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5.x
IMS Media Plane Security

5.x.1
General

The MRFC and the MRFP may support IMS media plane security as specified in 3GPP TS 33.328 [n1]. They may support end-to-end security (e2e) for a TCP (see IETF RFC 793 [n8]) based media using TLS and the Key Management Service (KMS). The e2e media security of TCP is based on the session keys negotiated via the TLS handshake protocol between the served UE and the MRFP as specified in 3GPP TS 33.328 [n1].
E2e security for TCP based media using TLS and KMS is applicable for MSRP (see IETF RFC 4975 [18]; used in IMS session-based messaging conference) and BFCP (see IETF RFC 4582 [20]; used in IMS conferencing). The MRFC and the MRFP may support e2e security for MSRP, BFCP, or both protocols.
E2e protection of the MSRP and BFCP sessions is achieved through the KMS and a "ticket" concept:

-
The session initiator requests keys and a ticket from the KMS. The ticket contains the keys in a protected format. The initiator then sends the ticket to the recipient.

-
The recipient presents the ticket to the KMS and the KMS returns the keys on which the media security shall be based.

5.x.2
End-to-end security for TCP-based media using TLS
The e2e protection of the TCP based media relies on the usage of TLS (see IETF RFC 5246 [n2]), according to the TLS profile specified in Annex M of 3GPP TS 33.328 [n1].
The end-to-end security protection of session based messaging (MSRP) and conferencing (BFCP) is based on the pre-shared key ciphersuites for TLS (specified in IETF RFC 4279 [n4] and with the profile defined in Annex H of 3GPP TS 33.328 [n1]) and the MIKEY-TICKET mechanism (specified in IETF RFC 6043 [n3] with the profiling of the tickets and procedures given in 3GPP TS 33.328 [n1].

The Pre-Shared Key (PSK) is the Traffic-Encrypting Key (TEK) associated with the Crypto Session (CS) that shall be used in the TLS handshake.

NOTE 1:
The Security Parameters Index (SPI) in the CS points to a TEK Generation Key (TGK) that is used to derive the TEK for the crypto session using the CS ID (and some other parameters). The SPI could also point to a TEK directly.

If the MRFC and the MRFP support and are configured to use the e2e protection of the TCP based media using the pre-shared key ciphersuites for TLS and the MIKEY-TICKET mechanism, the following functional requirements apply.
The list of pre-shared key ciphersuites for TLS supported by the MRFP shall be preconfigured in the MRFC.
The MRFC acting as the session initiator shall:

-
prepare the media security offer in the SDP body of the SIP INVITE request;
-
include a single crypto session of type TLS in the TRANSFER_INIT message according to procedures specified in 3GPP TS 33.328 [n1]; and
NOTE 2:
Depending on the KMS and a local policy, the MRFC will either interact with the KMS to obtain keys and the MIKEY-TICKET ticket usable for the served UE or will create the ticket by itself. In the latter case, MIKEY-TICKET mode 3 as specified in IETF RFC 6043 [n3] is used, and the MRFC will then perform all key and ticket generation functions otherwise performed by the KMS.
-
insert in the SDP offer the SDP key management protocol attribute "a=key-mgmt" specified in IETF RFC 4567 [n5] which indicates use of the MIKEY-TICKET ticket and contains the TRANSFER_INIT message.
Upon receipt of the SIP response with the SDP answer the MRFC shall check that the responder is authorized before completing the media security setup. If the MRFC notices that the other endpoint is not as expected, the MRFC shall abort the session setup. Otherwise the MRFC shall derive the PSK and shall send it to the MRFP.
Upon receipt of the SIP INVITE request with the SDP offer containing the media security offer and the SDP key management protocol attribute "a=key-mgmt" specified in IETF RFC 4567 [n5] which indicates use of the MIKEY-TICKET ticket and contains the TRANSFER_INIT message the MRFC shall:

-
check if it is authorized to resolve the ticket and if that is the case the MRFC interacts with the KMS to resolve the ticket and receive keys;

-
include the MIKEY-TICKET response in the generated TRANSFER_RESP message;
-
insert in the SDP answer the SDP key management protocol attribute "a=key-mgmt" specified in IETF RFC 4567 [n5] which indicates use of the MIKEY-TICKET ticket and contains the TRANSFER_RESP message; and
-
shall derive the PSK and shall send it to the MRFP.
The MRFC acting as the session initiator or the session responder shall:

-
determine via SDP negotiation as specified in IETF RFC 4145 [n6] if the MRFP needs to act as TCP client or server;
-
request the MRFP to start the TCP connection establishment if the MRFP needs to act as TCP client;

-
determine via SDP negotiation if the MRFP needs to act as TLS client or server as specified in the subclauses below;
NOTE 3: 
The determination of the TLS client/server role relies on different rules for MSRP and BFCP.
-
if the MRFP needs to act as TLS client, request the MRFP to start the TLS session setup once the TCP connection is established towards the served UE; and
-
apply additional specific procedures specified for the MSRP in subclause 5.x.3 or for the BFCP in subclause 5.x.4.
The MRFP shall:

-
upon request from the MRFC, start a TCP connection establishment by sending a TCP SYN;
-
release the underlying TCP bearer connection as soon as the TLS session is released;

-
be capable to support both the TLS server and TLS client roles;

-
when being instructed to start the TLS session setup, act as a TLS client and establish the TLS session as soon as the underlying TCP bearer connection is established;

-
uniquely associate the PSK received from the MRFC with the corresponding TCP based media stream;

-
use the received PSK in the TLS handshake; and
-
apply additional specific procedures specified for the MSRP in subclause 5.x.3 or for the BFCP in subclause 5.x.4.
5.x.3
Specific requirements for session based messaging (MSRP)
For the each MSRP media stream requiring e2e security, the MRFC shall:
a)
indicate "TCP/TLS/MSRP" as transport protocol when requesting resources from the MRFP; and
b)
determine via SDP negotiation if the MRFP needs to act as TLS client or TLS server as specified in IETF RFC 4572 [n9] using the IETF RFC 4145 [n6] "a=setup" SDP attribute as follows:

-
if the MRFC sends the "a=setup:active" SDP attribute in the SDP answer towards the UE, the MRFP shall act as TLS client;

-
if the MRFC sends the "a=setup:passive" SDP attribute in the SDP answer towards the UE, the MRFP shall act as TLS server;
-
if the MRFC receives the "a=setup:active" SDP attribute in the SDP answer from the UE, the MRFP shall act as TLS server; and

-
if the MRFC receives the "a=setup:passive" SDP attribute in the SDP answer from the UE, the MRFP shall act as TLS client.
NOTE:
Since the "a=setup:" SDP attribute is used for the negotiation of the client/server roles for both protocols, TCP and TLS, then the assignment of a particular endpoint role (client or server) also applies for both protocols (e.g. the TLS server role assignment means also the TCP server role assignment).
The MRFP shall send the TLS protected MSRP packets to the served UE and shall accept the TLS protected MSRP packets from the served UE as requested by the MRFC.

5.x.4
Specific requirements for conferencing (BFCP)

For the each BFCP media stream requiring e2e security, the MRFC shall:
a)
indicate "TCP/TLS/BFCP" as transport protocol when requesting resources from the MRFP; and
b)
determine via SDP negotiation (see IETF RFC 4583 [21]) if the MRFP needs to act as TLS client or TLS server as follows:

-
if the MRFC receives an initial SDP offer from the served UE, the MRFP shall act as TLS server; or
-
if the MRFC sends an initial SDP offer towards the served UE, the MRFP shall act as TLS client.
The MRFP shall send the TLS protected BFCP packets to the served UE and shall accept the TLS protected BFCP packets from the served UE as requested by the MRFC.
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