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1. Introduction
CT4 is studying the IMS H.248 profiles aspects of extended IMS media plane security and TCP-related NAT traversal. This contribution provides inputs for the Technical Report.

2. Reason for Change
It is proposed to remove the following editor's notes before sending the TR to CT Plenary for Approval:
1)
in subclause 4.3.3.1.4 (Application aware scenario "BFCP-over-TLS-over-TCP)
Editor's Note: SA3 and/or CT1 have been contacted with the request to provide some clarifications at least within the scope of 3GPP specifications.
Former Reply LS from CT1 (C4-131850): "If a TLS session is already established and is used by BFCP, then any SDP offer/answer renegotiation will not have an impact on the TLS session."
This aspect has been further clarified in IETF draft-ietf-bfcpbis-rfc4582bis-11, section 7.

Unless a new TLS session is negotiated, subsequent SDP offers and answers will not impact the previously negotiated TLS roles.

A CT1 CR is expected at CT1#88 to include this requirement in TS 24.229 (since this IETF draft is not referenced by existing CT1 specifications). 

2)
in subclause 4.4.2.3 (L3/L4 level NAT traversal support)
Editor's Note: CT1 has been contacted to determine if it is permissible for the IMS-ALG in the P-CSCF to modify the a=setup attribute and to specify any required corresponding procedures updates in 3GPP TS 24.229 [5].
The LS was presented and noted by CT1, without any specific decision being taken. 

Since then, CT4 specified the corresponding requirements in TS 23.334 subclause 5.16.2.3 (State‑aware TCP handling with support of modifying the TCP setup direction). The work in CT4 is complete. Whether this requires some TS 24.229 alignment is a CT1 matter. 

3) in subclause 5.1.3.2 (Specific requirements for T.38 fax over UDPTL/UDP transport)
Editor's note: The DTLS protocol profile will be specified by 3GPP SA WG3.

This is work in progress in SA3. There is no more open point from a CT4 standpoint.
4) Annex F.2 (TCP bearer connection establishment (example))
Editor´s note: Details of these steps are ffs: According to RFC 4572, the SDP offerer needs to prepared to receive a TCP SYN after sending an SDP offer with "a=setup:actpass".

These details have been specified in section 5.2.

5) Annex F.3 (TLS security session establishment (example))

Editor's Note: this clause intends to illustrate an example flow for TLS (e.g., a scenario for e2ae).
Example call flows for TLS security session establishment have been specified in section 5.2. 
7) Besides, it is proposed to move part of the editor's note in subclause 4.6.4 as normal text, and to reflect in Annex D that no further work is intended to take place to support e2e media plase security for MSRP between terminals behind Firwall/NAT.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v1.3.0
* * * First Change * * * *

4.3.3.1.4
Application aware scenario "BFCP-over-TLS-over-TCP"

BFCP itself is a client/server protocol at application protocol level (with the floor control client and floor control server roles).

IETF RFC 4583 [17] (SDP Format for BFCP Streams) contains an explicit TLS server role assignment for the SDP answerer in Clause 8; "When TLS is used, once the underlying TCP connection is established, the answerer acts as the TLS server regardless of its role (passive or active) in the TCP establishment procedure."

NOTE:
IETF RFC 4583 [17] uses the TCP related IETF RFC 4145 [12] SDP "a=setup" attribute only to determine the TCP client and server roles.

The implications of this rule for opposite direction offer-answer renegotiations while a TLS session is established were clarified by IETF and 3GPP CT WG1 as follows:
Unless a new TLS session is negotiated, subsequent SDP offers and answers will not impact the previously negotiated TLS roles.


* * * Next Change * * * *

4.4.2.3
L3/L4 level NAT traversal support

In order to reach end-to-end TCP connectivity, remote NAT traversal (NAT-T) support by the MGW might be required. The two major L3/L4 NAT-T mechanisms for TCP (from H.248 MGW perspective) are:

1. Latching on remote IP source transport address information (according ITU-T H.248.37 [23]); and

2. support of simultaneous opening of TCP connection by both interconnected peers (see e.g. TCP merge mode according ITU-T H.248.84 [24]).

Both NAT-T variants may be applied individually or combined. The dedicated usage is dependent on a number of service and network properties, such as 

-
existence and position of remote NAT devices in the media plane; 

-
single or multiple NAT devices;

-
type of remote NAT devices (e.g., the distinction between "BEHAVE-compliant" and "legacy" types by IETF WG BEHAVE); 

NOTE 1:
IETF working group BEHAVE (Behaviour Engineering for Hindrance Avoidance, see http://tools.ietf.org/wg/behave/ )

-
the level of information by the MGC about the media plane "NAT architecture"; and

-
end-to-end application control.

NOTE 2: 
It has to be noted that above information reflects the status of Rel-12 only. E.g., the IMS firewall traversal studies by 3GPP TR 33.830 [25], future media multiplexing models, additional support of ICE-based NAT-T (see 3GPP TS 23.228 [3] Annex G), bearer-level application gateway support, etc. may demand for further NAT-T capabilities in future 3GPP releases. 

Procedures for the support of simultaneous opening of TCP connection by both interconnected peers are documented in: 

-
subclause 4.4.2.1.1 and specifically in Figure 4.4.2.1.1.5 (TCP connection setup when IMS-ALG changes the setup direction); this includes corresponding procedures updates for the IMS-ALG to modify the "a=setup" attribute to change the directionality of TCP connection setups between interconnected SDP O/A entities;

-
subclause 4.4.4 (TCP Interworking in the MGW, i.e. merging the two TCP connection establishment requests in the MGW).
Latching enables a TCP client behind a remote NAT to establish a TCP connection with a MGW. The TCP client behind the NAT needs to establish the TCP connection.

Simultaneous opening of TCP connection by both interconnected peers enables end-to-end communication between two peers located behind remote NATs. This is of interest for MSRP, but not for BFCP, as BFCP is only used from a client towards a server in the network. However, MSRP is also frequently used between a client and a server.

Simultaneous opening of TCP connection by both interconnected peers cannot be used for end-to-end media security for MSRP unless related issues outlined in subclause 4.3.3.1.3 are resolved.

Simultaneous opening of TCP connection by both interconnected peers is only possible if the a=setup SDP attribute is modified by the controller.


It is agreed to support the simultaneous opening of TCP connection by both interconnected peers as an optional feature for the IMS-ALG and IMS-AGW at the H.248 Iq profile for Rel-12. This requires support of the new following capabilities: 

-
the IMS-ALG may support changing the TCP setups direction for NAT traversal between two UEs located behind remote firewall/NATs;

-
the IMS-AGW may support receiving TCP connection establishment requests from both sides;

-
the IMS-AGW may support merging the two TCP connection establishment requests.

NOTE 3: 
 Latching on remote IP source transport address information is already supported by the H.248 Iq profile.

* * * Next Change * * * *

4.6.4
Consideration of application awareness of IMS-AGW

The required IMS-AGW behaviour in all scenarios of clause 4.6.3 relates to an "application-agnostic packet processing", i.e., the IMS-AGW shall be unaware of the application protocol carried by DTLS (for terminations with transport security) and by UDP (for terminations without transport security).

Any indication of facsimile protocols (such as "UDPTL") is not required and should be avoided.
The following SDP "proto" field values are required for the two H.248 terminations:

-
for e2ae: "UDP/DTLS" and "udp".
Editor's Note: The IANA registry is lacking so far an entry for "UDP/DTLS". The effort of such an IANA registry request is still in work, see IETF draft-schwarz-sdp-for-gw [45].

* * * Next Change * * * *

5.1.3.2
Specific requirements for T.38 fax over UDPTL/UDP transport

The "mediasec" header field parameter may be used in the Security-Client, Security-Server, or Security-Verify header fields defined in IETF RFC 3329 [38] to indicate that a header field applies to the media plane. To support end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints, the IMS-ALG is required to support udptl-dtls-name = "udptl-dtls" ; End-to-access-edge media security for UDPTL using DTLS and certificate fingerprints, as specified in in 3GPP TS 24.229 [5] subclause 7.2A.7.
If the P-CSCF indicated support for the end-to-access-edge media security for UDPTL over DTLS and certificate fingerprints during registration under the conditions specified in 3GPP TS 24.229 [5], the P-CSCF (IMS-ALG) shall strip the SDP "a=3ge2ae:requested" attribute and the SDP fingerprint attribute from the UDPTL based media of the received SDP offer.

Upon sending an SDP answer to the SDP offer from the served UE, for each end-to-access-edge protected UDPTL based media of the SDP offer from the served UE which is accepted in the SDP answer, the P-CSCF (IMS-ALG) shall:

-
indicate the UDPTL over DTLS transport protocol according to IETF draft-ietf-mmusic-udptl-dtls [29] and the DTLS profile defined in 3GPP TS 33.328 [2]; and

-
include the SDP fingerprint attribute according to IETF RFC 4572 [14] and the DTLS profile defined in 3GPP TS 33.328 [2].

NOTE: the DTLS protocol profile is specified by 3GPP SA WG3.

If the served UE indicated support for the end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints during registration, and the P-CSCF indicated support for the end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from remote UE with an UDPTL based media, for each end-to-access-edge protected UDPTL based media, i.e. a UDPTL based media except those for which the result of the SDP offer / answer exchange results in the application of an end-to-end security mechanism, the P-CSCF (IMS-ALG) shall remove any SDP fingerprint attribute, offer UDPTL over DTLS transport protocol according to IETF draft-ietf-mmusic-udptl-dtls [29] and the profile defined in 3GPP TS 33.328 [2], include the SDP fingerprint attribute according to IETF RFC 4572 [14] and the profile defined in 3GPP TS 33.328 [2] and include the SDP "a=3ge2ae:applied" attribute; and

2)
upon receiving an SDP answer to the SDP offer from remote user, for each accepted end-to-access-edge protected UDPTL based media, the P-CSCF (IMS-ALG) shall remove the SDP fingerprint attribute.
* * * Next Change * * * *

Annex D:
Preventing TLS establishment collision without a TLS B2BUA
This annex defines a solution, which allows both UEs to establish TCP connections, while only one UE acts as TLS client, by allowing both the "active" and "passive" UE to initiate TCP connections, while only the "active" UE acts as TLS client (according to the procedure in IETF RFC 4572 [14]). This will remove the need for a TLS B2BUA in the network, as there will be no TLS establishment collision.

In order to know whether the UE support the suggested mechanism, an indicator will have to be defined to indicate that the UE that supports the procedures in IETF RFC 6135 [8], and is located behind firewalls, supports the establishment of a TCP connection even if it became "passive" as part of the TCP connection setup direction negotiation, as defined in IETF RFC 4145 [12].  

NOTE 1:
If the proposed solution is agreed, the new indicator should be defined during development of the 3GPP stage 3 technical specifications. For example it could be a SIP media feature tag which UEs can include in SIP requests to inform support of the mechanism.
NOTE 2:
The solution defined in this Annex was not further discussed nor agreed upon in 3GPP CT WG1 (the major impacts are on the UE and the SIP/SDP signalling plane). 

* * * Next Change * * * *

F.2
TCP bearer connection establishment (example)

Figure F.2.1 illustrates a typical traffic flow at the establishment phase of an end-to-end TCP bearer connection. Only the general principles are high-lighted; and L4+ protocols (such as possibly TLS) are omitted in this example. The example represents therefore an application protocol agnostic scenario. There are many variations of this example, dependent on L3/L4 level NAT-T, L4+ level NAT-T, TCP interworking (TCP modes), SIP level SDP offer/answer, etc.
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Figure F.2.1: Establishment of end-to-end TCP connection (example traffic flows)

Some information to the example of Figure F.2.1:

1.
The IMS-ALG receives an SDP offer in SIP signalling for TCP-based media. The TCP bearer connection establishment direction is not yet decided.

2.
The IMS-ALG sends a H.248 ADD request command to create the first TCP-enabled termination. Only minimum information could be provided to the IMS-AGW as neither the TCP bearer connection establishment directions towards UEX and UEY is yet decided.

3.
The IMS-AGW creates the termination T1. 

4.
The IMS-AGW replies to IMS-ALG with a H.248 ADD reply command and provides the local source IP transport address of the termination. 

5., 6., 7.
Similar steps for termination T2 (it should be reiterated that this is only one example option).


8.
The IMS-ALG modifies the SDP offer (option).

9.
The IMS-ALG forwards the new SDP offer to the succeeding node (in direction towards UEY).

10.
The SDP answer is received by IMS-ALG. In this example UEY selects the TCP server role.
11.
The IMS-ALG decides the TCP mode which includes a possible modification of the SDP answer. In this example a "TCP proxy" mode is determined with an incoming TCP bearer connection establishment at T1 and an outgoing TCP bearer connection establishment at T2.

12.
The IMS-ALG sends a H.248 MOD request command to complete the information for the outgoing termination T2 and the request of initiating a TCP bearer connection establishment procedure.

13.
The IMS-ALG forwards the new SDP answer to towards UEX.

14.
The IMS-AGW configures the termination T2. 

15.
The IMS-AGW replies to IMS-ALG with a H.248 MOD reply command. 

16.
TCP three-way handshake (NOTE)
17. 
Established state of TCP bearer connection segment towards UEY.

18.
The IMS-ALG sends a H.248 MOD request command to complete the information for the termination T1 and the preparation of an incoming TCP bearer connection establishment procedure.

19.
The IMS-AGW configures the termination T1. 

20.
The IMS-AGW replies to IMS-ALG with a H.248 MOD reply command. 

21.
TCP three-way handshake (NOTE).
22. 
Established state of TCP bearer connection segment towards UEX.

23.
The IMS-AGW has internally the cut-through of the TCP connection legs completed.

24.
Optional: the IMS-AGW notifies the successfully established end-to-end TCP bearer connection. The IMS-ALG is aware of successful L3/L4 NAT traversal functions and end-to-end L4 media connectivity.
25.
The actual TCP data transfer phase may start.

NOTE 1:
The two TCP three-way handshake procedures (16 and 21) are decoupled in this example due to the TCP proxy mode (see 11). Thus, an example where the end-to-end TCP bearer connection is separated in two segments (e.g., in case of e2ae media security). 
NOTE 2:
See subclause 5.2 for the actual call flows and H.248 signalling elements. 

F.3
TLS security session establishment (example)


See subclause 5.2.
* * * End of Changes * * * *
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Figure 6.2.10.3.1: Establishment of end-to-end TCP connection – Two step procedures (1st local TCP connection point creation; 2nd TCP connection establishments with remote TCP entities)
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