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1. Introduction
2. Reason for Change
The specific requirements for MRFC and MRFP to support the MIKEY-TICKET procedures are not specified.

3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v1.3.0.
* * * First Change * * * *
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3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Application: This term, when used in the context of "application-agnostic" or "application-aware", refers to the IP application protocol on top of a "L4 transport protocol" (e.g., "TCP", "UDP") with or without a "transport security protocol" (e.g., "TLS", "DTLS"). 

End-to-access edge security: This term refers to media protection extending between an IMS UE and the first IMS core network node in the media path without being terminated by any intermediary. 

End-to-end security: This term refers to media protection extending between two IMS UEs without being terminated by any intermediary.

L3/L4 level NAT traversal: NAT traversal support limited to protocol layers L3 and L4 (network and transport layer).

L4+ level NAT traversal: NAT traversal support above the IP transport layer.

MSRP IWF "media plane": the modification of MRSP message header elements (with the TCP payload; a single MRSP message is carried by a TCP packet).
MSRP IWF "signalling plane": the modification of SDP lines (related to MSRP "session-mode" service) within SIP messages.

Network Address Translation (NA(P)T): see definition in 3GPP TS 23.228 [3].

NAT-PT/NAPT-PT: see definition in 3GPP TS 23.228 [3].

Local (near-end) NAPT control: see definition in 3GPP TS 23.334 [34].
Remote (far-end) NAT traversal: see definition in 3GPP TS 23.334 [34].
NAPT control and NAT traversal: see definition in 3GPP TS 23.334 [34]
Convention:

Wherever the term NAT is used in this specification, it may be replaced by NA(P)T or NA(P)T-PT.

TCP modes of operation: 

TCP merge mode: see definition in ITU-T H.248.84 [24]).

TCP proxy mode: see definition in ITU-T H.248.84 [24]).

TCP proxy variants: see definition in ITU-T H.248.89 [36]).

TCP relay mode: see definition in ITU-T H.248.84 [24]).

TLS-client: the entity that initiates a TLS session establishment to a server (see IETF RFC 5246 [7]). 

TLS-server: the entity that responds to requests for TLS session establishment from clients (see IETF RFC 5246 [7]).  

TLS endpoint: either a TLS-client or a TLS-server.
For the purposes of the present document, the following terms and definitions given in IETF RFC 3830 [n3] apply:
Crypto Session (CS)
Data Security Association (Data SA)

Initiator

Responder
For the purposes of the present document, the following terms and definitions given in IETF RFC 6043 [11] apply:
Traffic-Encrypting Key (TEK)

TEK Generation Key (TGK)

Ticket

Ticket Request

Ticket Transfer

Ticket Resolve

* * * Next Change * * * *

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

BFCP
Binary Floor Control Protocol

CS       
Crypto Session

e2ae security
End-to-access-edge security 

e2e security
End-to-end security 

FoIP
Facsimile over IP
IMS-AGW
IMS Access Media Gateway

IMS-ALG 
IMS Application Level Gateway 

IM CN
IMS Core Network

KMS
Key Management Service

L3/L4 NAT-T
NAT traversal at protocol layers L3 and/or L4

L4+ NAT-T
NAT traversal at protocol layers above L4

MIKEY
Multimedia Internet KEYing
MSRP
Message Session Relay Protocol
MSRP IWF
MSRP Interworking Function

NAPT
Network Address Port Translation

NA(P)T
Network Address and optional Port Translation

NA(P)T-PT
NAT Address (and optional Port) Translation and Protocol Translation
NAT
Network Address Translation

NAT-T
NAT traversal

PSK
Pre-Shared Key

TEK
Traffic Encryption Key

TGK
TEK Generation Key 
* * * Next Change * * * *

7.1.1.1
General requirements
An MRFC and MRFP may support end-to-end security protection of session based messaging (MSRP) and conferencing (BFCP) as specified in 3GPP TS 33.328 [2], Annex G3. 
MSRP and BFCP traffic shall be protected using a TLS tunnel established with MIKEY-TICKET procedures.

According to 3GPP TS 33.328 [2], the e2e protection of the session based messaging (MSRP) and conferencing (BFCP) is based on the Key Management Service (KMS) achieved through the KMS and a "ticket" concept:

-
The session initiator requests keys and a ticket from the KMS. The ticket contains the keys in a protected format. The initiator then sends the ticket to the recipient.

-
The recipient presents the ticket to the KMS and the KMS returns the keys on which the media security shall be based.
The e2e protection of the TCP based media relies on the usage of TLS (see IETF RFC 5246 [7]), according to the TLS profile specified in Annex M of 3GPP TS 33.328 [2]. 

The end-to-end security protection of session based messaging (MSRP) and conferencing (BFCP) is based on the pre-shared key ciphersuites for TLS (specified in IETF RFC 4279 [n1] and with the profile defined in Annex H of 3GPP TS 33.328 [2]) and the MIKEY-TICKET mechanism (specified in IETF RFC 6043 [11] with the profiling of the tickets and procedures given in 3GPP TS 33.328 [2]. 

The Pre-Shared Key (PSK) is the Traffic-Encrypting Key (TEK) associated with the Crypto Session (CS) that shall be used in the TLS handshake.

NOTE 1:
The Security Parameters Index (SPI) in the CS points to a TEK Generation Key (TGK) that is used to derive the TEK for the crypto session using the CS ID (and some other parameters). The SPI could also point to a TEK directly.

If the MRFC and the MRFP support and are configured to use the e2e protection of the TCP based media using the pre-shared key ciphersuites for TLS and the MIKEY-TICKET mechanism, the following functional requirements apply.

The list of pre-shared key ciphersuites for TLS supported by the MRFP shall be preconfigured in the MRFC.
The MRFC acting as the session initiator shall:

-
prepare the media security offer in the SDP body of the SIP INVITE request:

-
include a single crypto session of type TLS in the TRANSFER_INIT message according to procedures specified in 3GPP TS 33.328 [2];

NOTE 2:
Depending on the KMS and a local policy, the MRFC will either interact with the KMS to obtain keys and the MIKEY-TICKET ticket usable for the served UE or will create the ticket by itself. In the latter case, MIKEY-TICKET mode 3 as specified in IETF RFC 6043 [11] is used, and the MRFC will then perform all key and ticket generation functions otherwise performed by the KMS.
-
insert in the SDP offer the SDP key management protocol attribute "a=key-mgmt" specified in IETF RFC 4567 [n2] which indicates use of the MIKEY-TICKET ticket and contains the TRANSFER_INIT message.
Upon receipt of the SIP response with the SDP answer the MRFC shall check that the responder is authorized before completing the media security setup. If the MRFC notices that the other endpoint is not as expected, the MSRP shall abort the session setup. Otherwise the MRFC shall derive the PSK and shall send it to the MRFP. 
Upon receipt of the SIP INVITE request with the SDP offer containing the media security offer and the SDP key management protocol attribute "a=key-mgmt" specified in IETF RFC 4567 [n2] which indicates use of the MIKEY-TICKET ticket and contains the TRANSFER_INIT message the MRFC shall:

-
check if it is authorized to resolve the ticket and if that is the case the MRFC interacts with the KMS to resolve the ticket and receive keys;

-
include the MIKEY-TICKET response in the generated TRANSFER_RESP message;
-
insert in the SDP answer the SDP key management protocol attribute "a=key-mgmt" specified in IETF RFC 4567 [n2] which indicates use of the MIKEY-TICKET ticket and contains the TRANSFER_RESP message;

-
shall derive the PSK and shall send it to the MRFP. 
The MRFP shall: 

-
uniquely associate the PSK received from the MRFC with the corresponding TCP based media stream; and

-
use the received PSK in the TLS handshake. 

* * * Next Change * * * *

7.1.1.2
Specific requirements for session based messaging (MSRP)
For the each MSRP media stream requiring e2e security, the MRFC shall:
a)
indicate "TCP/TLS/MSRP" as transport protocol when requesting resources from the MRFP;

b)
determine via SDP negotiation if the MRFP needs to act as TLS client or TLS server using the IETF RFC 4145 [12] "a=setup" SDP attribute as follows:

-
if the MRFC send an "a=setup:active" SDP attribute in an SDP answer towards the UE, the MRFP shall act as TLS client;

-
if the MRFC send an "a=setup:passive" SDP attribute in an SDP answer towards the UE, the MRFP shall act as TLS server;
-
if the MRFC receives an "a=setup:active" SDP attribute in an SDP answer from the UE, the MRFP shall act as TLS server; and

-
if the MRFC receives an "a=setup:passive" SDP attribute in an SDP answer from the UE, the MRFP shall act as TLS client; and
c)
request the MRFP to start the TLS session setup if the MRFP needs to act as TLS client.

The MRFP shall send the TLS protected MSRP packets to the served UE and shall accept the TLS protected MSRP packets from the served UE as requested by the MRFC.
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7.1.1.3
Specific requirements for conferencing (BFCP)

For the each BFCP media stream requiring e2e security, the MRFC shall:
a)
indicate "TCP/TLS/BFCP" as transport protocol when requesting resources from the MRFP;
b)
determine via SDP negotiation (see IETF RFC 4583 [17]) if the MRFP needs to act as TLS client or TLS server as follows:

-
if the MRFC receives an initial SDP offer from the served UE, the MRFP shall act as TLS server; and

-
if the MRFC sends an initial SDP offer towards the served UE, the MRFP shall act as TLS client; and

c)
request the MRFP to start the TLS session setup if the MRFP needs to act as TLS client.

The MRFP shall send the TLS protected BFCP packets to the served UE and shall accept the TLS protected BFCP packets from the served UE as requested by the MRFC.


There is never a BFCP session between two UEs, therefore only the IMS UE might be located behind a remote firewall/NAT device, i.e. the use case where both peers are behind a NAT need not be considered for the Mp interface, see subclause 4.2.3.
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