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Introduction

According to 3GPP TS 23.228 (see clause 4.3.3.2a) a Temporary Globally Routable User Agent URI (T-GRUU) is valid until the contact is explicitly de-registered or the current registration expires. Furthermore (see clause 4.3.3.2a.1 step 8) for each re-registration a new T-GRUU is generated, resulting in multiple T-GRRUs being valid simultaneously at the S-CSCF.
According to 3GPP TS 23.380 (see clause 4), the S-CSCF can store, update and (after recovering from a failure) retrieve S-CSCF restoration information from the HSS. However, the restoration information stored at the HSS does not comprise any T-GRUUs. Therefore, after S-CSCF restoration, all generated T-GRUUs which are still valid are lost, and its not possible to check whether a received T-GRUU is valid.

Note that this is different for a received P-GRUU where the validity can be checked as follows:

1. derive Public User ID from received P-GRUU

2. use derived Public User ID to restore Instance-ID (contact) from HSS
3. generate P-GRUU from derived Public User ID and restored Instance-ID

4. compare generated P-GRUU with received P-GRUU.

This document proposes an enhancement to the S-CSCF restoration procedures to overcome the identified problem of not being able after restoration to check whether a received T-GRUU is valid.
Discussion

Very long lived registrations can quickly result in hundreds or even thousands of T-GRUUs being valid simultaneously at the S-CSCF (see also IETF RFC 5627 clause A.2.). It is therefore NOT advisable to store/retrieve the complete set of valid T-GRUUs as part of the restoration information. Rather it is proposed to store/retrieve limited input data for an T-GRUU validation algorithm running at the S-CSCF that checks whether a received T-GRUU is valid. 
The mechanism assumes that T-GRUUs are generated by a reversible T-GRUU-Generation-Algorithm at the S-CSCF:
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The reverse algorithm takes a received T-GRUU as input and calculates Public User ID, Instance-ID, Call-ID and CSeq Sequence Number:
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Details of the algorithms may be operator specific.

The limited input data for a T-GRUU validation algorithm which are stored in the HSS as part of the S-CSCF restoration information are:
- the Call-ID (new)
- the Initial CSeq Sequence Number (new)
- Instance-ID (already stored within restoration information (contact)) 
After S-CSCF restart, when receiving a T-GRUU, the reverse T-GRUU-Generation algorithm is used to calculate Public User ID, Instance-ID, Call-ID and CSeq Sequence Number. The calculated Public User ID is used to restore  Call-ID, Instance-ID, and initial CSeq Sequence Number from the HSS. The T-GRUU-Validation-Check algorithm then  checks whether  the calculated Instance-ID equals the restored Instance-ID, the calculated Call-ID equals the restored Call-ID and the calculated CSeq Sequence Number is higher or equal to the restored initial CSeq Sequence Number. If so, the received T-GRUU is considered valid.
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Conclusion

It is proposed to extend the S-CSCF restoration information with 

- the Call-ID

- the Initial CSeq Sequence Number
to overcome the identified problem of not being able to check whether a received T-GRUU is valid.
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