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Annex X (normative):
Diameter overload control mechanism

X.1
General

IETF draft-ietf-dime-ovli-02 [xx] specifies a Diameter overload control mechanism which includes the definition and the transfer of related AVPs between Diameter nodes.
X.u
STa interface
X.u.1
General

The Diameter overload control mechanism is optional over the STa interface. When applied on the STa interface, it shall comply with the IETF draft-ietf-dime-ovli-02 [xx] where the trusted non 3GPP access network shall behave as a reacting node and the 3GPP AAA server as a reporting node. The support of this mechanism in the other way (overload of the trusted non 3GPP network) is not part of this release.
X.u.2
3GPP AAA server behaviour

The 3GPP AAA server may request traffic reduction from the trusted non 3GPP access network when it is in an overload situation, by including OC-OLR AVP in every answer command. 

How the 3GPP AAA server identifies it is in an overload situation is implementation specific.

Editor’s note: it is for further study whether it may be indicated that the 3GPP AAA server may take into account various considerations to enter an overload situation, for example, the traffic over the STa interfaces and other interfaces, the level of usage of internal resources (CPU, memory), the access to external resources etc.

How the 3GPP AAA server determines the specific contents of OC-OLR AVP in overload reports and when the the 3GPP AAA server decides to send OC-OLR AVPs is implementation specific.

Editor’s note: it is for further study whether it may be indicated that the overload reports the 3GPP AAA server sends are updated to accommodate the reporting node overload condition variations and avoid traffic oscillations.

X.u.3
Trusted non 3GPP access network behaviour

The trusted non 3GPP access network shall apply required traffic reduction received in answer commands to subsequent applicable requests, as per IETF draft-ietf-dime-ovli-02 [xx].

How the trusted non 3GPP access network server achieves requested traffic reduction is implementation dependent. Annex Y gives guidance on message prioritisation over STa.

* * * Next Change * * * *
X.v
S6b interface

X.v.1
General 

The Diameter overload control mechanism is optional over the S6b interface. When applied on the S6b interface, it shall comply with the IETF draft-ietf-dime-ovli-02 [xx] where the PDN-GW shall behave as a reacting node and the 3GPP AAA server as a reporting node. The support of this mechanism in the other way (overload of the PDN-GW) is not part of this release. 
X.v.2
3GPP AAA server behaviour

The 3GPP AAA server may request traffic reduction from the trusted non 3GPP access network when it is in an overload situation, by including OC-OLR AVP in every answer command. 

How the 3GPP AAA server identifies it is in an overload situation is implementation specific. 
Editor’s note: it is for further study whether it may be indicated that the 3GPP AAA server may take into account various considerations to enter an overload situation, for example, the traffic over the S6b interfaces and other interfaces, the level of usage of internal resources (CPU, memory), the access to external resources etc. 

How the 3GPP AAA server determines the specific contents of OC-OLR AVP in overload reports and when the 3GPP AAA server decides to send OC-OLR AVPs is implementation specific.

Editor’s note: it is for further study whether it may be indicated that the overload reports the 3GPP AAA server sends are updated to accommodate the reporting node overload condition variations and avoid traffic oscillations.

X.v.3
PDN-GW behaviour

The PGW applies required traffic reduction received in answer commands to subsequent applicable requests, as per IETF draft-ietf-dime-ovli-02 [xx].

How the trusted non 3GPP access network server achieves requested traffic reduction is implementation dependent. Annex Y gives guidance on message prioritisation over S6b. 
* * * Next Change * * * *
Annex Y (Informative):
Diameter overload control node behaviour
Y.u
Message prioritisation over STa 


This clause gives an analysis of possible behaviours of the trusted non 3GPP access network regarding message prioritisation as guidance and for an informative purpose.

Editor’s note: to investigate if some aspects of the 3GPP AAA server behaviour should be normative.
When the 3GPP AAA server is overloaded, the trusted non 3GPP access network will receive overload reports from the 3GPP AAA server requesting a reduction of requests sent by the trusted non 3GPP access network. This will apply to DER, STR and AAR commands.

Regarding the message prioritization, the following principles may be retained: 

-
to give a higher priority to users already registered for non 3GPP access; 

-
to give a  higher priority to deregistration messages; 

-
lower priority messages will be candidates for  throttling before higher priority messages.
When trying to apply these principles to the trusted non 3GPP access network behaviour, following considerations can be taken into account:

-
if the user has no existing context in the trusted non 3GPP access network, the trusted non 3GPP access network gives a lower priority to authentication and authorisation procedures over STa,  so to DER commands. This avoids adding new users on the non 3GPP access. There is nevertheless a consequence in limiting an inter RAT mobility between non 3GPP accesses when such a DER is throttled, this is considered as acceptable;

-
if the initial request was not throttled, the subsequent requests  have a higher priority, otherwise it would mean that the initial  request processed by the (overloaded) 3GPP AAA server has been useless. An example is the call flow described in 3GPP TS 29.273 [yy] Annex Y (CR0368);

-
If the user has an existing context, new requests over STa have a higher priority so to maintain the service to the user;

-
 Requests (DER or AAR) resulting from the reception of a re-authentication re-authorisation or re-authorisation procedure from the 3GPP AAA server have a higher priority, so to maintain the service to the user;

-
The trusted non 3GPP access network has the possibility (cf 3GPP TS 29.273 [yy] 5.1.2.3.1), at any time,  to send a AAR command  for check if there is any modification in the user authorization parameters previously provided by the 3GPP AAA Server. The trusted non 3GPP access network may defer such AAR request to diminish the traffic without impacting the service to the user;

-
Session termination procedures initiated by the trusted non 3GPP access network (see 5.1.2.4 clause) may  have  a higher priority as releasing resources in the 3GPP AAA server.
Editor’s note: this clause analysis to be confirmed.  
Y.v
Message prioritization over S6b 


This clause gives an analysis of possible behaviours of the PDN-GW regarding message prioritisation as guidance and for an informative purpose. It is limited to the cases case where UEs are using trusted non 3GPP access networks and access the PDN-GW though the S6a interface.

Editor’s note: to investigate if some aspects of the 3GPP AAA server behaviour should be normative.
Editor’s note: the current text is limited to the case of UEs accessing the PDN-GW through S2a (trusted non 3GPP access network). Extension to cover DSMIPV6 case and a UE accessing to PDN-GW via S2b (untrusted non 3GPP access network) is FFS.

When the 3GPP AAA server is overloaded, the PDN-GW will receive overload reports from the 3GPP AAA server requesting a reduction of requests sent by the PDN-GW. This will apply to AAR and STR commands.
Following considerations can be taken into account:
-
An important point to consider is that UEs accessing the PDN-GW via S2a have already been previously authorized to use the non 3GPP access (i.e. via STa). The AAR command over S6b following this initial authorisation has a higher priority, otherwise, if the AAR is throttled, it would mean that the initial authorisation procedure (and its process by the 3GPP AAA server) has been useless;

-
An exception is in the Multi Connection Mode (MCM) (described in 3GPP TS 23.402 [zz]), where after a first PDN connection being established, the UE requests the establishment of additional PDN connections. As the priority, when overload in the 3GPP AAA server, is to maintain the existing service in preference to setting up new services for the user, such AAR commands over S6b may have  a lower priority;

-
Traffic reduction over the STa interface with the throttling of new authentication authorisation procedures, results in diminishing requests for new PDN connections to the PDN-GW and diminishing the traffic over S6b;

-
regarding the  3GGP AAA Server behaviour, it is better  to request traffic reduction over the STa interface than over the S6b interface, so following the principle to request  the traffic reduction as early and as close as possible to the traffic source (i.e. the UE);

-
AAR Requests resulting from the reception of a re-authorisation procedure from the 3GPP AAA server have a higher priority, so to maintain the service to the user;

-
session termination procedures over S6b initiated by the PDN-GW resulting from  a UE request may  have  a higher priority as releasing resources in the 3GPP AAA server.
Editor’s note: this clause analysis to be confirmed and completed.
* * * End of Changes * * * *

