Page 1



3GPP TSG CT4 Meeting #65
C4-140951
Phoenix, US; 19th – 23rd May 2014

	CR-Form-v11

	CHANGE REQUEST

	

	
	23.334
	CR
	0043
	rev
	1
	Current version:
	12.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	e2ae media security for UDP-based media using DTLS – Functional requirements

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	CT4

	
	

	Work item code:
	eMEDIASEC-CT
	
	Date:
	2014-05-23

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
	New requirements have been specified in TS 33.328 to provide end-to-access-edge protection of UDP based media (T.38 fax over UDPTL/UDP) using DTLS and certificates fingerprints exchanged over SDP.

	
	

	Summary of change:
	Specifies stage 2 requirements to support e2ae media security for UDP based media.

	
	

	Consequences if not approved:
	e2ae media security for UDP based media using DTLS and certificates fingerprints would not be supported by the IMS-ALG and IMS-AGW.

	
	

	Clauses affected:
	2, 3.3, 5.11.1, 5.11.2.1, 5.11.2.n (new)

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.228:  "IP Multimedia Subsystem (IMS), stage 2".

[3]
3GPP TS 29.334: "IMS Application Level Gateway (IMS-ALG) – IMS Access Gateway (IMS-AGW) Iq interface, stage 3".

[4]
IETF RFC 2663: "IP Network Address Translator (NAT) Terminology and Considerations".

[5]
3GPP TS 32.260: "Telecommunication management; Charging management; IP Multimedia Subsystem (IMS) charging".
[6]
IETF RFC 3556: "Session Description Protocol (SDP) Bandwidth Modifiers for RTP Control Protocol (RTCP) Bandwidth".
[7]
IETF RFC 3605: "Real Time Control Protocol (RTCP) attribute in Session Description Protocol (SDP)".

[8]
3GPP TS 23.205: "Bearer independent circuit-switched core network; Stage 2".
[9]
ITU-T Recommendation H.248.1 (05/2002): "Gateway Control Protocol: Version 2" including the Corrigendum1 for Version 2 (03/04).

[10]
IETF RFC 2216: "Network Element Service Template".

[11]
3GPP TS 24.229: "IP Multimedia Call Control Protocol based on SIP and SDP".

[12]
3GPP TS 33.328: "IMS Media Plane Security".

[13]
IETF RFC 4568: "Session Description Protocol (SDP) Security Descriptions for Media Streams".

[14]
IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".
[15]
IETF RFC 5124: "Extended Secure RTP Profile for Real-time Transport Control Protocol (RTCP)-Based Feedback (RTP/SAVPF)". 
[16]
IETF RFC 3168: "The Addition of Explicit Congestion Notification (ECN) to IP".
[17]
IETF RFC 6679: "Explicit Congestion Notification (ECN) for RTP over UDP".

[18]
3GPP TS 23.237: "IP Multimedia subsystem (IMS) Service Continuity; Stage 2".

[19]
3GPP TS 24.237: "IP Multimedia subsystem (IMS) Service Continuity; Stage 3".

[20]
3GPP TS 29.162: "Interworking between the IM CN subsystem and IP networks".

[21]
3GPP TS 26.114: "IP Multimedia Subsystem (IMS); Multimedia Telephony; Media handling and interaction".
[22]
3GPP TS 22.153: "Multimedia Priority Service".

[23]
IETF RFC 5285: "A General Mechanism for RTP Header Extensions".

[24]
IETF RFC 6236: "Negotiation of Generic Image Attributes in the Session Description Protocol (SDP)".
[n1]
IETF RFC 6347: "Datagram Transport Layer Security Version 1.2".

[n2]
IETF draft-ietf-mmusic-udptl-dtls-07: "UDP Transport Layer (UDPTL) over Datagram Transport Layer Security (DTLS)".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[n3]
IETF draft-schwarz-sdp-for-gw-02: "SDP codepoints for gateway control".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

* * * Next Change * * * *

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ATCF
Access Transfer Control Function

ATGW
Access Transfer Gateway 
CVO
Coordination of Video Orientation

DTLS
Datagram Transport Layer Security

e2ae security
End-to-access-edge security 

e2e security
End-to-end security 

ECN
Explicit Congestion Notification

ECN-CE
ECN Congestion Experienced

IMS-AGW
IMS Access Media Gateway

IMS-ALG 
IMS Application Level Gateway 

IM CN
IMS Core Network
NA(P)T
Network Address and optional Port Translation
NAPT
Network Address Port Translation
NAT
Network Address Translation

NA(P)T-PT
NAT Address (and optional Port-) Translation and Protocol Translation
P-CSCF
Proxy-CSCF
SRTP
Secure Real-time Transport Protocol
SRVCC
Single Radio Voice Call Continuity 
UDPTL
User Datagram Protocol Transport Layer
URN
Uniform Resource Name
* * * Next Change * * * *

5.11.1
General
The IMS-ALG and the IMS-AGW may support IMS media plane security as specified in 3GPP TS 33.328 [12]. They may support end-to-access edge security, or end-to-end security, or both, for:
-
RTP based media (such as e.g. audio, video information) using SRTP security; and/or

-
UDP based media (such as T.38 fax over UDPTL/UDP) using DTLS security. 
If supported the IMS-ALG and the IMS-AGW shall use the procedures in the following subclauses.

NOTE:
For the support of end-to-end security, the presence of an IMS-ALG is not required. 

* * * Next Change * * * *

5.11.2.1
End-to-access-edge security for RTP based media using SDES
Procedures for the IMS-ALG to determine if end-to-access edge security is applicable to a session and to exchange cryptography related SDP parameters with the served UE during the SIP session setup are specified in 3GPP TS 33.328 [12] and 3GPP TS 24.229[11]. 

For media lines that can be subject to e2ae security, the IMS-ALG will receive "RTP/AVP" or "RTP/AVPF" as transport protocol in SDP from the core network. When the IMS-ALG determines that e2ae security is applicable, it will indicate "RTP/SAVP" (see IETF RFC 3711 [14]) or "RTP/SAVPF" (see IETF RFC 5124 [15]), respectively, as transport protocol in the corresponding SDP media lines send towards the served UE. When e2ae security is applied, the IMS-ALG will also receive "RTP/SAVP" or "RTP/SAVPF" in SDP from the served UE. The IMS-ALG will then indicate "RTP/AVP" or "RTP/AVPF" respectively, as transport protocol in the corresponding SDP media lines send towards the core network. When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources for media to which e2ae security is applicable, the IMS ALG shall configure "RTP/SAVP" or "RTP/SAVPF" as transport protocol at the access side termination. The IMS ALG shall configure "RTP/AVP" or "RTP/AVPF" as transport protocol at the core network side termination for media where e2ae security is applicable.

When the IMS-ALG determines that e2ae security is applicable, it will generate appropriate cryptographic context parameters, in particular key(s), and will transfer them to the served UE within SDES SDP "crypto" attribute(s) according to IETF RFC 4568 [13]. The IMS-ALG will also receive cryptographic context parameters, in particular key(s), from the served UE within SDES SDP "crypto" attribute(s). When the IMS-ALG requests the IMS-AGW to reserve or configure transport addresses/resources for media to which e2ae security is applicable, the IMS-ALG shall  provide cryptography related parameters as SDES SDP "crypto" attributes applicable at the access side termination. 

On the originating side of the SIP session setup, the IMS-ALG shall provide as "Remote cryptographic SDES attribute" the SDES crypto attribute it selected from the ones received from the IMS UE in the SDP Offer . The IMS-ALG shall provide as "Local cryptographic SDES attribute"  the SDES crypto attribute the IMS-ALG generated and inserted in the SDP Answer sent to IMS UE.

On the terminating side of the SIP session setup, the IMS-ALG shall provide as "Remote cryptographic SDES attribute" the SDES crypto attribute received from the IMS UE in the SDP Answer. The IMS-ALG shall provide as "Local cryptographic SDES attribute" the SDES crypto attribute selected by the UE from the ones the IMS-ALG generated and inserted in the SDP Offer sent to UE.  If the IMS-ALG offers only one SDES crypto attribute to the UE, the IMS-ALG may provide this attribute as "Local cryptographic SDES attribute" within the Reserve AGW Connection Point Procedure before receiving the SDP answer from the UE.In the present release, a modification of an established e2ae crypto session is not supported. Thus, the IMS-ALG shall not modify any previously provided "Local cryptographic SDES attribute" or "Remote cryptographic SDES attribute".

The IMS Access GW shall, upon reception of an SDES crypto attribute, establish an SRTP security context (as described in RFC 4568 [13] and RFC 3711 [14]) and be prepared to convert RTP packets to SRTP packets and vice versa, using the corresponding SRTP security contexts.
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5.11.2.n
End-to-access-edge security for UDP based media using DTLS

5.11.2.n.1
General

The IMS-ALG and the IMS-AGW may support end-to-access-edge (e2ae) security for an UDP based media. The e2ae protection of the UDP based media relies on the usage of DTLS (see IETF RFC 6347 [n1]) and exchange of self-signed certificates as defined in 3GPP TS 33.328 [12]. 
Key management solution for the e2ae media security of UDP is based on the cipher suites and session keys negotiated via the DTLS handshake protocol between the served UE and the IMS-AGW as specified in 3GPP TS 33.328 [12]. Procedures for the IMS-ALG to determine if e2ae security is applicable to UDP based media and to exchange the cryptographic information (i.e. certificate fingerprints) via SDP negotiation with the served UE during the SIP session establishment are specified in 3GPP TS 33.328 [12] and 3GPP TS 24.229 [11].  

Subclause 5.11.2.n.2 defines specific requirements for e2ae protection of T.38 fax media stream over UDPTL/UDP transport. The usage of UDPTL over DTLS is defined in IETF draft-ietf-mmusic-udptl-dtls [n2].
5.11.2.n.2
e2ae security for T.38 fax over UDP/UDPTL transport
If the IMS-ALG and the IMS-AGW support e2ae security for the UDP based media using DTLS and certificate fingerprints, then for each T.38 fax media stream over UDPTL/UDP transport to be setup with e2ae security, the IMS-ALG shall:

-
determine via SDP negotiation with the served UE if the IMS-AGW needs to act as DTLS client or DTLS server as specified in IETF draft-ietf-mmusic-udptl-dtls [n2];

-
when requesting resources towards the access network:

a)
indicate to the IMS-AGW "UDP/DTLS" as transport protocol;
NOTE:
For IANA registry of "UDP/DTLS" see IETF draft-schwarz-sdp-for-gw [n3].
b)
send the certificate fingerprint received from the served UE to the IMS-AGW; and
c)
request from the IMS-AGW the certificate fingerprint; 
-
include the certificate fingerprint received from the IMS-AGW in the SDP body it sends to the served UE;
-
request the IMS-AGW to start the DTLS session setup if the IMS-AGW needs to act as DTLS client; and
-
when requesting resources towards the core network:
a)
indicate to the IMS-AGW "UDP" as transport protocol.
For each T.38 fax media stream over UDPTL/UDP transport to be setup with e2ae security, the IMS-AGW shall:

-
support both the DTLS server and DTLS client roles;

-
upon request from the IMS-ALG, start DTLS session establishment;

-
upon request from the IMS-ALG, send the fingerprint of the own certificate to the IMS-ALG; 
-
uniquely associate the certificate fingerprint received from the IMS-ALG with the corresponding T.38 fax media stream; and  
-
verify during the subsequent DTLS handshake with the served UE (as described in IETF draft-ietf-mmusic-udptl-dtls [n2]) that the fingerprint of the certificate passed by the served UE during DTLS handshake matches the certificate fingerprint received from the IMS-ALG:

a)
if the verification fails, the IMS-AGW shall regard the remote DTLS endpoint as not authenticated, terminate the DTLS session and report the unsuccessful DTLS session setup to the IMS-ALG; 

b)
otherwise, the IMS-AGW shall continue with DTLS session setup and when the DTLS session is established, the IMS-AGW shall be prepared to receive and convert unprotected media from the core network to the protected media to be sent to the served UE and vice versa.
* * * End of Changes * * * *

