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* * * First Change * * * *

8.4
Cause

Cause IE is coded as depicted in Figure 8.4-1. 
	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 2 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Cause value
	

	
	6
	Spare
	PCE
	BCE
	CS
	

	
	a(n+1)
	Type of the offending IE
	

	
	a(n+2) to a(n+3)
	Length of the offending IE = 0
	

	
	a(n+4)
	Spare

Instance


	


Figure 8.4-1: Cause

Cause is a variable length IE, which may have either of the following two lengths values:

-
If n = 2, a = 0 and the Cause IE shall be 6 octets long. Therefore, octets "a(n+1) to a(n+4)" will not be present.

-
If n = 6, a = 1 and the Cause IE will be 10 octets long.

For PMIP based S5/S8, the SGW/MAG shall do the mapping between GTPv2 Cause IE and respective PMIPv6 IE as specified in 3GPP TS 29.275 [26].

The following bits within Octet 6 indicate:

-
Bits 8 to 4: Spare, for future use and set to zero

-
Bit 1 – CS (Cause Source): If this bit is set to 1, it indicates that the corresponding error cause is originated by the remote node (i.e., the MME/SGSN to a PGW, or the PGW to an MME/SGSN). This bit is set to 0 to denote that the corresponding error cause is originated by the node sending the message. 
The CS should be set to 1 by the SGW when the SGW relay a response message with cause value from the MME/SGSN to the PGW or from the PGW to the MME/SGSN. For PMIP based S5/S8, the SGW shall set the CS bit to 1 when the SGW/MAG relay a response message with the cause value from the PGW/LMA to the MME/SGSN.
-
Bit 2 – BCE (Bearer Context IE Error): If this bit is set to 1, it indicates that the corresponding rejection cause is due to the error in the Bearer Context IE. This bit shall be discarded if the cause value is one of Acceptance cause value as given in table 8.4-1.

-
Bit 3 – PCE (PDN Connection IE Error): If this bit is set to 1, it indicates that the corresponding rejection cause is due to the error in the PDN Connection IE. This bit shall be discarded if the cause value is one of Acceptance cause value as given in table 8.4-1.
The Cause value shall be included in a response message. In a response message, the Cause value indicates the acceptance or the rejection of the corresponding request message. The Cause value indicates the explicit reason for the rejection. 

If the rejection is due to a mandatory IE or a verifiable conditional IE is faulty or missing, the offending IE shall be included within an additional field "a(n+1) to a(n+4)". Only Type and Instance fields of the offending IE that caused the rejection have a meaning. The length in the Octet 8-9 and spare bits in the Octet 10 shall be set to "0". In this case, the value of "n" shall be "6". Otherwise, the value of "n" is equal to "2".

The Cause may also be included in the request message. In a request message, the Cause value indicates the reason for the request.

"Request accepted" is returned when the GTPv2 entity has accepted a control plane request.

"Context Not Found" is used in the response message by a GTP entity when it receives a message for which it does not have context, e.g. TEID-C or EBI is not known.

"Context Not Found" may also be used by the PGW during UE requested PDN connectivity procedure while non-3GPP to 3GPP handover, if the request corresponds to the handover of the PDN connection which does not exist with the PGW.

"Service not supported" is used by the GTP entity when it receives a message, which corresponds to a feature or a service which is not supported by the node.

"Service denied" is used when the requested service cannot be granted.

"System failure" is used by the GTP entity to indicate a generic error condition.

"No resources available" is used by the GTP entity to indicate the temporary unavailability of the resource(s) to process the received request.

"Semantic error in the TFT operation", "Syntactic error in the TFT operation", "Semantic errors in packet filter(s)", "Syntactic errors in packet filters(s)", "UE context without TFT already activated", "Semantic error in the TAD operation" and "Syntactic error in the TAD operation" are indications of error cases involving TFT(s)/TAD(s) as specified in subclause 7.7.11 in this specification.

"Missing or unknown APN" is used by the PGW when it does not support the Access Point Name, received in Create Session Request message.

"Relocation failure" is used by the target MME/S4-SGSN to indicate the source MME/S4-SGSN that the relocation has failed. 

"Denied in RAT" is used by the GTP entity to indicate that the requested service is not accepted in the RAT.

"Preferred PDN type not supported" is used by the PGW to indicate that the PDN type received in the Create Session Request message is not supported by the PGW for the PDN corresponding to the received Access Point Name.

"Protocol type not supported" is used by the SGW to indicate that the S5/S8 protocol type requested by the MME/S4-SGSN is not supported by it.

"UE not responding" is used by the MME/S4-SGSN to indicate that the UE is not responding to the request initiated by the network, e.g. Paging.

"UE refuses" is used by the GTP entity to indicate that the UE, without specifying further detail, rejected the request from the network.

"Unable to page UE" is used by the MME/S4-SGSN to indicate its inability to page the UE, temporarily.

"User authentication failed" is used by the GTP entity to indicate that the request is rejected due to failure in authentication/security procedure.
"APN access denied – no subscription" is used to indicate that the PGW has denied the user access to an APN because a subscription is required, but the subscriber does not have the necessary subscription.

"Remote peer not responding" is used by the SGW for the messages spanning through two interfaces.  This cause value is returned by the SGW to the MME/S4-SGSN or PGW in a response message where no response message is received from the PGW or MME/S4-SGSN. 

"Collision with network initiated request" is used by the PGW to indicate that the UE-initiated bearer resource allocation/modification request is rejected since the PGW has requested a bearer resource allocation/modification for the same service using a network-initiated procedure.

"Unable to page UE due to Suspension" is used by the MME/S4-SGSN to indicate that the UE has not been paged because the bearers of the UE are in a suspended state. 

"APN Restriction type Incompatible with currently active PDN connection" is used by the PGW to indicate that the newly requested PDN connection has APN restriction value that is not compatible with the currently active PDN connection(s)'s APN restriction value(s).

"Invalid peer" is used by the SGW to indicate that currently the UE is being managed by the different node (e.g. MME/S4-SGSN) than the node (e.g. S4-SGSN/MME) which has sent the Delete Session Request message.
"Invalid Reply from remote peer" is used by the SGW for the messages spanning through two interfaces. This cause value is returned by the SGW to the MME/SGSN or PGW in a reply message where the corresponding reply message on S5/S8 or S11/S4 from the PGW or MME/SGSN is not decoded as valid.

"Temporarily rejected due to handover procedure in progress" is used by the MME for the bearer related procedure initiated by the PGW. When the X2 based handover with/without SGW change or S1 based handover with/without SGW and/or MME change is in progress, the MME may receive Create / Update / Delete Bearer request message for the bearer creation, modification or deletion initiated by the PGW. If the handover procedure results in the SGW and/or MME change, then the bearer related procedure cannot be handled temporarily by the MME till the handover procedure is completed. In that case the MME shall reject the bearer related procedure with this rejection cause. 
The usage of "Fallback to GTPv1" is specified in subclause 7.10 "Fallback to GTPv1 mechanism". 
· In the PGW initiated PDN connection deactivation procedure, the PGW may include the Cause IE in the Delete Bearer Request with values "RAT changed from 3GPP to Non-3GPP", "Reactivation requested" or "Reactivation disallowed to APN". 
"APN Congestion" is used by the PGW and it indicates that the PGW has detected congestion for the requested APN and performs overload control for that APN which does not allow the PDN connection to be established.
"Node Congestion" is used to indicate that the GTP-C entity has detected node level congestion and performs overload control at node level which does not allow the request to be processed.
"UE already re-attached" is used by MME/S4-SGSN for the network triggered service restoration procedure as specified in 3GPP TS 23.007 [17]. The MME/S4-SGSN may send the Downlink Data Notification Acknowledge or Downlink Data Notification Failure Indication with this cause as part of the network triggered service restoration procedure.
"PDP connection inactivity timer expires" is used by the PGW in Delete Bearer Request(s) to indicate that all the bearer(s) for the emergency PDN connection are deleted upon the inactivity timer expiry as specified in 3GPP TS 23.203 [48].
"Network failure" is used by the SGSN or MME in the Delete Session Request to indicate that the message is sent due to a network problem.

"QoS parameter mismatch" is used by the SGSN or MME in the Delete Session Request to indicate that the PDN connection can not be established due to a QoS parameter mismatch.
The listed cause values for rejection response message descriptions in clause 7 are not meant to be exhaustive lists. Therefore a GTPv2 node shall use the most appropriate matching rejection response cause value that is listed in Table 8.4-1. 
If a Bearer Resource Command message is related to an established PDN connection for LIPA or for SIPTO at the local network, the LGW shall reject the Bearer Resource Command with the cause value of "Bearer handling not supported". 
"Multiple PDN connections for a given APN not allowed" is used by SGW for reply message to the MME/S4-SGSN when PMIP-based S5/S8 is used. If either SGW or PGW does not support the multiple PDN connections to the same APN function, the SGW shall reject the PDN connectivity request procedure with this rejection cause when receiving Create Session Request for additional PDN connectivity to the given APN from the same UE. 
As specified in sub-clause 5.3.1.1 in 3GPP TS 23.401 [3] and sub-clause 9.2.1 in 3GPP TS 23.060 [35], the cause value "New PDN type due to network preference" indicates that the UE has requested PDN type IPv4v6 and only IPv4 or IPv6 address is allowed for the PDN based on PGW operator policy.
As specified in sub-clause 5.3.1.1 in 3GPP TS 23.401 [3] and sub-clause 9.2.1 in 3GPP TS 23.060 [35], the cause value "New PDN type due to single address bearer only" indicates that the MS has requested PDN type IPv4v6 and both IPv4 and IPv6 addressing is possible in the PDN but the Dual Address Bearer Flag of the Indication IE is set to 0 or the Indication IE is absent, or only single IP version addressing is possible in the PDN.
"PGW not responding" is used by the SGW in PGW Restart Notification to indicate that the peer PGW has failed and not restarted as specified in subclause 7.9.5. 
"UE context without TFT already activated" is used by the PGW in the Bearer Resource Failure Indication message to indicate that the PGW has received the Bearer Resource Command message without TAD IE in the secondary PDP Context Activation procedure. 
"Target access restricted for the subscriber" is used by the MME/SGSN in the Context Response message to indicate that the target access is prohibited for the subscriber, based on the subscription profile.

"Temporarily rejected due to mobility procedure in progress" is used by the old MME/SGSN in the Downlink Data Notification Acknowledge message to indicate that the Downlink Data Notification message is rejected temporarily due to the mobility procedures with MME or SGSN change in progress as specified in sub-clause 5.3.4.3 in 3GPP TS 23.401 [3].
Table 8.4-1: Cause values

	Message Type
	Cause value 

(decimal)
	Meaning

	
	0
	Reserved. Shall not be sent and if received the Cause shall be treated as an invalid IE

	Request / Initial message
	1
	Reserved

	
	2
	Local Detach

	
	3
	Complete Detach

	
	4
	RAT changed from 3GPP to Non-3GPP

	
	5
	ISR deactivation

	
	6
	Error Indication received from RNC/eNodeB/S4-SGSN

	
	7
	IMSI Detach Only

	
	8
	Reactivation Requested

	
	9
	PDN reconnection to this APN disallowed

	
	10
	Access changed from Non-3GPP to 3GPP

	
	11
	PDN connection inactivity timer expires

	
	12
	PGW not responding

	
	13
	Network Failure

	
	14
	QoS parameter mismatch

	
	15
	Spare. This value range shall be used by Cause values in an initial/request message. See NOTE 5.

	Acceptance in a  Response / triggered message. See NOTE 1.
	16
	Request accepted

	
	17
	Request accepted partially

	
	18
	New PDN type due to network preference.

	
	19
	New PDN type due to single address bearer only.

	
	20 to 63
	Spare. This value range shall be used by Cause values in an acceptance response/triggered message

	Rejection in a Response / triggered message. See NOTE 1.
	64
	Context Not Found

	
	65
	Invalid Message Format

	
	66
	Version not supported by next peer

	
	67
	Invalid length

	
	68
	Service not supported

	
	69
	Mandatory IE incorrect

	
	70
	Mandatory IE missing

	
	71
	Shall not be used. See NOTE 2 and NOTE 3.

	
	72
	System failure

	
	73
	No resources available

	
	74
	Semantic error in the TFT operation

	
	75
	Syntactic error in the TFT operation

	
	76
	Semantic errors in packet filter(s)

	
	77
	Syntactic errors in packet filter(s)

	
	78
	Missing or unknown APN

	
	79
	Shall not be used. See NOTE 2 and NOTE 3.

	
	80
	GRE key not found

	
	81
	Relocation failure

	
	82
	Denied in RAT

	
	83
	Preferred PDN type not supported

	
	84
	All dynamic addresses are occupied

	
	85
	UE context without TFT already activated. See NOTE 6.

	
	86
	Protocol type not supported

	
	87
	UE not responding. See NOTE 7.

	
	88
	UE refuses

	
	89
	Service denied. See NOTE 7.

	
	90
	Unable to page UE

	
	91
	No memory available

	
	92
	User authentication failed

	
	93
	APN access denied – no subscription

	
	94
	Request rejected (reason not specified)

	
	95
	P-TMSI Signature mismatch

	
	96
	IMSI/IMEI not known

	
	97
	Semantic error in the TAD operation

	
	98
	Syntactic error in the TAD operation

	
	99
	Shall not be used. See NOTE 2 and NOTE 3.

	
	100
	Remote peer not responding

	
	101
	Collision with network initiated request

	
	102
	Unable to page UE due to Suspension

	
	103
	Conditional IE missing

	
	104
	APN Restriction type Incompatible with currently active PDN connection

	
	105
	Invalid overall length of the triggered response message and a piggybacked initial message

	
	106
	Data forwarding not supported

	
	107
	Invalid reply from remote peer

	
	108
	Fallback to GTPv1

	
	109
	Invalid peer

	
	110
	Temporarily rejected due to handover procedure in progress

	
	111
	Modifications not limited to S1-U bearers

	
	112
	Request rejected for a PMIPv6 reason (see 3GPP TS 29.275 [26]).

	
	113
	APN Congestion

	
	114
	Bearer handling not supported

	
	115
	UE already re-attached. See NOTE 7.

	
	116
	Multiple PDN connections for a given APN not allowed

	
	117
	Target access restricted for the subscriber

	
	118
	Temporarily rejected due to mobility procedure in progress

	
	xxx
	Node Congestion

	
	yyy to 239
	Spare. For future use in a triggered/response message See NOTE 4.

	Request / Initial message
	240 to 255
	Spare. For future use in an initial/request message. See NOTE 5.

	NOTE 1:
The listed cause values for rejection in a response/triggered message can be also used for request messages if the request message is triggered by a command message. 

NOTE 2:
Subclause 7.7.8 "Semantically incorrect Information Element" specifies quite strict handling of the reserved values and therefore this table shall not contain any reserved values.

NOTE 3:
This value was used in earlier versions of the spec. If received, it shall be interpreted as unspecified rejection cause. Unspecified/unrecognized rejection cause shall be treated in the same ways as the cause value 94 "Request rejected (reason not specified)".
NOTE 4:
This value is or may be used in the newer versions of the spec. If the receiver cannot comprehend the value, it shall be interpreted as unspecified rejection cause. Unspecified/unrecognized rejection cause shall be treated in the same ways as the cause value 94 "Request rejected (reason not specified)".
NOTE 5:
This value is or may be used in the newer versions of the spec. If the receiver cannot comprehend the value, it shall be interpreted as an unspecified request/initial message cause. Unspecified/unrecognized cause handling in a request/initial message shall be implementation dependent (e.g. may be ignored).

NOTE 6:
This Cause value is only used over the S4, S5 and S8 interface in the secondary PDP Context Activation procedure (see 9.2.2.1.1A in 3GPP TS 23.060 [4]).
NOTE 7:
This cause value may also be used by a Downlink Data Notification Failure Indication, which is an initial message.


The mapping at the MME/S4-SGSN between GTP cause values received over the S11/S4 interface and the NAS cause values sent to the UE is specified in Annex C.
* * * Next Change * * * *

X.3.10
Enforcement of overload control
X.3.10.1
General
When a GTP-C entity receives Overload Control Information from its peer, it shall apply the overload abatement algorithm, based on the received information, for the messages sent towards the peer GTP-C entity. This is called "enforcement of the overload control" and it involves throttling of the messages targeted for the overloaded peer.

X.3.10.2
Aspects related to enforcement of the overload control

X.3.10.2.1
Good throughput of the network

A source GTP-C entity should avoid any mechanism resulting in over throttling of the messages. Enforcement of the overload control while ensuring that good throughput (i.e. measured in terms of the rate of total number of messages the overloaded GTP-C entity can successfully process) of the network remains consistent to that when no overload control is applied, should be one of the prime objective of the source GTP-C entity.
NOTE:
Over throttling of messages would negatively affect end user services and cause potential additional signalling in the network e.g. if the corresponding procedure is retried at a later time. 
X.3.10.2.2
Message processing efficiency at the source GTP-C entity
Enforcement of overload control requires extra logic and extra processing at the source GTP-C entity. This is an overhead since the source GTP-C entity has to spend its resources in an activity other than processing of the messages. Hence, the implementation as well as the processing complexity of the enforcement of the overload control should not result in poorer efficiency of the source GTP-C entity.

X.3.10.2.3
Self-protection by the overloaded GTP-C entity
A source GTP-C entity enforcing the overload control cannot ensure that the overloaded peer will not receive more messages than what it can handle during the overload condition, e.g. the "loss" algorithm does not guarantee that the future traffic reaches perfectly that requested by the overloaded GTP-C entity. Hence the overloaded target GTP-C entity shall protect itself from the risk of meltdown even in a network where all the sending GTP-C entities support the overload control mechanism. As a part of this self-protection, the overloaded target GTP-C entity may reject the messages which it cannot handle during an overloaded state. A GTP-C entity which decides to not process an incoming request message due to overload should still send a reject response message indicating the temporary unavailability of the resources. 
NOTE:
Without a response message, the source GTP-C entity cannot determine whether the request did not reach the target GTP-C entity due to a network error or whether the target GTP-C entity was in overload and not able to process the request and send a response message. This will cause the source GTP-C entity to retransmit the request message and hence will increase further the overload at the target node. 

While rejecting the message due to overload, the GTP-C entity shall set the cause to "Node Congestion" or "APN congestion" (for node level or APN level overload respectively) and may include the Overload Control Information in the rejection response as specified in subclauses X.3.5.1.1 and X.3.11.
X.3.10.3
Enforcement of overload control between GTP-C entities in direct contact
A source GTP-C entity shall enforce overload control for traffic destined to a GTP-C entity in direct contact based on the overload reduction metric received from that peer, e.g. the MME applies the overload control for the messages targeted for the SGW based on the overload information of the SGW. 

X.3.10.4
Enforcement of overload control between remote GTP-C entities

X.3.10.4.1
Description
For messages destined to a remote GTP-C entity (i.e. a GTP-C entity not in direct contact but reached via an intermediate GTP-C entity),  the source GTP-C entity shall enforce the overload control based on the overload information of the target of the message as well as the overload information of the intermediate GTP-C entity, e.g. the MME applies the overload control for messages targeted for the PGW based on the overload information of the SGW and PGW.  
For the received messages, the intermediate GTP-C entity shall not further enforce any overload control and hence shall not reject any message towards the source GTP-C entity. 
Annex Y.4.1 provides an (informative) example of a possible implementation.
NOTE 1:
This approach ensures the overload protection of the Target as well as Intermediate GTP-C entities. 
NOTE 2:
The source GTP-C entity may be connected to the same Target GTP-C entity via multiple different Intermediate GTP-C entities. The exact algorithm used at the source GTP-C entity to enforce the overload control as per the aforementioned requirements is implementation specific.  

* * * Next Change * * * *

Annex C (Normative):
MME/S4-SGSN mapping table between S11/S4 and NAS Cause values

The MME/S4-SGSN initiates session management requests towards the SGW and PGW or mobility management requests towards the source/target MME/S4-SGSN. If this operation is not successful, there are several possible cause codes, which need to be mapped to the appropriate cause codes over NAS to the UE.

Additionally, the MME/S4-SGSN initiates session management requests towards the UE. If this operation is not successful, there are several possible NAS cause codes which need to be mapped to the appropriate GTP cause codes over S11/S4 interface towards the SGW.

The MME/S4-SGSN should map these cause codes as defined in tables C.1 to C.5 unless specified otherwise in the tables.    

Table C.1: Mapping from S11/S4 to NAS Cause values – Rejection indication from SGW
	Reject indication from SGW to MME/S4-SGSN 

over S11/S4
	NAS ESM Cause to UE

(NOTE 1, NOTE 2, NOTE 3) 
	SM Cause to UE

(NOTE 1, NOTE 2, NOTE 3)

	#64 "Context not found" (during UE initiated PDN connectivity request for non-3GPP to 3GPP handover procedure)
	#54 "PDN connection does not exist"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"
#31 "Activation rejected, unspecified"


	#64 "Context not found" (during all other procedures)
	#30 "Request rejected by Serving GW or PDN GW"#38 "Network failure"

#43 "Invalid EPS bearer identity"


	#30 "Activation rejected by GGSN, Serving GW or PDN GW"
#38 "Network failure"

#43 "Unknown PDP Context"



	#65 Invalid Message Format
	#30 "Request rejected by Serving GW or PDN GW"

#38 "Network failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#66 "Version not supported by next peer"
	#30 "Request rejected by Serving GW or PDN GW" 

#38 "Network failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#67 "Invalid length"
	#30 "Request rejected by Serving GW or PDN GW" 

#38 "Network failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#68 "Service not supported"
	#32 "Service option not supported"
	#32 "Service option not supported"

	#69 "Mandatory IE incorrect"
	#30 "Request rejected by Serving GW or PDN GW" 

#38 "Network failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#70 "Mandatory IE missing"
	#30 "Request rejected by Serving GW or PDN GW" 

#38 "Network failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#72 "System Failure"
	#34 "Service option temporarily out of order"

#38 "Network Failure"

#30 "Request rejected by Serving GW or PDN GW"
	#34 "Service option temporarily out of order"

#38 "Network failure"

#30 "Activation rejected by GGSN, Serving GW or PDN GW"

	#73 "No Resources available"
	#34 "Service option temporarily out of order"

#26 "Insufficient resources"
	#34 "Service option temporarily out of order"

#26 "Insufficient resources"

	#76 "Semantic errors in packet filter(s)"
	#44 "Semantic errors in packet filter(s)"
	#44 "Semantic errors in packet filter(s)"

	#77 "Syntactic errors in packet filter(s)"
	#45 "Syntactical error in packet filter(s)"
	#45 "Syntactical error in packet filter(s)"

	#78 "Missing or unknown APN"
	# 27 "Missing or unknown APN"
	# 27 "Missing or unknown APN"

	#80 "GRE key not found"
	#30 "Request rejected by Serving GW or PDN GW" 

#38 "Network Failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#83 "Preferred PDN type not supported"
	#32 "Service option not supported"

#50 "PDN type IPv4 only allowed"

#51 "PDN type IPv6 only allowed"
	#32 "Service option not supported"

#50 "PDP type IPv4 only allowed"

#51 "PDP type IPv6 only allowed"

	#84 "All dynamic addresses are occupied"
	#26 "Insufficient resources"
	#26 "Insufficient resources"

	#85 "UE context without TFT already activated"
	NA
	#46 "PDP context without TFT already activated"

	#86 "Protocol type not supported"
	#30 "Request rejected by Serving GW or PDN GW" 

#38 "Network Failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#89 "Service denied"


	#30 "Request rejected by Serving GW or PDN GW" 

#31 "Request rejected, unspecified"

#38 "Network failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#31 "Activation rejected, unspecified"

#38 "Network failure"

	#91 "No memory available"
	#34 "Service option temporarily out of order"

#26 "Insufficient resources"
	#34 "Service option temporarily out of order"

#26 "Insufficient resources"

	#92 "User authentication failed"
	#29 "User authentication failed"
	#29 "User authentication failed"

	#93 "APN access denied – no subscription"
	#33 "Requested service option not subscribed"

# 27 "Missing or unknown APN"
	#33 "Requested service option not subscribed"

# 27 "Missing or unknown APN"

	#94 "Request rejected (reason not specified)"
	#30 "Request rejected by Serving GW or PDN GW" 

#38 "Network Failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#97 "Semantic error in the TAD operation"
	#41 "Semantic error in the TFT operation"
	#41 "Semantic error in the TFT operation"

	#98 "Syntactic error in the TAD operation"
	#42 "Syntactical error in the TFT operation"
	#42 "Syntactical error in the TFT operation"

	#100 "Remote peer not responding"
	#34 "Service option temporarily out of order"

#38 "Network Failure"
	#34 "Service option temporarily out of order"

#38 "Network failure"

	#101 "Collision with network initiated request"
	#56 "Collision with network initiated request"
	#56 "Collision with network initiated request"

	#103 "Conditional IE missing"
	#30 "Request rejected by Serving GW or PDN GW" 

#38 "Network Failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#104 "APN Restriction type Incompatible with currently active PDN connection"
	#112 "APN restriction value incompatible with active EPS bearer context" 
	#112 "APN restriction value incompatible with active PDP context"

	#107 "Invalid reply from remote peer"
	#30 "Request rejected by Serving GW or PDN GW" 

#31 "Request rejected, unspecified"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#31 "Activation rejected, unspecified"

	#112 "Request rejected for a PMIPv6 reason (see 3GPP TS 29.275 [26])."
	#30 "Request rejected by Serving GW or PDN GW" 

#38 "Network Failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#113 "APN Congestion"
#xxx "Node Congestion"
	#26 "Insufficient resources"
	#26 "Insufficient resources"

	#114 "Bearer handling not supported"
	#60 "Bearer handling not supported"
	#60 "Bearer handling not supported"

	#116 "Multiple PDN connections for a given APN not allowed"
	#55 "Multiple PDN connections for a given APN not allowed"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#31 "Activation rejected, unspecified"

	NOTE 1:
See 3GPP TS 24.301 [23] and 3GPP TS 24.008 [5] for NAS ESM and SM causes respectively.

NOTE 2: 
The MME/S4-SGSN may for certain GTP cause codes trigger a new GTP procedure instead of rejecting the NAS request.

NOTE 3: 
When multiple NAS Cause values are defined for a given GTP cause value, any of those NAS Cause values may be sent to the UE based on implementation choice.


Table C.2: Mapping from S11/S4 to NAS Cause values – Acceptance indication from SGW
	Acceptance indication from SGW to MME/S4-SGN

over S11/S4
	NAS ESM Cause to UE
	SM Cause to UE

	#18 "New PDN type due to network preference"
	#50 "PDN type IPv4 only allowed"

#51 "PDN type IPv6 only allowed"

(NOTE 1)
	#50 "PDP type IPv4 only allowed"

#51 "PDP type IPv6 only allowed"

(NOTE 1)

	#19 "New PDN type due to single address bearer only"
	#52 "single address bearers only allowed"
	#52 "single address bearers only allowed"

	NOTE 1:
The actual NAS cause sent to the UE depends on the allocated IP address type.


Table C.3: Mapping from S11/S4 to NAS Cause values – Indication in request from SGW
	Indication in a request / initial message from SGW to MME/S4-SGSN over S11/S4
	NAS ESM Cause to UE
	SM Cause to UE

	#8 "Reactivation Requested"
(NOTE 1)
	Shall be mapped to: 

#39 "Reactivation requested" in the NAS bearer context deactivation procedure.

For the last PDN connection in E-UTRAN, "Reactivation requested" shall be mapped to "re-attach required" in the NAS detach type IE.
	Shall be mapped to:

#39 "Reactivation requested" in the NAS bearer context deactivation procedure.



	#9 "PDN reconnection to this APN disallowed"
(NOTE 1)
	Implementation specific NAS cause value indicating to the UE that the APN is not currently available. 

For the last PDN connection, NAS detach type IE should be set to "re-attach not required".
	Implementation specific NAS cause value indicating to the UE that the APN is not currently available. 



	NOTE 1:
In Delete Bearer Request during the PGW initiated PDN connection deactivation procedure.


Table C.4: Mapping from NAS to S11/S4 Cause values – Rejection indication from MME/S4-SGSN 
	NAS ESM Cause from UE

(NOTE 1)
	SM Cause from UE

(NOTE 1)
	Reject indication from MME/S4-SGSN to SGW

over S11/S4 

(NOTE 2)

	#26 "Insufficient Resources"
	#26 "Insufficient Resources"
	#73 "No Resources available"
#88 "UE refuses"

	#31 "Request rejected, unspecified"
	#31 "Activation rejected, unspecified"
	#94 "Request rejected"

#88 "UE refuses"

	#41 "Semantic error in the TFT operation"
	#41 "Semantic error in the TFT operation"
	#74 "Semantic error in the TFT operation"

	#42 "Syntactical error in the TFT operation"
	#42 "Syntactical error in the TFT operation"
	#75 "Syntactical error in the TFT operation"

	#43 "Invalid EPS bearer identity"
	#43 "Unknown PDP Context"
	#64 "Context not found"
#88 "UE refuses"

	#44 "Semantic errors in packet filter(s)"
	#44 "Semantic errors in packet filter(s)"
	#76 "Semantic errors in packet filter(s)"

	#45 "Syntactical error in packet filter(s)"
	#45 "Syntactical error in packet filter(s)"
	#77 "Syntactical error in packet filter(s)"

	#47 "PTI mismatch"
	NA
	#94 "Request rejected"

#88 "UE refuses"

	NA
	#48 "Request rejected, Bearer Control Mode violation"
	#94 "Request rejected"

#88 "UE refuses"

	#81 "Invalid PTI value"
	NA
	#94 "Request rejected"

#88 "UE refuses"

	NOTE 1:
See 3GPP TS 24.301 [23] and 3GPP TS 24.008 [5] for NAS ESM and SM causes respectively.

NOTE 2: 
When multiple GTPv2 Cause values are defined for a given NAS Cause value, any of those GTPv2 Cause values may be sent to the SGW based on implementation choice.


Table C.5: Mapping from S3/S16 to NAS Cause values – Rejection indication from MME/S4-SGSN
	Reject indication from MME/S4-SGSN to MME/S4-SGSN 

over S3/S16
	NAS ESM Cause to UE

(NOTE 1, NOTE 2) 
	SM Cause to UE

(NOTE 1, NOTE 2)

	#117 "Target access restricted for the subscriber"
	#15 "No suitable cells in tracking area", or

#13 "Roaming not allowed in this tracking area", or

#12 "Tracking area not allowed"
	#15 "No suitable cells in tracking area", or

#13 "Roaming not allowed in this tracking area", or

#12 "Tracking area not allowed"

	NOTE 1:
See 3GPP TS 24.301 [23] and 3GPP TS 24.008 [5] for NAS ESM and SM causes respectively.

NOTE 2: 
When multiple NAS Cause values are defined for a given GTP cause value, any of those NAS Cause values may be sent to the UE based on implementation choice.


* * * Next Change * * * *

Annex Y (Informative):
GTP-C load and overload control mechanism
Y.4

Enforcement of overload control between remote GTP-C entities
Y.4.1
Example of possible implementation
This subclause provides an example of a possible implementation of enforcement  of overload control between remote GTP-C entities, among other possible methods, considering the example network topology described in Figure Y.4.1-1.
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Figure Y.4.1-1: Example network topology

The source GTP-C entity can apply message throttling according to the maximum of the overload reduction metric reported by the intermediate and target GTP-C entities, i.e. max (Intermediate_Overload-Metric, Target_Overload-Metric), for each of the path between the source and the target GTP-C entities. Each path is considered independently while performing the message throttling. 
Considering the following example overload condition for the topology above:

Target_Overload-Metric = 30%

IntermediateA_Overload-Metric = 10%

IntermediateB_Overload-Metric = 20%

IntermediateC_Overload-Metric = 40%

Target_Terminated-Messages = 100

IntermediateA-Target_Messages = 20

IntermediateB-Target_Messages = 50

IntermediateC-Target_Messages = 30

the source GTP-C entity applies message throttling as follows:

Source-IntermediateA_Messages = 14 (message throttling of 30% applied)
Source-IntermediateB_Messages = 35 (message throttling of 30% applied)
Source-IntermediateC_Messages = 18 (message throttling of 40% applied)
Source-Target_Messages = 67 (the Target GTP-C entity receives 67 messages although it could have handled 70 messages in the overloaded condition).

* * * End of Changes * * * *

