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1. Introduction
This document provides a description of the ProSe Service Authorization Procedure
2. Reason for Change
In the TS 29.303 v0.1.0, the following description is given:
5.2
Service authorisation for ProSe Direct Discovery and ProSe Direct Communication
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Figure 5.2-1: Service authorisation for ProSe Direct Discovery or ProSe Direct Communication or both

The UE gets the service authorisation for ProSe Direct Discovery or ProSe Direct Communication or both, with a given validity time, from the ProSe Functions of HPLMN and optionally from VPLMN. Optionally, the UE gets additional service authorisation for ProSe Direct Discovery (as a "monitoring" UE only) from Local PLMNs.

The service authorisation procedure is executed:

-
before starting the setup of ProSe Direct Discovery or ProSe Direct Communication, or

-
when the UE already engaged in a ProSe Direct Discovery or ProSe Direct Communication changes its registered PLMN, or

-
when the service authorisation is no longer valid.

The authorisation is happening using "over IP" mechanisms and only IP connectivity is required to allow the UE to access this ProSe Function.

In this signalling flow the following steps are performed:

Step 0:
HPLMN configures UE with PLMN list that support direct services. If there is no associated UE context, the ProSe Function gets the subscription information for ProSe Direct Discovery and/or ProSe Direct Communication from HSS.

Step1~3:
If the UE is conditionally authorised for Direct Discovery or Direct Communication or both for some VPLMN or for Direct Discovery (as a "monitoring UE" only) for some for Local PLMNs, the UE contacts the local ProSe Functions and VPLMN ProSe Function (as applicable) to receive authorization info applicable to this PLMN. The address of the ProSe Function in Local PLMN or VPLMN can either be provided from HPLMN or self-constructed by the UE e.g. derived from PLMN ID of the Local PLMN (see clause 4.4.1.2).

Step 4:
The ProSe Function in Local PLMN or VPLMN obtains authorization info from HPLMN and merges with own policy.

Step 5:
The ProSe Function in Local PLMN or VPLMN provides authorisation info to UE. This authorisation info applies to this PLMN. The UE stores the authorisation information obtained from this ProSe Function in a secure way. If needed at any point the authorization can be revoked by the ProSe Function in Local PLMN or VPLMN or Prose Function in the HPLMN e.g. by sending an OMA DM push message.

The procedure in Step 4 is supported over the PC6 or PC7 interface. The corresponding Diameter procedure is provided.

It is assumed that the authorization information stored by the ProSe Function (received from the HSS) is forwarded to the ProSe Function in the local/visited PLMN. It is therefore proposed to reuse the authorization information received over PC4a.

Moreover, the UE identity type used over inter-PLMN interfaces is not clear. The current text says "IMSI or MSISDN" but it seems that only IMSI would be used. However the use of the IMSI over inter-PLMN interface needs to be confirmed by Stage 2. In this document, it is assumed that both Ids can be used over PC6/PC7.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 29.345 v0.1.0.
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".




[x1]
3GPP TS 23.003: "Numbering, addressing and identification".
[x2]
3GPP TS 29.329: "Sh interface based on the Diameter protocol; Protocol details".

* * * Next Change * * * *

5.a
ProSe Service Authorization
5.a.1.
General
The ProSe Service Authorization Procedure shall be used between the ProSe Function in Local PLMN or VPLMN and the ProSe Function in the HPLMN to obtain service authorization information for ProSe Direct Discovery, ProSe Direct Communication or both. The procedure shall be invoked by the ProSe Function in the local PLMN or VPLMN contacted by the UE and is used:

-
to request ProSe service authorization information related to the UE from the ProSe Function in the HPLMN;

-
to provide the ProSe Function in the local PLMN or VPLMN with the UE identity (IMSI or MSISDN) in order to allow to perform charging:


This procedure is mapped to the commands ProSe-Authorization-Request/Answer (PAR/PAA) in the Diameter application specified in clause 6. 

Table 5.a.1/1 specifies the involved information elements for the request.

Table 5.a.1/2 specifies the involved information elements for the answer.

Table 5.a.1/1: ProSe Service Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	UE Identity

(See X.X)
	User-Identifier
	M
	This information element shall contain either the user IMSI, formatted according to 3GPP TS 23.003 [x1], clause 2.2, or the user MSISDN, formatted according to 3GPP TS 29.329 [x2].

	PLMN Id (See X.X)
	Visited-PLMN-Id
	M
	This IE shall contain the PLMN-Id (3GPP TS 23.003 [x1]) of the network in which the ProSe Function is located.

	Supported Features

(See X.X)
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	PAR Flags

(See X.X)
	PAR-Flags
	M
	This Information Element contains a bit mask. See X.X for the meaning of the bits.


Editor's Note:

PAR-Flags is introduced for future use. It is FFS to check if kept
Table 5.a.1/2: ProSe Service Authorization Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Supported Features
(See X.X)
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Result

(See X.X)
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

The Result-Code AVP shall be used to indicate success / errors as defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for PC6/PC7 errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable:

- User Unknown
- Unauthorized Service
- Unauthorized Service in this PLMN


	PAA-Flags

(See X.X)
	PAA-Flags
	C
	This Information Element contains a bit mask. See X.X for the meaning of the bits. It shall be present only when the Result-Code AVP is DIAMETER_SUCCESS.

	ProSe Permission List

(See X.X)
	ProSe-Permission-List
	C
	This Information Element shall contain the ProSe authorization information of the user. It shall be present if success is reported.


Editor's Note:

PAA-Flags is introduced for future use. It is FFS to check if kept
5.a.2
Detailed behaviour of the ProSe Function in the Local PLMN or VPLMN
The ProSe Function in the local PLMN or VPLMN shall make use of this procedure to request ProSe service authorization information related to the UE from the ProSe Function in the HPLMN. The ProSe Function shall include in the request the UE identity (IMSI or MSISDN) and the PLMN-Id identifying the PLMN of the requesting ProSe Function.

When receiving a ProSe Service Authorization response from the ProSe Function in the HPLMN, the ProSe Function in the local PLMN or VPLMN shall check the result code. If it indicates SUCCESS, the ProSe Function shall merge with its own policy.
5.a.3
Detailed behaviour of the ProSe Function in the HPLMN
When receiving a ProSe Service Authorization request, the ProSe Function in the HPLMN shall, in the following order:

1.
Check whether the UE Identity (IMSI or MSISDN) exists. If not, a Result Code of DIAMETER_ERROR_USER_UNKNOWN shall be returned.
2.
Check whether ProSe service is authorized for this UE Identity. If not, a Result Code of DIAMETER_ERROR_UNAUTHORIZED_SERVICE shall be returned.
3.
Check whether the UE is authorized to use ProSe Direct Discovery in the PLMN identified by the PLMN-id indicated in the request. If not, a Result Code of DIAMETER_ERROR_UNAUTHORIZED_SERVICE_IN_THIS_PLMN shall be returned. No authorization data shall be present in the message.

If there is an error in any of the above steps then the ProSe Function shall stop processing the request and shall return the error code specified in the respective step. 

If the ProSe Function cannot fulfil the received request for reasons not stated in the above steps, e.g. due to a database error or any of the required actions cannot be performed, it shall stop processing the request and set the Result Code to "DIAMETER_UNABLE_TO_COMPLY".

Otherwise, when the UE is authorized to use ProSe Direct Discovery in this PLMN, the ProSe Function shall return the authorization data in the response, according to the PAR-Flags and the supported/unsupported features of the ProSe Function in the Local PLMN or VPLMN, and shall set the Result Code to "DIAMETER_SUCCESS".

* * * End of Changes * * * *
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