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2. Reason for Change
There is a desire to reuse ITU-T H.248 packages, e.g. H.248.89, and be compatible with the solutions in those packages.
Further, there is a need to be backward compatible with current TCP implementations according to the current version of the profile, that merely modify TCP checksums and port but pass TCP packets without other modification.

The backward compatibility solution in H.248.89 is as follows:
· A gateway that does not obtain any a=setup SDP attributes providing information about the directionality of the TCP connection setup pass TCP packets without other modification than port and checksum modification (legacy situation assumed by ITU-T also applies for current version of the Ix profile)

· If a gateway is provided with a=setup SDP attributes, it does not pass TCP SYN packets used for the TCP connection establishment

· The gateway is then triggered by a signal of the controller to start the establishment of a TCP connection at one termination by sending a TCP SYN.

Draft ITU-T package H.248.Seplink allows to modify the H.248.89 procedures:
It allows to indicate to the MGW that it shall use an incoming TCP SYN at one termination as a trigger to send an outgoing TCP SYN at the interconnected termination even when a=setup SDP attributes are being provided.

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.828v120.
* * * First Change * * * *

4.4.2.1.2
H.248 control of TCP connection establishment at MGC by MGW

TCP is a client/server protocol, i.e. there are different state transitioning behaviours (and hence procedures, called TCP OPEN) at client and server side during the establishment phase of a TCP transport connection. Figure 4.4.2.1.2.1 illustrates principle involvement of the MGW in the end-to-end TCP connection. The remote TCP endpoints X and Y provide client or server role assignments, whereas the MGW local terminations are involved in TCP at different levels (e.g. dependent on TCP modes "relay", "merge" and "proxy", see ITU-T Recommendation H.248.84 [24] and H.248.89 [36]).
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Figure 4.4.2.1.2.1: MGW: TCP to TCP interworking
In sub clause 4.4.2.1.1, the potential need for the following interactions between MGC and MGW has been identified:

1.
Reserving TCP terminations and requesting related IP addresses and port numbers; 

2.
Prepare a termination to receive an incoming TCP connection establishment (TCP SYN);

3.
Request that a TCP connection establishment (TCP SYN) is sent on a termination (outgoing TCP connection establishment);

4.
Allow sending a TCP connection establishment request;
5.
Request a MGW to perform TCP state aware handling according to TCP proxy mode (rather than forwarding TCP packets, only modifying their port numbers and checksums as legacy implementations do)
6.
Indicate to a MGW whether to use TCP connection establishment requests (TCP SYN) received at one termination as a trigger to send TCP connection establishment on the other termination in the same context.
However, interactions 1 and 2 can be combined: Any new TCP termination is immediately prepared to receive an incoming TCP connection establishment (TCP SYN).

Only for a delayed establishment of the TCP connection to enable a remote source transport address filtering as described in subclause 4.4.2.2, interactions 1 and 2 are separated. Purpose of initial filtering are security concerns, but at the cost of likely delayed TCP connection setup as the first TCP SYN is likely to be received before remote source information is received in SDP and interaction 2 is triggered; the TCP connection establishment will proceed as usual after the remote peer repeats sending the TCP SYN ("which is normal TCP behaviour").

Interaction 4 is only required if the MGW decides whether to start a TCP connection establishment autonomously, rather than waiting for a TCP connection establishment from the peer termination. However, if the MGC selects the corresponding option, this interaction is not required and the MGC can simply send indication 3 to trigger the MGW to send a TCP connection establishment request. However, the MGW may need to check when receiving interaction 3 if it already sent a TCP connection establishment before (if the MGW autonomously forwards TCP connection establishment requests).

As an alternative to interaction 6, this behavior could be based on H.248 profile (by defining default values for provisioned H.248 signalling elements):

 -
For an intermediate MGC (e.g. IBCF, IMS/ALG) that forwards a received SDP offer without modifying the a=setup attribute, an attached MGW (TrGW/AGW) that uses the TCP connection establishment requests (TCP SYN) received at one termination as a trigger to send TCP connection establishment at another termination in the same context is advantageous, as it allows to speed up TCP connection establishment and allows for a MGW that does not require TCP role awareness. This is also the expected behavior for the current versions of the Ix and Iq profiles.

-
An MGC that interworks several call legs and acts independently as SDP offerer or answerer towards them (e.g. MRFC), requires a MGW that does not autonomously forward received TCP connection establishment requests.

NOTE:
An H.248 profile may specify a predefined behaviour by defining default values for provisioned H.248 signalling elements. H.248 profiles are not allowed to modify the semantic and syntax of H.248 information elements.

Should the IMS-ALG or IBCF procedures in TS 24.229 [5] be enhanced to allow a modification of the "a=setup" attribute, the IBCF, IMS/ALG behavior could either be changed not to allow a dynamic forwarding, or a signalling interaction could be used. 

The following H.248 signalling indications are agreed to be required:

1.
Reserving TCP terminations and requesting related IP addresses and port numbers. The termination shall be prepared to receive an incoming TCP connection establishment (TCP SYN).

2.
Request that a TCP connection establishment (TCP SYN) is sent on a termination.
3.
Only for Ix and Iq: Request a MGW to perform TCP state aware handling according to TCP proxy mode.
4.
Optional for MGC and MGW to support, and only for Ix and Iq: Indicate to a MGW whether to use TCP connection establishment requests (TCP SYN)  received at one termination as a trigger to send TCP connection establishment on the other termination in the same context.

5.
Optional for MGC and MGW to support, and only for Ix and Iq: Reserving TCP terminations and requesting related IP addresses and port numbers. The termination shall ignore any incoming TCP connection establishment (TCP SYN).

6.
Optional for MGC and MGW to support, and only for Ix and Iq: Indicate to the MGW to accept incoming TCP connection establishment (TCP SYN) only from indicated remote address.

* * * End of Changes * * * *
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