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2. Reason for Change

The requirements for e2ae protection of MSRP should be clarified and made more complete for the Iq interface.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828, version 1.2.0.
* * * First Change * * * *

5.1.1.2.4
Functional extension of the Iq interface for e2ae protection for MSRP
For each MSRP media stream to be set-up with e2ae security the P-CSCF (IMS-ALG) shall: 
-
always include the IMS-AGW in the media path and allocate the required resources for the media stream in the IMS-AGW;
-
request a certificate fingerprint from the IMS-AGW;
-
include the certificate fingerprint received from the IMS-AGW in the SDP it sends to the IMS UE;

-
send the certificate fingerprint received in the SDP from the IMS UE (as described in IETF RFC 4975 [6]) to the IMS-AGW;
-
determine via SDP negotiation if the IMS‑AGW needs to act as TLS client or TLS server using the IETF RFC 4145 [12] "a=setup" SDP attribute as follows:

-
if the IMS‑ALG send an "a=setup:active" SDP attribute in an SDP answer towards the UE, the IMS‑AGW shall act as TLS client;
-
if the IMS‑ALG send an "a=setup:passive" SDP attribute in an SDP answer towards the UE, the IMS‑AGW shall act as TLS sever;
-
if the IMS‑ALG receives an "a=setup:active" SDP attribute in an SDP answer from the UE, the IMS‑AGW shall act as TLS server;
-
if the IMS‑ALG receives an "a=setup:passive" SDP attribute in an SDP answer from the UE, the IMS‑AGW shall act as TLS client;
NOTE 1:
Clients only supporting MSRP according to RFC IETF RFC 4975 [6] will not use the SDP "a=setup" attribute, but will assign the TCP client role to the SDP offerer. However, in 3GPP, OMA and GSMA the support of IETF RFC 6135 [8] is mandated, and the "a=setup" attribute will thus be used.

-
if the IMS‑AGW needs to act as TLS client, instruct the IMS‑AGW to start the TLS connection establishment once the TCP connection is established towards the UE;
-
indicate that transport "TCP/TLS/MSRP" or "TCP/MSRP" is used for the access termination;
-
indicate that transport "TCP/MSRP" or "TCP" is used for the core termination;
-
instruct the IMS-AGW to perform state-aware TCP handling by including information about the TCP setup direction;
-
determine via SDP negotiation using the IETF RFC 4145 [12] "a=setup" SDP attribute if the IMS‑AGW needs to act as TCP client or TCP server for the terminations towards the core network and towards the access network.
-
indicate to the IMS-AGW how to perform the TCP connection establishment by:
-
either instructing the IMS‑AGW to start a TCP connection establishment on any terminations where it needs to act as TCP client; or
-
indicating to the IMS‑AGW to use an incoming TCP connection establishment request at one termination as trigger to send a TCP connection establishment request at the interconnected termination in the same context (support of this alternative is optional for the IMS-AGW and IMS‑ALG).
For each MSRP media stream to be set-up with e2ae security the IMS-AGW shall: 
-
uniquely associate the certificate fingerprint received from the IMS‑ALG with the media stream and subsequently use the certificate fingerprint (as described in IETF RFC 4975 [6]) to verify the establishment of the TLS session of the corresponding media stream to belong to the served user;
;
-
if the verification of the TLS session fails, regard the remote TLS endpoint as not authenticated, terminate the TLS session and report the unsuccessful TLS session setup to the IMS-ALG;

-
negotiate the TLS protocol configurations with the TLS peer based on locally provisioned TLS profile parameters;

-
upon request from the IMS-ALG, select an own certificate for the media stream, uniquely associate its own certificate with the media stream, and send the fingerprint of its own certificate to the IMS-ALG;

-
when the TLS session has been established, convert unprotected MSRP packets to protected MSRP packets and vice versa; 
-
send the protected MSRP packets to the UE and receive protected MSRP packets from the UE, as described in subclause 5.2.;
-
be capable to support both the TLS server and TLS client roles;

-
when being instructed to start the TLS session setup, act as a TLS client and establish the TLS session as soon as the underlying TCP bearer connection is established.

-
release the underlying TCP bearer connection as soon as the TLS session is released
-
upon instruction of the IMS-ALG to perform state-aware TCP handling, not forward any TCP establishment request received on one termination towards the interconnected termination unless the IMS ALG sends an indication requesting that behaviour.
-
upon corresponding instructions from the IMS‑ALG, start a TCP connection establishment on the indicated termination by sending a TCP SYN.
-
upon corresponding instruction from the IMS‑ALG, use an incoming TCP connection establishment request at one termination as trigger to send a TCP connection establishment request at the interconnected termination in the same context (support is optional for the IMS-AGW).
The IMS-AGW may support application-aware MSRP interworking, i.e. modifying the MSRP Path parameter in application (i.e. MSRP) data by inserting its own IP address and port information. The IMS‑AGW shall apply application-aware MSRP interworking only if being statically configured to do so.
NOTE 2:
Application-aware MSRP interworking enables MSRP communication when neither IETF RFC 6714 [9] nor draft-ietf-simple-msrp-sessmatch-10 [13] are supported by both ends. 
* * * End of changes* * * *

