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1. Introduction
During ProSe Discovery procedure, the ProSe Function may need to communicate with the HSS to retrieve ProSe Discovery related subscription data for discovery authorization of the UE for the ProSe service.
2. Reason for Change
Define the procedure for the ProSe Function to retrieve ProSe Discovery related subscription data from the HSS.
3. Conclusions

None
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.344 v0.1.0.
* * * First Change * * * *
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* * * Next Change * * * *

5
Procedure Descriptions
5.1
Introduction
<This subclause will describe the PC4a related procedures and the information elements exchanged between the ProSe Function and the HSS.>
5.2
Subscriber Information Retrieval

5.2.1
General
This procedure shall be used between the ProSe Function and the HSS for discovery authorization of the UE for the ProSe service. The procedure shall be invoked by the ProSe Function and is used:
-
to request ProSe Discovery related subscription data.
This procedure is mapped to the commands Subscriber-Information-Request/Answer in the Diameter application specified in chapter 6. Tables 5.2.1.1/1 and 5.2.1.1/2 detail the involved information elements.
Table 5.2.1/1: Subscriber Information Retrieval Request
	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI


	User-Name (See IETF RFC 3588 [y])
	M
	This information element shall contain the user IMSI, formatted according to 3GPP TS 23.003 [z], clause 2.2.

	Supported Features
(See 3GPP TS 29.229 [xx])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


Table 5.2.1/2: Subscriber Information Retrieval Answer
	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	Result
(See 6)

	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

The Result-Code AVP shall be used to indicate success / errors as defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for PC4a errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable:
· User Unknown
· Unknown ProSe Subscription
· ProSe Roaming Not Allowed

	ProSe Subscription Data
(See 6.3.x)
	ProSe-Subscription-Data
	C
	This information element shall contain the ProSe Subscription Data that gives the user permission to use ProSe.

	Visited PLMN Id 
(See 3GPP TS 29.272 [yyy])
	Visited-PLMN-Id
	C
	This IE shall contain the MCC and the MNC of the PLMN where the UE is registered, see 3GPP TS 23.003[3]. 
It shall be present if the UE is roaming in a PLMN different from the Home PLMN.



	Supported Features
(See 3GPP TS 29.229 [xx])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


5.2.2
Detailed Behaviour of the ProSe Function
The ProSe Function shall make use of this procedure to request ProSe Discovery related subscription data.

If the ProSe Function retrieved the ProSe Discovery related subscription data, the ProSe Function shall perform the authorisation for discovery as described in the 3GPP TS 23.303 [2].
5.2.3
Detailed Behaviour of the HSS
When receiving a Discovery Authorization Request the HSS shall check if the IMSI for whom data is requested exists in the HSS. If not, an Experimental-Result of DIAMETER_ERROR_USER_UNKNOWN shall be returned.
If the IMSI exists but there is not any ProSe subscription data for the IMSI, the HSS shall return an Experimental-Result of DIAMETER_ERROR_UNKNOWN_PROSE_SUBSCRIPTION. 
If the UE is not allowed to use ProSe services in the roaming PLMN, the HSS shall return an Experimental-Result of DIAMETER_ERROR_ PROSE_ROAMING_NOT_ALLOWED. Otherwise, the HSS shall return a Result-Code of DIAMETER_SUCCESS and download the ProSe subscription data to the ProSe Function. The HSS may provide the Visited PLMN ID of where the UE is registered if the UE is roaming in a PLMN different from the Home PLMN.
Editor’s Note: It is to be decided if the HSS needs to store the ProSe Function Identity per UE in order to update the ProSe subscription data when modified in the ProSe Function subsequently.
* * * Next Change * * * *

6
Protocol Specification and Implementations
6.1
Introduction
<This subclause will describe general aspects related to the use of Diameter protocol for the PC4a interface, such as use of sessions, transport protocols, Securing Diameter Messages, Routing, backwards compatibility.>
6.2
Commands

6.2.1
Introduction

This section defines the Command code values and related ABNF for each command described in this specification.
6.2.x
Command-Code Values

This section defines Command-Code values for the PC4a interface application as allocated by IANA.

Every command is defined by means of the ABNF syntax IETF RFC 5234 [zz], according to the rules in IETF RFC 3588 [y]. In the case, the definition and use of an AVP is not specified in this document, the guidelines in IETF RFC 3588 [y] shall apply. 
The following Command Codes as defined in 3GPP TS 29.336 [zzz] are reused in this specification:

Table 7.2.2/1: Reused Command-Code values for PC4a
	Command-Name
	Abbreviation
	Code
	Section

	Subscriber-Information-Request
	SIR
	8388641
	6.2.3

	Subscriber-Information-Answer
	SIA
	8388641
	6.2.4


For these commands, the Application-ID field shall be set to xxxxxx (application identifier of the PC4a interface application, allocated by IANA).
6.2.x
Subscriber-Information-Request (SIR) Command

The Subscriber-Information-Request (SIR) command, indicated by the Command-Code field set to 8388641 and the "R" bit set in the Command Flags field, is sent from the ProSe Function to the HSS. 

Message Format

< Subscriber-Information-Request > ::=
< Diameter Header: 8388641, REQ, PXY, xxxxxx >

< Session-Id >
[ Vendor-Specific-Application-Id ]
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]
{ Destination-Realm }
{ User-Name }
*[ Supported-Features ]
*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]
6.2.x
Subscriber-Information-Answer (SIA) Command

The Subscriber-Information-Answer (SIA) command, indicated by the Command-Code field set to 8388641 and the "R" bit cleared in the Command Flags field, is sent from the HSS to the ProSe Function. 

Message Format

< Subscriber-Information-Answer > ::=
< Diameter Header: 8388641, PXY, xxxxxx >

< Session-Id >

[ Vendor-Specific-Application-Id ]

[ Result-Code ]

[ Experimental-Result ]
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }
[ ProSe-Subscription-Data ]

[ Visited-PLMN-Id ]
*[ Supported-Features ]
*[ AVP ]

*[ Failed-AVP ]


*[ Proxy-Info ]
*[ Route-Record ]
6.3
AVPs
6.3.1
General

The following table specifies the Diameter AVPs defined for the PC4a interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).
Table 6.3.1/1: PC4a specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	ProSe-Subscription-Data
	xxx
	6.3.x
	Group
	M, V
	
	
	
	No

	ProSe-Permission
	xxx
	6.3.x
	Unsigned32
	M, V
	
	
	
	No

	PLMNs-Allowed-Discovery
	xxx
	6.3.x
	Group
	M, V
	
	
	
	No

	Discovery-Allowed
	xxx
	6.3.x
	Unsigned32
	M, V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as "M", indicates whether support of the AVP is required. The AVP header bit denoted as "V", indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [y]. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table specifies the Diameter AVPs re-used by the PC4a interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within PC4a. 
Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 6.3.1/2, but they may be re-used for the PC4a protocol.
Table 6.3.1/2: PC4a re-used Diameter AVPs

	Attribute Name
	Reference
	Comments
	M-bit

	Visited-PLMN-Id
	3GPP TS 29.272 [yyy]
	
	

	Supported-Features
	3GPP TS 29.229 [xx]
	
	

	Feature-List-ID
	3GPP TS 29.229 [xx]
	
	

	Feature-List
	3GPP TS 29.229 [xx]
	
	

	NOTE 1: 
The M-bit settings for re-used AVPs override those of the defining specifications that are referenced. Values include: "Must set", "Must not set". If the M-bit setting is blank, then the defining specification applies. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


6.3.x
ProSe-Subscription-Data
The ProSe-Subscription-Data AVP is of type Group. It shall contain the ProSe Discovery related subscription data.

AVP format

ProSe-Subscription-Data ::= <AVP header: xxx 10415>

{ ProSe-Permission-List }
*[ PLMN-Allowed-Discovery ]
*[AVP]
6.3.x
ProSe-Permission
The ProSe-Permission AVP is of type Unsigned32 and it shall contain a bit mask that indicates the permissions for ProSe subscribed by the user. The meaning of the bits shall be as defined in table 6.3.2/1:
Table 6.3.2/1: ProSe-Permission-List
	Bit
	Name
	Description

	0
	ProSe Direct Discovery
	This bit, when set, indicates that the user is allowed to use ProSe Direct Discovery.

	1
	EPC-level ProSe Discovery
	This bit, when set, indicates that the user is allowed to use EPC-level ProSe Discovery.

	2
	EPC support WLAN Direct Discovery and Communication
	This bit, when set, indicates that the user is allowed to use EPC support WLAN Direct Discovery and Communication.

	3
	one-to-many ProSe Direct Communication
	This bit, when set, indicates that the user is allowed to use one-to-many ProSe Direct Communication.

	NOTE:      Bits not defined in this table shall be cleared by the HSS and discarded by the receiving ProSe Function.


6.3.x
PLMN-Allowed-Discovery
The PLMN-Allowed-Discovery AVP is of type Group. It shall contain the PLMN where the UE is authorised to announce or monitor or both for ProSe Discovery.
AVP format

PLMN-Allowed-Discovery ::= <AVP header: xxx 10415>

[ Visited-PLMN-Id ]

[ Discovery-Allowed ]
*[AVP]
6.3.x
Discovery-Allowed
The Discovery-Allowed AVP is of type Unsigned32 and it shall contain a bit mask that indicates if the UE is authorised to announce or monitor or both for ProSe Discovery in a specific PLMN. The meaning of the bits shall be as defined in table 6.3.2/1:
Table 6.3.4/1: Discovery-Allowed
	Bit
	Name
	Description

	0
	Announce
	This bit, when set, indicates that the user is allowed to announce in the corresponding PLMN for ProSe Discovery.

	1
	Monitor
	This bit, when set, indicates that the user is allowed to monitor in the corresponding PLMN for ProSe Discovery.

	NOTE:      Bits not defined in this table shall be cleared by the HSS and discarded by the receiving ProSe Function.


6.4
Result-Code AVP and Experimental-Result AVP Values

6.4.1
General


This section defines result code values that shall be supported by all Diameter implementations that conform to this specification.
6.4.2
Success


Result codes that fall within the Success category shall be used to inform a peer that a request has been successfully completed. The Result-Code AVP values defined in Diameter Base Protocol RFC 3588 [y] shall be applied.
6.4.3
Permanent Failures
6.4.3.1
General

Errors that fall within the Permanent Failures category shall be used to inform the peer that the request has failed, and should not be attempted again. The Result-Code AVP values defined in Diameter Base Protocol RFC 3588 [y] shall be applied. When one of the result codes defined here is included in a response, it shall be inside an Experimental-Result AVP and the Result-Code AVP shall be absent.
6.4.3.x
DIAMETER_ERROR_USER_UNKNOWN (5001)

This result code shall be sent by the HSS to indicate that the user identified by the IMSI is unknown. This error code is defined in 3GPP TS 29.229 [xx].
6.4.3.x
DIAMETER_ERROR_UNKNOWN_PROSE_SUBSCRIPTION (xxxx)

This result code shall be sent by the HSS to indicate that that no ProSe subscription is associated with the IMSI.
6.4.3.x
DIAMETER_ERROR_ PROSE_ROAMING_NOT_ALLOWED (xxxx)

This result code shall be sent by the HSS to indicate that ProSe Services are not allowed to be used in the specific roaming PLMN.
* * * End of Changes * * * *

