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1. Introduction
Subclause 4.3.5 contains following  editor's note:
Editor's note: It needs to be checked whether there might be a need for the IMS-ALG (or MRFC) to know certain TLS capabilities of the IMS-AGW (or MRFP). 

2. Reason for Change
The MGC could be totally unaware about the used TLS protocol profile between the MG and remote TLS endpoint under (at least) following conditions:
1. Only a single TLS protocol profile used per TLS domain.
2. No (security or/and operator) policies concerning TLS protocol profile preferences in case of multiple TLS protocol profiles.
3. UE (remote TLS endpoints) compliant to TLS protocol profile(s) used in TLS domain.
All three conditions are valid for 3GPP Release 12 in our understanding, leading to the conclusion that the TLS session negotiation procedures at bearer level shouldn't fail due the TLS protocol profile aspect. Thus, the MGC could be fully unaware about the "offered, answered and finally used" TLS configuation between UE and MG.
Furthermore: 
· "key" entities are subject of "cipher suites", thus redundant in the "TLS protocol profile" list.
3. Proposal
It is proposed to agree the following changes to 3GPP TR 29.828 v1.1.0.




* * * First Change * * * *
4.3.5	TLS protocol profile
[bookmark: _Toc378664803]4.3.5.1	Configuration
The TLS protocol profile (TLS versions, ciphersuites, keys, compression methods, certificates, supported TLS procedures...) for IMS media plane security is specified in Annex M of 3GPP TS 33.328 [2].
The IMS-AGW (or MRFP) shall be provisioned with the set of the TLS profile parameters applicable in the TLS domain. The IMS-AGW shall autonomously negotiate the TLS protocol configurations with the peer TLS node based on the locally provisioned parameters.  
4.3.5.2	TLS protocol profile awareness at MGC level
Any information about the preferred TLS protocol profile is not signalled at call control level (via SIP SDP offer/answer). There is the assumption that the remote TLS endpoint (UE) is compliant to the TLS protocol profile according to Annex E of 3GPP TS 33.310 [x1]. Thus, the TLS session negotiation procedure (based on TLS handshake protocol), during TLS session establishment, between the IMS-AGW (or MRFP) and remote UE should not fail due to inconsistencies with respect to the TLS protocol profile. 
Thus, the IMS-ALG (or MRFC) does not need to know or audit the detailed TLS capabilities of the IMS-AGW (or MRFP), e.g. supported TLS versions, ciphersuites, etc.
NOTE :	The IMS-ALG (or MRFC) does not need to know or audit the detailed TLS capabilities of the IMS-AGW (or MRFP), e.g. supported TLS versions, ciphersuites, etc. 
Editor's note: It needs to be checked whether there might be a need for the IMS-ALG (or MRFC) to know certain TLS capabilities of the IMS-AGW (or MRFP). 

* * * End of Changes * * * *
